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Trust and Partial Typing in Open Systems of Mobile
Agents
JAMES RIELY AND MATTHEW HENNESSY

ABSTRACT. We presenta partially-typedsemanticsfor Dπ, a distributed π-calculus. The se-
manticsis designedfor mobileagentsin opendistributedsystemsin which somesitesmayharbor
maliciousintentions. Nonetheless,the semanticsguaranteestraditional type-safetypropertiesat
good locationsby usinga mixture of static and dynamictype-checking. We show how the se-
manticscanbe extendedto allow trust betweensites,improving performanceandexpressiveness
without compromisingtype-safety.

1 Introduction
In [12] we presenteda type systemfor controlling the useof resourcesin a dis-
tributedsystem,or network. Thetypesystemguaranteestwo properties:� resourceaccessis always safe, e.g. integer resourcesare always accessed

with integersandstringresourcesarealwaysaccessedwith strings,and� resourceaccessis alwaysauthorized, i.e. resourcesmayonly beaccessedby
agentsthathavebeengrantedpermissionto doso.

While thesepropertiesaredesirable,they arepropertiesof a network asa whole.
In opensystemsit is impossibleto verify thesystemasawhole,e.g. to “type-check
theweb”. In this paper, we presenttypesystemsandsemanticsfor opensystems
thatguaranteethefirst propertyabove. We intendto addressthesecondproperty
in a forthcomingsequelto this report.

Any treatmentof opensystemsmustassumesomeunderlyingsecuritymech-
anismsfor communicationbetweensites, or locations. Oneapproachwould beto
addsecurityfeaturesdirectly in the language,asin Abadi andGordon’s Spi cal-
culus[1]. In suchlanguagescodesignaturesandnoncesaredirectly manipulable
asprogramobjects.Herewe take a moreabstractapproach,presentinga “secure”
semanticsfor alanguagewithoutexplicit securityfeatures.Of theunderlyingcom-
municationmechanism,we assumeonly that it deliverspacketsuncorruptedand
that the sourceof a packet canbe reliably determined.In wide-areanetworks, a
low-level signaturemechanismmayberequiredto realizetheseassumptions.

Westartour developmentfrom thefollowing principles:

1. Sitesaredivided into two groups: the good, or typed,andthe bad, or un-
typed,thelatterof whichmayharbormaliciousagents.
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2. Malicious agentsshouldnot be able to corruptcomputationat goodsites;
however, not all agentsat badsitesaremalicious.Thus,thestaticnotionsof
goodandbadshouldnotbeusedto preventactionsby anagent;rather, some
form of dynamictypecheckingis necessary.

3. Becauseagentinteractionis commonplace,agentmovement,ratherthanin-
teraction,shouldbesubjectto dynamictypechecking.

In practice,thedistinctionbetweengoodandbadsitesis maderelativeto apar-
ticular administrativedomain.In thenarrowestsetting,only oneparticularvirtual
machine(VM), or location,might be consideredgood,or well-typed,whereasall
othermachineson thenetwork areconsideredpotentiallymalicious. In this case,
thegoalof asecuritymechanismis to protectthelocalmachinefrom misuse,while
at thesametime allowing codefrom othermachinesto beinstalledlocally. More
generally, thedistinctionbetweengoodandbadmightbedrawn betweenintra-and
inter-net,with corporateor departmentalmachinesprotectedby well-typing.

Here we are interestedin preventing misusebasedon type-mismatching—
for example,a foreign agentattemptingto accessan areaof memorywhich is
unallocated,or is allocatedto a different VM; or an agentattemptingto readan
integer locationasan array, and thusgainingaccessto arbitrarily large areasof
memory. Suchtypeviolationsmayleadto coredumps,informationleakageor the
spreadof virusesandothervirtual pestilence.

We studytheseissuesin theformal settingof Dπ [12], a distributedvariantof
the π-calculus[17]. In Dπ resourcesresideat locationsandmobile agentsmay
move from site to site, interactingvia local resourcesto affect computations.The
typing systemof Dπ is basedon locationtypeswhichdescribetheresourcesavail-
ableat asite.For example( )�*�+

puti: ,�-�.�/1032'41576 geti: ,�-�.�/1032'485�6 putl: ,9-7.�/ ( )�* 576 getl: ,9-7.�/ ( )�* 5�:
is thetypeof a locationwith four resources,two for manipulatingintegersandtwo
for manipulatinglocationnames.A featurewhich distinguishesDπ from related
languages[10, 4, 23] is that resourcenameshave only local significance,i.e. re-
sourcenamesareuniquelocally, but notgloballyacrossthenetwork. Thisproperty
reflectstheopen-endednatureof opensystemssuchastheinternet.

To formalizethenotionof “badsites”in Dπ, weaddanew locationtype,
(<;
=?>

,
to the language.Agentsresidingat locationsof type

(<;
=?>
areeffectively untyped,

asarereferencesto resourcesatbadlocations,regardlessof wherethesereferences
occur. This weaker form of typing is achieved by addinga new inferencerule
to the typing systemanda new form of subtyping. We call the resultingtyping
systema partial typing system,asagentsandresourcesat badsitesareuntyped.
Neverthelesspartialtyping ensuresthatresourcesat goodsitesarenot misused.

Theweaknessof partial typing allows for theexistenceof maliciousagentsat
badsites. Further, sinceagentscan move, unprotectedgood sitescaneasily be
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corrupted;anexampleof thisphenomenonis describedin Section3.2. Technically
this meansthatpartial typing is not preservedby thestandardreductionsemantics
of Dπ; a goodsitemayceaseto bewell-typedaftera migrationfrom anuntyped
site. The objectof this paperis the formalizationof a protectionpolicy for good
sitesagainstsuchmaliciousattacks.

As in [25, 19, 15, 18], the basicidea is to requirethat codebe verified be-
fore it is loadedlocally. Unlike thesereferences,however, our work is explic-
itly agent-based,andallows incomingagentsto carry referencesto resourcesdis-
tributedthroughoutthenetwork; further, ourapproachsupportstheintroductionof
trust betweensites,asdescribedbelow.

Verificationof incomingagentstakestheform of dynamictypechecking,where
incomingcodeis comparedagainstafilter for thetargetsite.Filtersprovideanin-
complete,or partial,view of the typesof the resourcesin thenetwork, both local
andremote.Sincetheinformationin filters is incomplete,thedynamictypecheck-
ing algorithmmustbeableto certify agentsevenwhenthefilter containslittle or
no informationabouttheagent’ssiteof origin; otherwise,it would forbid toomany
migrations.This is potentiallyvery dangerousasmaliciousagentsmay lie about
resourcesat their origin or ata third-partysite.

Weavoid thisdangerby developinganadequatesemanticsbasedonthenotion
of authority. An agentmoving from locationk to @ is dynamicallytypechecked
undertheauthorityof k, usingthefilter for @ ; everyresourceaccessmustbeverified
eitherby the filter or the authority. The full developmentis given in Section4,
wherewe prove SubjectReductionandType Safetytheoremsfor this semantics,
ensuringthatresourceaccessat goodlocationsis alwaystype-safe.This approach
shouldbe contrastedwith that of [13] (outlinedin AppendixB), which givesan
adequatesemanticsfor networksin which theauthorityof incomingagentscannot
reliably bedetermined.

One drawback of this framework is that every agentmust be dynamically
typechecked whenmoving from onesite to another. To alleviate this burden,in
Section5 we introducea relationshipof trust betweenlocations,formalizedusing
the locationtype

( 4�,BA?.14 . We thenmodify theoperationalsemanticsso thatagents
originatingat trustedlocationsneednotbetypechecked.Althoughtechnicallythis
is a simpleadditionto thetypesystem,it is alsoveryexpressive. Theresultis that
thenetwork is dividedinto websof trust andagentscanonly gainentryto awebof
trustvia typechecking.Onceentry to a webof trusthasbeenearned,however, an
agentcanmovefreelyaroundtheweb;it will only betypecheckedagainif it leaves
awebandsubsequentlywishesto reenter. Moreover thesewebsof trustmaygrow
dynamicallyasincomingagentsinform sitesof othersitesthatthey cantrust.

We now presenta quick overview of theremainderof thepaper. In Section2
we first review Dπ andits standard semantics,includingthestandardstatictyping
system. Section3 introducesthe notion of partial typing andshows that partial
typing is not preservedby thestandardreductionrelation. The next two sections
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Table 1 Syntaxof namese, valuesu, patternsX, threadsP, andnetworksM.

e :: C k Location
a Resource

X 6 Y :: C x VariableD
X1 6FE<E%6 Xn G Tuple

P 6 Q 6 R :: CH.I4 )KJ
Termination

P L Q CompositionD
νe:T G P RestrictionM ) 4 ) u E P Movement

u! / v5 P Output
u?

D
X:T G P InputN P Replication0 O u C v 4�P?-�2 P - ( .I- Q Matching

u 6 v 6 w :: C ;'Q
BaseValue

e Name
x VariableD
u1 6FE3ER6 un G Tuple

M 6 N :: CTS Empty
M L N CompositionD
νke:T G N Restriction

k U PV Agent

containthe main contributionsof the paper. Section4 presentsthe formalization
of filters anddynamictyping, showing how theseare incorporatedinto the run-
time semantics.In Section5 this framework is extendedto include trust. Both
sectionsincludeseveralexamples,aswell asproofsof SubjectReductionandType
Safety. In Section6 we discussthedesignof thesemanticsanddescribesomeof
its limitations,pointingto topicsfor furtherresearch.Thepaperendswith a brief
survey of relatedwork.

2 The Language and Standard Typing
In this sectionwe review the syntaxand standardsemanticsof Dπ. For a full
treatmentof the language,includingmany examples,see[12]. Our formalization
of thelanguagediffersslightly from thatof [12], asdiscussedin theconclusion.

2.1 Syntax

The syntaxis given in Table1, althoughdiscussionof types,T, is postponedto
Section2.3. The syntaxis parameterizedwith respectto the following syntactic
sets,whichweassumeto bedisjoint:� Base, of basevalues, rangedoverby

;'Q
,� Loc, of locationnames, rangedoverby k–m,� Res, of resourcenames, rangedoverby a–d,� Var, of variables, rangedoverby x–z.

Names, e, includelocationnamesandresourcenames.Values, u–w, includebase
values,names,variablesandtuplesof values.We occasionallyusethemetavari-
ablesu–w to rangeoverrestrictedclassesof values,suchasVar W Locor Var W Res;
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suchcasesshouldbeclearfrom context. Patterns, X–Y, includevariablesandtu-
plesof patterns;we requirethatpatternsbelinear, i.e. thateachvariableappearat
mostonce.

Themainsyntacticcategoriesof thelanguageareasfollows:� Threads, P–R, aretermsof theordinarypolyadicπ-calculus[16] with addi-
tional constructsfor movementandrestrictionof locations.� Agents, k U PV , arelocatedthreads.� Networks, M–N, arecollectionsof agentscombinedusingthestaticcombi-
natorsof compositionandrestriction.

As anexampleof anetwork, considertheterm:@FU PVXL D ν Y a:T G[Z @FU QVXL k U RV�\
This network containsthreeagents,@FU PV , @]U QV andk U RV . Thefirst two agentsare
runningat location @ , the third at locationk. Moreover Q andR shareknowledge
of aprivateresourcea of typeT, allocatedat @ andunknown to P.

NOTATION. Weadoptseveralnotationalconventions,asin [12].� In the concretesyntax, M ) 4 ) u hasgreaterbinding power thancomposition.
Thus‘ M ) 4 ) k E P L Q’ shouldbe read‘

D M ) 4 ) k E PG L Q’. We adoptseveralstan-
dardabbreviations. For example,we routinelydrop type annotationswhen
they arenot of interest.We omit trailing occurrencesof .14 )^J

andoftende-
notetuplesandothergroupsusinga tilde. For example,we write _u instead
of u1 6�E3E%6 un and_u: _T insteadof u1:T1 6FE3E%6 un:Tn. Wealsowrite ‘ 0 O u C v 4�P?-
2 P’
insteadof ‘ 0 O u C v 4�P?-
2 P - ( .I-`.14 )^J

’ and‘ 0 O u aC v 4�P?-�2 Q’ insteadof ‘ 0 O u C
v 4�P?-
2`.14 )^J - ( .I- Q.’� We assumethe standardnotion of freeandboundoccurrencesof variables
andnamesin networksandthreads.Thevariablesin thepatternX arebound
by the input constructu?

D
X G P, the scopeis P. The namee is boundby

the restrictions
D
νeG P and

D
νkeG N, thescopesareP andN, respectively. A

termwith no freevariablesis closed. The functionsfn
D
PG andfv

D
PG return

respectively thesetsof freenamesandfreevariablesoccurringin P.� We alsoassumea standardnotionof substitution, whereP
+ L ub x L: denotesthe

capture-avoidingsubstitutionof u for x in P. ThenotationP
+ L ub X L: generalizes

this in anobviouswayasasequenceof substitutions,following thestructure
of thepatternX.� In thesequelweidentify termsupto renamingof boundnamesandvariables.
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Table 2 StandardReduction

Structuralcongruence:D . - -�c
4�, G M L D νke:T G N d D
νke:T G D

M L N G if e be fn
D
M GD . - M = , ;
= M -
f G D

νke:T G SgdhSD . - M = , ;
= M -�i G k UB.I4 )^J VjdhSD . - *�)^J�k G k U N PVjd k U PVlL k U N PV
Reductionprecongruence:D , - m )�Q - G k U M ) 4 ) @�E PVjn o'pq@FU PVD , - 2?-�r G k U D νe:T G PVjn o'p D

νke:T G k U PV if e aC kD , - . JF( 0 4 G k U P L QVjn o'p k U PVXL k U QVD , - *�) msm G k U a! / v5 PVtL k U a?
D
X G QVun o'p k U PVtL k U Q + L vb X L:?VD , - -�v^f G k UI0 O u C u 4�P?-�2 P - ( .I- QVun o'p k U PVD , - -�vFi G k UI0 O u C v 4�P?-�2 P - ( .I- QVun o'p k U QV if u aC v

2.2 Standard Reduction

The standardreductionsemanticsis given in Table2. The structuralcongruence
(M d N) and reductionprecongruence(M n o?p M w ) both relatedclosednetwork
terms.Themainreductionrelationweareinterestedin is

D o
p G C D dyx
n o?p x?d G .
Thestructuralcongruenceis definedto betheleastcongruencerelation1 onnet-

worksthatsatisfiesthecommutativemonoidlawsfor composition2 andtheaxioms
given in Table2. The axiomsprovide meansfor the extensionof the scopeof a
name,for garbagecollectionof unusednamesandterminatedthreads,andfor the
replicationof agents.

Thereductionrelation n o?p is definedto betheleastprecongruencerelationon
networkswhich satisfiesthereductionaxiomsof Table2. Theaxiomsfor commu-
nicationandmatchingaretakendirectly from theπ-calculus,with afew changesto
accommodatethefact thatagentsareexplicitly located.Notethatcommunication
canonly occurbetweencolocatedagents.

The most importantnew rule is
D , - m )�Q - G , k U M ) 4 ) @�E PVzn o?p{@FU PV , which states

that an agentlocatedat k canmove to @ usingthe move operatorM ) 4 ) @�E P. Also
significantis

D , - 2?-�r G , k U D νe:T G PV|n o?p D
νke:T G k U PV , which statesthata namecre-

atedby a threadcanbecomeavailableacrossthenetwork. Note thatwhena new
nameis lifted out of an agent,the network-level restrictionrecordsthe nameof
the locationwhich allocatedthename;theselocationtagsareusedonly for static
typing. Finally, therule

D , - . JF( 0 4 G , k U P L QV}n o?p k U PV[L k U QV , allowsanagentto spawn

1A relation ~ is a precongruenceon networksif N ~ N � impliesN � M ~ N ��� M, M � N ~ M � N � ,
and � νke:T � N ~�� νke:T � N � . A relationis acongruenceif it is bothanequivalenceandaprecongru-
ence.

2Themonoidlawsare:M ���u� M, M � N � N � M, andM ��� N � O�]��� M � N ��� O.
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off subagentswhich areableto movearoundthenetwork independently. Theonly
reductionrulesthatvarysignificantlyin latersectionsare

D , - m )�Q - G and
D , - 2?-�r G .

As anexample,supposethatwe wish to write a network with two agents,one
at k andoneat @ . Theagentat k wishesto senda freshintegerchannela, located
at k, to the otheragentusingthe channelb, locatedat @ . This network could be
written: @FU b?

D
z6 xG QVtL k U D νaG D

P L M ) 4 ) @�E b! / k 6 a5 G Vo?p @FU b?
D
z6 xG QVtL D

νkaG Z k U P L M ) 4 ) @�E b! / k 6 a51V \ D , - 2?-�r Go?p @FU b?
D
z6 xG QVtL D

νkaG[Z k U PV�L k U M ) 4 ) @�E b! / k 6 a5IV�\ D , - . JF( 0 4 Go?p @FU b?
D
z6 xG QVtL D

νkaG Z k U PV�LK@]U b! / k 6 a5IV \ D , - m )�Q - Go?p D
νkaG @FU Q + L k � ab z� x L:?VtL k U PV D . - -�c
4�, G 6 D , - *7) m�m G 6 D . - M = , ;
= M -�i G

Besideeachreduction,we have written theaxiomsusedto infer it, omitting men-
tion of themonoidlaws. An exampleof a processQ thatusesthereceivedvalueD
z6 xG is ‘ M ) 4 ) zE x! / 15 ’, whichafterthecommunicationbecomes‘ M ) 4 ) k E a! / 15 ’.

2.3 Types and Subtyping
Thepurposeof thetypesystemis to ensureproperuseof basetypes,channelsand
locations.In this paperwe usethesimpletype languagefrom [12, � 5], extended
with basetypes. However all of the resultsin this paperextendsmoothlyto the
morepowerful typesystemof [12, � 6], which includesresourcecapabilitiesand
non-trivial subtypingon resourcetypes.

WeuseuppercaseRomanlettersto rangeover types,whosesyntaxfollows:

Resources:A–D :: C�,�-�.�/ T 5
Locations: K 6 L :: C ( )K*?+

a1:A1 6FE3ER6 an:An 6 x1:B1 6�E3E�6 xn:Bn :
Values: S6 T :: C���� K A K � A1 6FE3E%6 An � D

T1 6FE<E%6 Tn G
The syntaxprovidestypesfor basevalues,locations,local resourcesandtuples.
Typesof theform K � _A � aredependenttupletypes,which allow communicationof
non-localresources;we discussthesefurther in thenext subsection.In examples,
wewill usethenotationu � _v� defC D

u 6R_vG to indicatethatthetuple
D
u 6R_vG hasadependent

type.
We requirethat eachresourcenameandvariablein a locationtype appearat

mostonce. Locationtypesareessentiallythe sameasstandardrecordtypes,and
we identify locationtypesup to reorderingof their “fields”. Thus

( )�*�+
a:A 6 b:B :`C( )�*�+

b:B 6 a:A : . Wewrite ‘
( )�*

’ for ‘
( )�*�+ : ’.

Thesubtypingpreorder(T ��� S) is discussedat lengthin [12]. On basetypes
andchanneltypesthereis no nontrivial subtyping;for example, ,9-�.�/ T 5X�F�X,9-7.'/ T w 5
if andonly if T C T w . On locationtypes,the subtypingrelationis similar to that
traditionallydefinedfor recordor objecttypes(althoughhereit is invariant):( )�*�+ _u: _A 61_v: _B :��F� ( )�*�+ _u: _A :
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On tuples,thedefinitionis by homomorphicextension:_S �F� _T if � i : Si ��� Ti

K � _A � �F� L � _B � if K �F� L and _A ��� _B
An importantpropertyof the subtypingpreorderis that it hasa partial meet

operator� .

DEFINITION 2.1. A partialbinaryoperator� onapreorder
D
S6�� G is apartialmeet

operatorif it satisfiesthefollowing for every r, s, t e S:

(a) r � t andr � s imply t � sdefinedand r � t � s
(b) t � sdefined implies t � s � t
(c)

D
t � sG � r defined implies t � D

s � r G definedand
D
t � sG � r C t � D

s � r G
(d) t � sdefined implies s � t definedandt � s C s � t �

PROPOSITION 2.2. Thesetof types,underthe subtypingpreorder, hasa partial
meetoperator.

Proof. Theoperatoris inducedby thefollowing equationon locationtypes:( )K*?+ _u: _A :X� ( )�*?+ _v: _B :�C ( )�*�+ _u: _A W�_v: _B : if � i 6 j :ui C vj impliesA i C Bj

For example,
( )�*�+

a:A 6 b:B :�� ( )�*?+
b:B 6 c:C :�C ( )K*
+

a:A 6 b:B 6 c:C : . This is ex-
tendedhomomorphicallyat othertypesby:

T � T C TD
S1 6FE3ER6 Sn G � D

T1 6FE3ER6 Tn G C D
S1 � T1 6�E<ER6 Sn � Tn G

K � A1 6FE<E%6 An � � L � B1 6�E3E%6 Bn � C D
K � L G � A1 � B1 6�E<E%6 An � Bn �

By inductionon thestructureof types,onecanshow thatthis operatorsatisfiesthe
claimsof Definition 2.1. �
2.4 Standard Typing

Judgmentsin thetypingsystemtake threeforms:

Γ � N Network N is well-formed
Γ � w P ThreadP is well-formedat locationw
Γ � w v:T Valuev is well-formedat locationw with typeT

Here Γ, ∆ rangeover typeenvironments, which map locationnamesto location
typesandvariablesto basetypesor locationtypes.3 Thusenvironmentshave the

3For simplicity, the typing systemdefinedhererequiresthat every tuple be fully decomposed
uponreception;i.e., termsof the form a?� x: � int � int ��� P arenot typable. Themoregeneralcaseis
straightforward,but requiresa morecomplex treatmentof locationtypes,asin [12].
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Table 3 StandardTyping

Values(rulesfor basevaluesnotshown):

Γ
D
uG �F� T

Γ � w u:T

Γ
D
wG ��� ( )�*
+

u:A :
Γ � w u:A

Γ � w ui :Ti
D � i G

Γ � w _u: _T Γ � w u:K
Γ � u _v: _B
Γ � w D

u 6R_vG :K � _B �
Threads:

Γ � w u: ,�-�.�/ T 5
Γ � w v:T
Γ � w P

Γ � w u! / v5 P

Γ � w u: ,�-�.'/ T 5
fv

D
X G disjoint fv

D
Γ G

Γ � +
wX:T :�� w Q

Γ � w u?
D
X:T G Q

Γ � w u:S
Γ � w v:T
Γ � +

wu:T :X� +
wv:S: � w P

Γ � w Q

Γ � w 0 O u C v 4�P?-
2 P - ( .I- Q

Γ � w u:
( )K*

Γ � u P

Γ � w M ) 4 ) u E P e be fn
D
Γ G

Γ � +
we:T :�� w P

Γ � w D
νe:T G P

Γ � w P
Γ � w Q

Γ � w .14 )^J 6 P L Q 6 N P

Networks:

Γ � k P

Γ � k U PV e be fn
D
Γ G

Γ � +
ke:T :¡� N

Γ � D
νke:T G N

Γ � M
Γ � N

Γ � S¢6 M L N
form

+ _k: _K 6I_x: _L 6I_y: £����: , up to reordering. For example, the following is a type
environment:

Γ C¥¤�@ : ( )�*
+
a:A 6 x:B :]6 y: 0<2'4�6 z: ( )�*�+

a:A w :�¦
We write Γ

D
uG to refer to the typeof identifieru in Γ. So for Γ asdefinedabove,

Γ
D
zG C ( )�*�+

a:A w : whereasΓ
D
uG is undefined.

Thestandardtyping systemis definedin Table3. This is thetypesystemfrom
[12, � 5], with a few notationalchangesandtheadditionof basetypes.We implic-
itly assumein all rulesthat the environmentΓ is well-formedandthat eachtype
on the right-hand-sideof the turnstileis closed; i.e. we do not allow variablesto
appearin locationtypesin terms.

We presupposea setof rulesfor basevalues,which, for example,saythat in-
tegerconstantshave type 032'4 andthebooleanconstants4 and O have type

;�)�)^(
. In

Table3, therearetwo rulesfor identifiers.Thefirst appliesto “universal”identifiers
in the domainof the type environment: locationnamesandvariablesof location
or basetypes.Thesecondappliesto “local” identifiersin locationtypes:resource
namesandvariablesof resourcetype.Universalidentifiershaveaconsistentmean-
ing acrossall sites,whereaslocal identifiersdo not; e.g. thelocationname@ refers
to thesamethingnomatterwhereit occurs,whereastheresourcenamea doesnot.
Note that when typing a dependenttuple

D
u 6R_vG , the typing of _v is deducedwith

respectto thelocationidentifieru.
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For networksandthreads,themain rulesof interestarefor agentsandmove-
ment. For the agent @FU PV to be well-typed,P must be well-typedat location @ ;
whereasfor the thread M ) 4 ) u E P to be well-typedat somelocationw, P mustbe
well-typedat locationu.

The rules for restrictionand input are intuitive, althoughthey requiresome
notationfor environmentextensions.Both subtypingandthepartialmeetoperator
extendpointwiseto environmentsin theobviousmanner:For subtypingwe have:

∆ ��� Γ if f � w e dom
D
Γ G : ∆

D
wG ��� Γ

D
wG

Thepartialmeetoperator∆ � Γ is undefinedif ∆
D
wG � Γ

D
wG is undefinedfor some

w e dom
D
∆ G^§ dom

D
Γ G , otherwise:

∆ � Γ C +
w:K L ∆ D

wG � Γ
D
wG C K :W +

w:K L ∆ D
wG C K andw be dom

D
Γ G :W +

w:K L Γ D
wG C K andw be dom

D
∆ G :

New environmentsarecreatedfrom valuesusingthe notation
+

wu:T : , where
w e Loc W Var. Thedefinitionis givenby inductiononu andT:+

w
;'Q

: ����:¨Ch©¨6 if
;'Q e valset

D ��� G+
wx: ����:¨C +

x: ����:+
wk:K :�C +

k:K :+
wx:K :¨C +

x:K :+
wa:A :�C +

w:
( )�*�+

a:A :F:+
wx:A :¨C +

w:
( )�*�+

x:A :F:+
w
D
u 6ª_vG :K � _B � :¨C +

wu:K :«� +
u_v: _B :+

w_u: _T :¨C +
wu1:T1 :X� x�x�x�� +

wun:Tn :
For example: +

w
D
0 6 aG : D 0<2'4�6 A G :�C +

w:
( )K*
+

a:A :F:+
w
D
k 6 k � c�$G : D ( )K*�+

a:A :]6 ( )K*'+
b:B :K� C�$G :�C +

k:
( )K*
+

a:A 6 b:B 6 c:C :F:
To understandthenotation,the readermaywish to considerthe following re-

sults,whicharestraightforwardto establish.

LEMMA 2.3.

(a) If Γ � � ∆1 andΓ � � ∆2 then∆1 � ∆2 definedandΓ � � ∆1 � ∆2.
(b) If Γ � ∆ definedand∆ � � ∆ w thenΓ � ∆ w defined.
(c) If Γ � w u:T then

+
wu:T : definedandΓ � � +

wu:T : .
(d) If

+
wu:S:X� +

wu:T : definedthen
+

wu:
D
S � T G : defined. �
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With this notationthe rule for restrictionin networks, for example,shouldbe
easilyunderstandable.Thenetwork

D
νke:T G N is well-typedwith respectto Γ, Γ �D

νke:T G N, if e is new to Γ andN is well-typedwith respectto Γ extendedat k by
thetypeinformationin declaratione:T, i.e. Γ � +

ke:T :�� N.
Therule for matchingallows thecombinationof capabilitiesavailableon dif-

ferentinstancesof a locationname.Note that the rule mayonly beappliedwhen
S � T is defined.In thecasethatS C T, theruledegeneratesto thestandardrule for
conditionals:

Γ � w u:T 6 v:T 6 P 6 Q
Γ � w 0 O u C v 4�P?-�2 P - ( .8- Q

Theextra generalityof therule is necessaryto typethreadssuchasthefollowing:

a?
D
z� x�$G b?

D
w � y�$G 0 O z C w 4�P?-�2 M ) 4 ) zE Z x?

D
uG y! / u5 \

This threadreceives two remotechannelsfrom different sources,then forwards
messagesfrom onechannelto theother. Furtherexamplesaregivenin [12] where
we arguethat the moregeneralrule is crucial for typing many practicalapplica-
tions.

The typing systemsatisfiesseveral standardpropertiessuchas type special-
ization,weakeninganda substitutionlemma,asdescribedin [12]. The following
resultestablishesthatwell-typedtermsarefreeof runtimeerrorsthroughouttheir
execution.

THEOREM 2.4 (SUBJECT REDUCTION FOR THE STANDARD SEMANTICS).
If Γ � N andN o
p N w thenΓ � N w .

Proof. See[12, Theorem5.1]. �
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3 Partial Typing
The purposeof this paperis to study systemsin which only a subsetof agents
areknown to bewell typed. Sinceagentsthemselvesareunnamedandcanmove
about the network, we draw the distinction betweenthe typed and the untyped
worlds using locations, or sites. In this sectionwe first definea partial typing
systemwhich allows agentsat certainuntyped, or bad, locationsto have arbitrary,
potentiallymaliciousbehavior. We thenpresentanexamplewhich shows that the
standardsemanticsis inadequatefor partially typedsystemsandfinally point to the
solutionproposedin latersections.

3.1 The Partial Typing Relation

To capturethenotionof auntypedlocationsformally, we introduceanew location
type,

(¬;
=
>
, into thetypelanguage.We usethetermsuntypedandbad interchange-

ably, similarly typedandgood. Locationtypesarenow defined:

K 6 L :: C ( )�*�+ _a: _A 6ª_x: _B : (<;
=?>
We sometimesrefer to types in the augmentedlanguageas partial types. The
subtyperelation is extendedto partial typesby addingthe following subtyping
rule: (¬;
=
> ��� ( )K*?+ _u: _A :
This reflectsthe fact thatchannelsat anuntypedlocationmayhave any typeand
consequentlybehavior atbadlocationsis unconstrained.With theadditionof

(<;
=?>
,

thepartialmeetoperatorbecomestotal on locationtypes.

PROPOSITION 3.1. Thesetof types,extendedwith
(<;
=?>

, underthesubtypingpre-
order, hasa partial meetoperator.

Proof. It is straightforward to show that the following definition providesan ex-
tensionof thepartialmeetoperatordefinedin Proposition2.2:( )K*?+ _u: _S:¨� ( )K*
+ _v: _T :¡C® ( )K*?+ _u: _S W�_v: _T : if � i 6 j :ui C vj impliesSi C Tj(¬;
=
>

otherwise(¬;
=
> � ( )K*
+ _v: _T :¡C (<;
=?>( )�*�+ _u: _T :¨� (¬;
=
> C (<;
=?> �
The typing relation given in Table 3, Γ � N, may now be applied to

this extended languageof types with the result that untyped locations en-
joy many expectedproperties. For example, since

(¬;
=
> � � ( )�*�+
a: ,9-7.�/10<2'485�: and(<;
=?> �F� ( )�*�+

a: ,�-�.�/ ;�)�)^( 5�: , wecaninfer+
m:

(<;
=?> :¨� m D
a 6 aG : D ,9-�.7/10<2'48576�,�-�.�/ ;�)�)^( 5 G

In generalwecaninfer thataresourceatanuntypedlocationhasany resourcetype,
meaningthat local computationsat theselocationsare unconstrainedby typing



TrustandPartialTyping in OpenSystemsof Mobile Agents 13

Table 4 Partial TypingRelation

All rulesfrom Table3 but thosefor restriction(ν)

D 4�PF,�- =?> -
;
=?> G Γ

D
wG C (<;
=?>

Γ � w P

D 4�PF,�- =?> - 2?-�rz¯ G
T aC (<;
=?>
e be fn

D
Γ G

Γ � +
we:T :�� w P

Γ � w D
νe:T G P

D 2?-74 - 2?-�r±° G
Γ

D
k G C (<;
=?>@ be fn

D
Γ G

Γ � + @ : (<;
=?> :�� N

Γ � D
νk @ :L G N

D 2?-�4 - 2?-�rz¯ G
T aC (<;
=?>
e be fn

D
Γ G

Γ � +
ke:T :�� N

Γ � D
νke:T G N

considerations.This is the caseeven if the resourceis restricted. For example
if Γ

D
k G C (<;
=?>

then, since
(<;
=?> � ( )�*?+

a:A :sC (<;
=?>
, the judgmentΓ � D

νka:A G N
follows from Γ � N. Moreover, since

(¬;
=
> ��� ( )�*
+
a:B : for any resourcetypeB, in

this latter type judgmentthetypeof occurrencesof a in N maybearbitrary. Note
however that, becauseof our separatecategoriesfor base,resourceand location
identifiers,nomatterwhattheenvironmentwecannotinfer a:

( )�*
, k: 0<2'4 or 2: ,9-�.�/�5 .

Agentscanalsousethetype informationto infer thata remotelocationis un-
typed.For exampleconsideranenvironmentΓ suchthat:

Γ
D @ G C ( )�*^² b: ,�-�.�/ ( )�*�+

a: ,9-�.�/ ;�)K)^( 5�:�5
c: ,�-�.�/ ( )�*
+

a: ,9-7.�/10<2'485�:�5
d: ,9-�.�/ (¬;
=
> 5 ³

Thenthenetwork @FU b?
D
zG c?

D
wG 0 O z C w 4�P?-�2 d! / z58V

is well-typedwith respectto Γ. If the samelocation m is received on both the
channelsb andc, thentheagentknowsthatm is untyped.Thusmcanbeoutputon
d, achannelthattransmitslocationsof thetype

(¬;
=
>
.

Despitetheseexamples,thestandardtyping systemdoesnot quitecapturethe
notionof “untypedlocation”, evenwith theadditionof

(<;
=?>
. Most important,the

standardtyping rule for movementdoesnot allow untypedlocationsto sendmali-
ciousagentsto typedlocations.Considera typeenvironmentΓ, definedas:

Γ CT´ k :
( )K*
+

a: ,�-�.�/1032'485�:
m :

(¬;
=
> µ
We would like to have that Γ � mU M ) 4 ) k E a! /$4858V . Herean untypedagentat m at-
temptsto move to k andmisusethechannela. Thestandardtyping rule for move-
ment,however, doesnotallow this judgment,sincethestandardrulefor movement
requiresthata! /$485 bewell-typedat k, which definitelyis not thecase.
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Thepartial typingrelationis definedin Table4. All of therulesof thestandard
typesystemcarryoverto thepartialtypingsystembut for thoseconcerningrestric-
tion, which requireanadditionalsidecondition. Most important,the introduction
of therule

D 4�PF,�- =?> -
;
=?> G allows untypedlocationsto have truly arbitrarybehavior,

includingtheability to (attemptto) sendmaliciousagentsto goodlocations.Thus
the partial typing relationvalidatesthe judgmentΓ � mU M ) 4 ) k E a! /�485IV , with Γ as
givenin thepreviousparagraph.

The rule
D 2?-74 - 2?-�r±° G saysthat locationscreatedat untypedlocationsshould

themselvesbeuntyped.This rule is requiredto maintainwell-typing underreduc-
tionssuchas:

k U D ν @ :L G M ) 4 ) @�E PVln o?p D
νk @ :L G k U M ) 4 ) @�E PVXn o'p D

νk @ :L G @FU PV
The rules

D 4�PF,9- =
> - 2?-�rz¯ G and
D 2?-�4 - 2?-�rz¯ G areas in the standardtype system,but

requirethattypedlocationsnotcreateuntypedones.This “reasonablenessrequire-
ment” is necessaryto establishTypeSafety, asformulatedin Theorem4.10.

3.2 An Example

Considerthefollowing (partial)typeenvironment:

Γ C ¶···¸ ···¹
k :

( )K*�+
a: ,�-�.�/1032'485�:@ :

( )K* ´ b: ,�-�.�/ ( )�* �º,9-7.'/ ;�)K)^( 5 � 5
c: ,9-�.�/ ( )�* �º,9-7.�/10<2'485 � 5 µ

m :
(¬;
=
>

» ···¼···½
Herewe have threelocations,k, @ andm, thefirst two of which aretyped,andthe
lastuntyped.Of thegood(typed)sites,we know thatk hasan integerchannela,
and @ hastwo channels:c, which communicatesdependenttupleswith thesecond
elementbeingan integer channel;andb, which communicatesdependenttuples
with thesecondelementbeingbooleanchannels.

Considera systemwith two agentsat @ , waiting to receive dataon channelsc
andb, respectively. Thefirst agentwill expect,asthesecondelementof thetupleit
receives,thenameof anintegerchannel,whereasthesecondwill expectthename
of abooleanchannel.In additionsupposethatthereareagentsatk andmpoisedto
senddatato @ onchannelsc andb, respectively. Suchasystemis thefollowing:

N C @FU c?/ w � y� 5 M ) 4 ) w E y! / 058VL�@FU b?/ z� x� 5 M ) 4 ) zE x! /�4858VL k U M ) 4 ) @�E c! / k � a� 51VL mU M ) 4 ) @�E b! / k � a� 51V
Heretheagentsat @ andk areall quite reasonable;they couldbe typedusingthe
standardtypesystemof Table3. Thefinal agent,at m, however, flagrantlyviolates
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the typesof channelsa andb; this agentintendsto sendan integer channel(a)
whereabooleanchannelis expected(onb).

Onecaneasilyseethat, usingthe standardtyping system(without
(<;
=?>

), for
no ∆ do we have ∆ � N. This is becausechannela at k maybeboundto eithery
or x, andtheseidentifiersaresubjectto conflicting uses.Thereis no assignment
of standardtypesto a, b andc that satisfiesall of the constraintsgiven in N. On
theotherhand,usingthepartial typing system,we have Γ � N. This well typing,
however, is notpreservedby reduction.

First considerthe agentscommunicatingon c. Using standardreduction,as
definedin Table2, theseagentsreduceasfollows.@FU c?/ w � y� 5 M ) 4 ) w E y! / 05IV�L k U M ) 4 ) @�E c! / k � a� 51V (1)o
p @FU c?/ w � y� 5 M ) 4 ) w E y! / 05IV�L�@]U c! / k � a� 51V (2)o
p @FU M ) 4 ) k E a! / 05IV (3)o
p k U a! / 05IV (4)

The first reduction (1-2) follows from
D , - m )�Q - G , (2-3) from

D , - *7) m�m G andD . - M = , ;
= M - G , and (3-4) from
D , - m )�Q - G again. All of thesereductionspreserve

well-typing underΓ.
Now considertheagentscommunicatingon b.@FU b?/ z� x� 5 M ) 4 ) zE x! /�4858VtL mU M ) 4 ) @�E b! / k � a� 5IV (5)o
p @FU b?/ z� x� 5 M ) 4 ) zE x! /�4858VtL^@FU b! / k � a� 5¾V (6)o
p @FU M ) 4 ) k E a! /$4858V (7)o
p k U a! /$4858V (8)

The reductionsarederived just asbefore,but (6), (7) and(8) arenot well-typed
underΓ. This factis obviouswhenconsidering(8) whereanagentat k attemptsto
sendabooleanonanintegerchannel.Alreadyin (6), however, typingunderΓ fails.
In orderto infer Γ ��@FU b! / k � a� 5IV we mustestablishthat for someT, Γ �À¿ b: ,9-7.'/ T 5
andΓ � ¿ k � a� :T. Giventhetypeof b at @ , wewouldhave to takeT C ( )�* �º,9-�.�/ ;�)�)^( 5 � ,
but Γ ÁÂ¿ k � a� : ( )�* �º,9-7.�/ ;�)K)K( 5 � , sincea is anintegerchannelat k.

Thesemanticspresentedin thefollowing sectionwill prevent thereductionof
(5) to (6) by dynamicallytyping certainagentswhenthey move from onelocation
to another. To accomplishthis,we augmentthestandardreductionsemanticswith
type informationdetailingthe resourcesavailableat eachsite. Significantly, this
typeinformationis held locally ateachsite,andthussiteswill havedifferentviews
of the network. Crucial to this semanticsis the ability of a locationto determine
the authority of an incomingthread,i.e. the location from which the threadwas
sent. This semanticsis improved in Section5 by addingtrustedlocationsto the
typesystem.In eachof thesesections,themainresultsareSubjectReduction(for
thepartialtyping relation)andTypeSafety.
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It is worth contrastingthis approachwith the“purely local” approachadopted
for “anonymousnetworks” in [13] (andoutlinedin AppendixB). In anonymous
networks, theauthorityof incomingthreadsis not known. Thesemanticsof [13]
usesa weaker typing systemrequiringconsistency only of local resourcetypes.
Thus, in that work, (6) is taken to be well-typed,with subjectreductionfailing
only in themove from (7) to (8). Thechief advantageof thecurrentwork is thatit
permitstheuseof trust, whichappearsto beincompatiblewith termssuchas(6).

4 Filters and Authorities
In this section we proposea semanticswhich recovers subject reduction for
partially-typednetworks. The solution assumesthat the origin, or authority, of
incomingagentscanbereliably determined.

4.1 Syntax and Semantics

To accomplishdynamictypechecking,it is necessaryto addtype informationto
running networks. We do this by addinga filter k / / ∆ 5 5 for eachlocation k in a
network. The filter includesa type environment∆ which givesk’s view of the
resourcesin thenetwork. Supposethatin anetwork N, locationk knowsthatthere
is resourcenameda of typeA at location @ . This intuition is capturedby requiring
thatN haveasubtermk / / ∆ 5 5 suchthat∆

D @ G �F� ( )K*?+
a:A : .

Formally, we extend the syntaxof networks in Table 1 to include filters, as
follows:

N :: CÃE�E�E k / / ∆ 5 5
We saythat a term k / / ∆ 5 5 is a filter for k. The typing andreductionrelationsfor
networkswith filtersaregivenin Table5.

Static Typing. Thestatictyping relationextendsthatof Tables 3 and4 with the
two rules,given in Table5. The rule

D 2?-�4 - Ä ( 41-
,�¯ G requiresthata filter for a good
locationk musthavefull knowledgeof theresourcesatk

D
Γ

D
k G C ∆

D
k G�G andaview

of therestof theworld thatis consistentwith reality
D
Γ �F� ∆ G . Therule

D 2?-74 - Ä ( 41-�, ° G
indicatesthatfilters for badlocationsmaybearbitrary.

Thesetyping rulesguaranteethat whenever a filter exists, it musthave a rea-
sonableview of theworld, but the rulesdo not constrainthenumberof filters for
a given location. We could extend the type systemto guaranteethat eachloca-
tion have a uniquefilter, but we preferto imposethis constraintoutsidethetyping
relation.

DEFINITION 4.1. We saythata network N is well formedif for every k e fn
D
N G

thereis exactly onesubtermof N which is a filter for k, and for every subtermD
νm@ :L G M of N thereis exactlyonesubtermof M which is afilter for @ . �

For therestof thepaper, weconsideronly well-formednetworks.
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Table 5 Typingandreductionusingfilters

Statictyping: all rulesfrom Table4D 2?-74 - Ä ( 41-�,�¯ G Γ �F� ∆
Γ

D
k G C ∆

D
k G

Γ � k / / ∆ 5 5 D 2?-74 - Ä ( 41-�, ° G Γ
D
k G C (<;
=?>

Γ � k / / ∆ 5 5
Reductionprecongruence:

D , - . JF( 0 4 G , D , - -�v^f G and
D , - -�vFi G rulesfor d from Table2D ,RÅ - m )�Q - G k U M ) 4 ) @�E PV L�@F/ / ∆ 5 5n o'p @FU PV L�@F/ / ∆ 5 5 if k CÆ@ or ∆ Ç kY PD ,RÅ - 2?-�rÈ, G k U D νa:A G PV�L k / / ∆ 5 5n o?p D

νka:A G�Z k U PV�L k / / ∆ � +
ka:A :�5 5�\ if a be fn

D
∆ GD , Å - 2?-�r ( G k U D ν @ :L G PV¨L k / / ∆ 5 5n o?p D

νk @ :L G Z k U PV L k / / ∆ � + @ :L :�5 5[L�@F/ / + @ :L :
5 5 \ if @ be fn
D
∆ G W +

k :D , Å - *�) msm G k U a! / v5 PV�L k U a?
D
X:T G QV L k / / ∆ 5 5n o?p k U PV�L k U Q + L vb X L:'V L k / / ∆ � +

kv:T :�5 5
Dynamictyping: all rulesfrom Table4, with ‘ Ç k

w’ replacing‘ � w’D Q
=]( Å - .8- ( O�f G (<;
=?> �F� K

∆ Ç k
w k:K

D Q
=F( Å - .I- ( O$i G
∆ Ç k

k a:A

D 4�PF,9- =
> Å - ,9-�4�AF,B2 G
∆ Ç k

w
M ) 4 ) k E P

Reduction. As networksevolve, a site’s filter shouldbeaugmentedto reflectits
increasingknowledgeof thenetwork. At thevery leastthisshouldincludeupdates
with informationaboutnew local resources.The rule

D ,RÅ - 2?-�rÉ, G saysthat whena
new resourcea is createdatk, thetypeof thatresourceis recordedin thefilter for k.
This ensuresthatk continuesto have full knowledgeof local resources.Similarly
whena new location @ is createdby k, a new filter shouldbecreatedfor @ andthe
filter for k updatedto establishaview of @ . This is achievedby therule

D ,%Å - 2?-�r ( G .
In addition,filters maytake othermeasuresto increasetheir knowledgeof the

network. Here we modify the communicationrule as follows: whena value is
received at a site, the site’s filter is augmentedto include any new information
that can be gleanedfrom the communicatedvalue. This is reflectedin the ruleD , Å - *�) m�m G .

The purposeof filters is to checkthat incomingagentsarewell-typed. Thus,
themainchangeto thesemanticsis replacethereductionrule

D , - m )�Q - G with:@F/ / ∆ 5 5¡L k U M ) 4 ) @�E PV n o'p @F/ / ∆ 5 5�LK@]U PV if k C®@ or ∆ Ç kY P
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Here ∆ Ç kY P is a dynamictyping relation, which intuitively saysthat P is well-
formedto move to location @ , if actingunderauthority of k. Agentsoriginating
locally areassumedto be well-typedandthereforeneednot be checked dynami-
cally.

Dynamic Typing. Oneapproachto dynamictypingwouldbeto takethedynamic
typing relationto bethesameasthestatictyping relation:

D Ç k
w G C D � w G . In effect,

thiswouldlimit incomingagentsto includeonly namesof resourcesthatareknown
in advance.While this is certainlysound,it is muchtoo restrictive; for example,
new resourcescouldonly be usedby agentsthatoriginatedlocally. Considerthe
system:

k U D νaG M ) 4 ) @�E b! / k � a� 51VtL^@FU b?
D
z� x�ÂG PVtL�@]/ / ∆ 5 5 (*)

Herek createsa new resourceandwishesto communicateit to @ . However withD Ç k
w G C D � w G the move from k to @ is refused—

D , Å - m )�Q - G cannotbe applied—
sincethefilter ∆ at @ canhavenoknowledgeof thenew resourcea.

At the oppositeextreme,we might allow threadsto includeany referenceto
non-localresources.However, this approachis clearlyunsoundfrom thecounter-
examplegivenin thelastsection.Thedifficulty is thatthreadsfrom badlocations
may provide incorrectinformationaboutgoodlocations,breakingsubjectreduc-
tion.

To straddlethegapbetweensound-but-uselessandunsound-but-expressive,we
introducethe notion of authority. We saythat an agentleaving a locationk acts
undertheauthorityof k. Whenanagentwith authorityk entersanotherlocation,
wesaythatk is theauthorityof theagent.

While it is notsafeto allow incomingagentsto referto anynon-localresources,
it is safeto allow themto refer to resourceslocatedat their authority, i.e. at their
“home” location.Intuitively thisis truebecause,underthisdiscipline,“bad” agents
canonly to “lie” aboutresourceslocatedat their authority, which musthave been
abadlocationto begin with. Liesaboutbadlocationsdon’t hurtwell-typing,since
badlocationsareuntyped.

Formally, the rules for runtime typing extendthoseof the static type system
given in Tables 3 and4 with two additionalrulesfor valuesandonefor threads.
Theserules allow referencesto an incoming agent’s authority to go unchecked.
Therule

D Q
=F( Å - .8- ( O�f G allowsanincomingagentto referto its authorityk, regardless
of whetherthe filter environment∆ containsany informationaboutk. (Note that
thecondition

(¬;
=
> ��� K is vacuouslysatisfied;we includeit hereonly for reference
in the next section.) The rule

D Q
=F( Å - .I- ( O$i G allows an incoming agentto refer to
resourcesat its authority. As anexample,let ∆ Y C + @ : ( )�*
+

a: ,9-7.�/ K � B � 5�:F: . Although
we cannotinfer that ∆ Y � ¿ a! / k � b� 5 usingthe static typing system,we candeduce
∆ Y Ç kY a! / k � b� 5 usingthe dynamictyping relation. Thusthe following reductionis
allowedby thesemantics:

k U M ) 4 ) @�E a! / k 6 b51VtL^@]/ / ∆ Y 5 5Xo
pq@FU a! / k 6 b5IVtLK@F/ / ∆ Y 5 5



TrustandPartialTyping in OpenSystemsof Mobile Agents 19

The rule
D 4�PF,�- =?> Å - ,�-74�AF, 2 G allows a threadto return to its homelocationwithout

subjectingthe returningthreadto further typechecking. This rule allows some
additionalexpressivenessandreducestheburdensof typecheckingsomewhat.

Note that while the static typing systeminterpretsthe rules of Tables 3 and
4 with respectto anomniscientauthority(Γ), thedynamictypesysteminterprets
theseruleswith respectto the knowledgecontainedin a filter (∆, whereΓ �F� ∆).
Whereasuntypabilitywith respectto Γ indicatesthata network is malformed,un-
typability with respectto ∆ maysimply indicatethat∆ hasinsufficient information
to determinewhetheranagentis maliciousor not.

Thefactthatresourcenamesarenotassigneduniquelocationsis crucialto the
successof our strategy for dynamictypechecking.It would bedifficult to seehow
to formulateour approachwhile maintainingtheassumptionthateachnamehada
uniquelocation(as,for example,in [4]). For example,supposethattheresourcea
was“uniquely located”at k. ThentheagentmU M ) 4 ) @�E b! / m� a� 5IV at thebadsite m
could “hijack” a using

D 4�PF,9- =
> - .I- ( O$i G , convincing @ thata wasuniquelylocatedat
m, ratherthansomegoodlocationk. In particularentryto @ by anagentfrom k may
subsequentlybeblockedbecause@ mistakenly believesthattheuniquelocationof
a is at m.

4.2 Examples

EXAMPLE 4.2. First we show how filters are updatedvia communicationwith
importedagents.Considerthenetwork (* ) discussedabove, wherethe locationk
wishesto transmitto @ thenameof a new resourcea. If ∆ C + @ : ( )K*?+

b: ,�-�.�/ K � A � 5�:F:
thenwehave thefollowing reductions:

k U D νaG M ) 4 ) @�E b! / k � a� 5¾VtL^@]U b?
D
z� x� :K � A �ÂG PVtL^@]/ / ∆ 5 5lo?pËÊ D

νkaG[Z @FU Pw VtL^@F/ / ∆ w 5 5�\
wherePw C P

+ L k � ab z� x L: and∆ w C ∆ � +
k:

( )K*
+
a: ,�-�.�/ A 5�:F: . After the communication,

thefilter for @ containsinformationaboutthetypeof resourcea at k. �
EXAMPLE 4.3. Let us now revisit network (5) discussedin Section3.2, which
shows that partial typing is not preserved by the standardreductionrelation. To
usethenew semantics,we mustadda filter for eachlocation.Herewe show only
thefilter for @ , @]/ / ∆ 5 5 , where∆ satisfiestheconstraintsof

D 2?-�4 - Ä ( 41-�,%¯ G . Thus,let us
considerthenetwork

Γ � mU M ) 4 ) @�E b! / k � a� 51V�LK@]/ / ∆ 5 5
whereΓ is asgiven in Section3.2. Note that the agentat m attemptsto misin-
form andagentat @ aboutthetypeof theresourcea at k. In therevisedreduction
semanticsthemove from m to @ is allowedonly if ∆ Ç mY b! / k � a� 5 , that is if we can
dynamicallytypecheckb! / k � a� 5 usingthefilter ∆ undertheauthoritym. But this is
impossible,sinceΓ �j@]/ / ∆ 5 5 . Toseethis,first notethat @ hasfull self-knowledge,i.e.
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∆
D @ G C Γ

D @ G , andtherefore∆
D @ G musthave the entry b: ,9-7.'/ ( )K* �ª,�-�.�/ ;�)�)^( 5 � 5 ; there-

fore to type the term we mustbe ableto deduce∆ Ç m
k a: ,9-�.�/ ;�)K)^( 5 . Next notethat

∆ mustbeconsistentwith reality, namelyΓ. This meansthat if ∆ hasknowledge
of theresourcea at k thenit mustbeat theconflictingtype ,9-7.'/10<2'485 ; thereforethe
rulesof Table3 cannotbeusedto infer ∆ Ç m

k a: ,�-�.'/ ;�)�)^( 5 . Finally, sincek is not the
authorityof thethread,neithercantheadditionalrulesof Table5 beusedto justify
theclaim that∆ Ç m

k a: ,�-�.�/ ;�)�)^( 5 . It follows thattheinference∆ Ç mY b! / k � a� 5 is impos-
sible. �
EXAMPLE 4.4. Let us now modify the previous exampleso that m attemptsto
relateinformationaboutits own resources,ratherthanthoseof k. In suchcases,
movementalwayssucceeds,whetheror not thesourcesiteis bad.For example,we
have thereduction:

mU M ) 4 ) @�E b! / m� a� 5¾V�LK@]/ / ∆ 5 5Ìo
p @FU b! / m� a� 5¾V�L�@]/ / ∆ 5 5
This follows since∆ Ç mY m� a� : ( )�* �º,9-7.�/ ;�)K)K( 5 � canbe inferredusing

D Q
=F( Å - .I- ( O�f G andD Q
=]( Å - .8- ( O$i G , regardlessof thetypeassignedto m in ∆. �
EXAMPLE 4.5. A untypedsite will also succeedin sendingan agentif the re-
ceptionsite alreadyknows the informationbeingreceived. For examplesuppose
the view of @ is increasedso that it now containsthe resourcea at k, that is
∆

D
k G C ( )K*
+

a: ,�-�.�/1032'485�: . Thenwehave thereduction

mU M ) 4 ) @�E c! / k � a� 51VtL^@F/ / ∆ 5 5lo
pÍ@]U c! / k � a� 5IVtL�@]/ / ∆ 5 5
becauseof the inference∆ Ç mY c! / k � a� 5 . Of coursetheauthorityof m playsno role
in this judgment. �
EXAMPLE 4.6. Theinformationin filtersdeterminewhichmigrationsareallowed
and reductionsin turn may increasethe information in filters. This meansthat
certainmigrationscanremainblockeduntil theappropriatefilter hasbeenupdated.

Considerthefollowing network, againtypedusingtheenvironmentΓ givenin
Section3.2, where∆ is therestrictionof Γ onto @ , i.e. ∆ C + @ :Γ D @ G : :

mU M ) 4 ) @�E c! / k � a� 5¾VtL k U M ) 4 ) @�E c! / k � a� 51V�LK@FU N c?
D
z� x�ÂG PV�L�@]/ / ∆ 5 5

Here the migration from m to @ is not immediatelypossible,since∆ a Ç mY c! / k � a� 5 .
However the migrationfrom k is allowed since∆ Ç kY c! / k � a� 5 , andthe network re-
duces,aftercommunicationon c, to:

mU M ) 4 ) @�E c! / k � a� 51V�L�@]U Pw V�LK@FU N c?
D
z� x�ÂG PVtLK@F/ / ∆ w 5 5
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wherePwKC P
+ L k � ab z� x L: and∆ wKC ∆ � +

k:
( )�*?+

a: ,9-7.�/¾032'485�:F: is obtainedfrom ∆ by up-
datingtheentryfor k. Themigrationfrom m to @ cannow take place,allowing the
network to reduce,aftera furthercommunication,to:@FU Pw VtL^@FU Pw V�LK@]U N c?

D
z� x�$G PVtL^@F/ / ∆ w 5 5

since∆ w Ç mY c! / k � a� 5KE In the absenceof other agents,the migrationscan only be
executedin oneorder(k first). �
EXAMPLE 4.7. As a filter is updated,contradictoryevidencemay be obtained
aboutasite,in whichcasethesitemustbeuntypedandcansafelybedeemedto be
bad.As anexamplelet Γ andthefilter ∆ C + @ :Γ D @ G : beasbefore,andconsiderthe
network:

mU M ) 4 ) @�E b! / m� d� 5 c! / m� d� 51VtL^@FU b?
D
z� x�ÂG c?

D
w � y�$G PVtLK@F/ / ∆ 5 5

After themigrationfrom m to @ andonecommunicationthis reducesto@]U c! / m� d� 51V�L�@]U c?
D
w � y�ÂG Pw VtL^@]/ / ∆ w 5 5

where∆ w^C ∆ � +
m:

( )�*
+
d: ,9-7.�/ ;�)�)^( 5�:F: . After the secondcommunication,the net-

work reducesto @FU PwÎw V�LK@]/ / ∆ w w 5 5
where∆ wÎw C ∆ w � +

m:
( )K*?+

d: ,9-7.�/10<2'485�:F:�C ∆ � +
m:

(<;
=?> : . �
4.3 Subject Reduction and Type Safety
As we have seenin Section3.2 partial typing is not preserved by the standard
reductionrelation. However this propertyis regainedby therevisedreductionre-
lation of Table5. First we notethatwell-formedness(Definition 4.1) is preserved
by reduction.

PROPOSITION 4.8. If P is well-formedandP o
p Pw thenPw is well-formed.

Proof. By compositionof resultsfor d and n o?p , whichfollow by astraightforward
inductionon judgments. �
THEOREM 4.9 (SUBJECT REDUCTION). If Γ � N andN o
p N w thenΓ � N w
Proof. SeeAppendixA. �

A typing systemis only of interestto the extent that it guaranteesfreedom
from runtimeerrors.Herewe describetheruntimeerrorscapturedby our system,
which canbeinformally describedasmisuseof resourcesat goodsites. Oftenthe
formulationof runtimeerrorsis quitecumbersomeasit involvestheinventionof a
taggedversionof thelanguage,see[12, 21]. However in this casethepresenceof
filters makesit straightforward.
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Table 6 RuntimeError@]U a?
D
X:T G PVtLK@F/ / ∆ 5 5 err Yo]o�p if ∆

D @ G a�F� ( )K*
+
a: ,9-7.�/ T 5�:@]U a! / v5 PVtLK@F/ / ∆ 5 5 err Yo]o�p if ∆

D @ G a�F� ( )K*
+
a: ,9-7.�/ T 5�:]6 all T@]U a! / v5 PVtLK@F/ / ∆ 5 5 err Yo]o�p if ∆

D @ G �F� ( )K*
+
a: ,9-7.�/ T 5�: and∆ � + Y v:T : undef@]UI0 O u C v 4�P?-�2 P - ( .8- QV err Yo]o�p if

+ Y u:T : undef or
+ Y v:T : undef, all T

N err Yo]o�pD
νke:T G N err Y�Ï Ð kÑ e ÐÒo¾oÓoÔoÓo�p N err Yo]o�p

N L M err Yo�o�p N d M M err Yo�o�p
N err Yo]o�p

In Table6 wedefine,for eachlocation @ aunarypredicate err Yo]o�p overnetworks.
ThejudgmentN err Yo�o�p shouldberead:“in thenetwork N thereis a runtimeerrorat
location @ ”. Therearebasicallytwo kindsof errorswhich canoccur. The first is
anattempteduseof a resourceat a location @ whenthatresourceis notavailableat
that location. Filtershave full local knowledgeandthereforethis error canoccur
if anagentattemptsto usea resourceat @ which doesnot appearin thefilter at @ .
This is formalizedin thefirst two casesof thedefinitionin Table6.

The secondkind of error occurswhenthereis a local inconsistency between
valuesbeingmanipulatedby anagent.Thesemayoccurin eitherof two ways.The
first, accountedfor in the third clausein Table6, is whena valueis aboutto be
transmittedlocally which is inconsistentwith thecurrentcontentsof thefilter. The
second,accountedfor in thefourthclause,is whenthevaluesin amatchcannotbe
assignedthesametype.

Finally, notethatin thecasethata locationnamem is restricted,errorsatmare
attributedto thesitewhichcreatedm (givenask in Table6). This factexplainsthe
needfor thesideconditionT aC (¬;
=
>

on therules
D 4�PF,9- =
> - 2?-�rz¯ G and

D 2?-�4 - 2?-�rz¯ G in
Table4.

THEOREM 4.10 (TYPE SAFETY). If Γ � N andΓ
D @ G aC (<;
=?>

thenN err Yo¨Õo�p
Proof. SeeAppendixA. �
5 Trust
In thesemanticsof thelastsectionall agentsmoving to anew sitearedynamically
typecheckedbeforegainingentrance.In this sectionwe consideranoptimization
whichallowsfor freerandmoreefficientmovementacrossthenetwork. Theideais
to addtrust betweenlocations;a trustedsiteis guaranteednever to misbehaveand
thereforeagentsmoving from a trustedsiteneednotbedynamicallytypechecked.

Formally we introduce a new type constructorfor trusted location types,( 4�,BA?.14 + _u: _A : . Theextendedsyntaxof typesis obtainedby replacingtheclausefor
locationtypeswith:

K :: C (¬;
=
> ( )K*
+ _a: _A 6R_x: _B : ( 4�, A?.I4 + _a: _A 6ª_x: _B :
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Notethat(aswith theadditionof
(¬;
=
>

) this extensionincreasesthesetof possible
resourcetypes. For examplethe type ,9-7.'/ ( 4�,BA?.14 + a: ,9-7.�/10<2'485�:�5 is the type of a re-
sourcefor communicatingtrustedlocationswhich haveanintegerresourcenamed
a. Thuswe mayhave trustedlocationswith certainresourcesfor handlingtrusted
dataandothersfor handlinguntrusteddata. In a similar vein we may have un-
trustedlocationscontainingresourcesthatcommunicatetrusteddata.As we shall
see,theseresourcesat untrustedlocationscannotbe usedto increasethe level of
trustin anetwork.

The extensionof the subtypingrelation to thesenew typesis basedon two
ideas:� Every trustedlocationis alsoa location.� Every trustedlocationguaranteesgoodbehavior; therefore,a “bad” or un-

typedlocationcannever betrustedby a goodsite. This meansthatthetype(<;
=?>
is no longertheminimal locationtypein thesubtypingpreorder.

Thesubtypingrelationis thereforebuilt upusingtheordering:

(¬;
=
> ( 4�,BA?.14 + _u: _A 6 v:B :
( )K*
+ _u: _A 6 v:B : ( 4�,BA?.14 + _u: _A :

( )K*
+ _u: _A :
ÖÎ×ØØØØØØ Ù ÚÛ Û Û Û Û Û ÖÎ×ØØØØØØ

ÖÎ×ØØØØØØ Ù ÚÛ Û Û Û Û Û
Theformal definitionis givenin AppendixA.

PROPOSITION 5.1. Thesetof types,extendedwith
(<;
=?>

and
( 4�, A?.I4 , underthesub-

typingpreorder, hasa partial meetoperator.

Proof. SeeAppendixA. �
With theadditionof

( 4�,BA?.14 , thefilters in a network maycontainmoredetailed
informationaboutremotesites.Consideranetwork N whichcontainsafilter @F/ / ∆ 5 5 .
As before,if k is notmentionedin ∆, this meansthat @ hasnoknowledgeof k. But
now therearenow threepossibilitieswith respectto aremotelocationk mentioned
in @F/ / ∆ 5 5 :� ∆

D
k G ��� (¬;
=
>

, which meansthat @ hasaccumulatedsufficient contradictory
informationaboutk to concludethatk is untyped.� ∆

D
k G �F� ( 4�,BA?.14 , which meansthat @ trustsk. Note that this notion of trust is

asymmetric;@ maytrustk without k trusting @ . Also notethat in well-typed
systems,the rule

D 2?-74 - Ä ( 41-�, G in Table5 ensuresthat k, trustedby @ , cannot
be an untypedlocation unless @ itself is untyped; this is enforcedby the
requirementthatΓ

D
k G �F� ∆

D
k G , since

(¬;
=
> a�F� ( 4�,BA?.14 .



TrustandPartialTyping in OpenSystemsof Mobile Agents 24� ∆
D
k G ��� ( )K*

, whichmeansthat @ knowsof k, but cannotdeterminewhetheror
notk is well-typed.

As wehaveseenin theprevioussection,theinformationin afilter mayincrease
as the network evolves, i.e. @F/ / ∆ 5 5 may evolve to @F/ / ∆ w 5 5 , where∆ w ��� ∆. But the
subtypingrelationbetweentypesensuresthatoncea locationk is deemed“bad” in@]/ / ∆ 5 5 it will remainsoforever, andsimilarly with sitesthataredeemed“trusted”.
It is only thethird category which maychange.In Example4.7we have seenthat
new informationmayresultin ∆

D
k G changingfrom

( )�*
to

(¬;
=
>
. We shallsoonsee

thatnew informationcanalso“improve” thestatusof k from
( )�*

to
( 4�,BA?.14 .

With theadditionof trust,we canrevisethereductionrelationof theprevious
sectionto eliminatedynamictypecheckingof agentsarriving from trustedsites.
We adoptthesemanticsof Table5, replacing

D , Å - m )�Q - G with:D ,%Ü - m )�Q - G k U M ) 4 ) @�E PVÌL^@F/ / ∆ 5 5�n o'pÝ@FU PVÌLK@]/ / ∆ 5 5 if ∆
D @ G �F� ( 4�,BA?.14 or ∆ Ç kY P

Notethatthepresenceof
( 4�,BA?.14 changestheimportanceof thecondition

(¬;
=
> � � K
in thedynamictyping rule

D Q
=F( Å - .I- ( O�f G . Whereasthis conditionwastautologicalin
Section4, hereit is not. Thesideconditionprecludestheuseof

D Q
=F( Å - .8- ( O�f G to infer
∆ Ç kY k:

( 4�,BA?.14 . This is important,asit preventsbadsitesfrom becomingtrusted.

EXAMPLE 5.2. Let ∆ C + @ : ( )K*?+
d: ,9-�.7/ ( 4�,BA?.14�5�:]6 k:

( 4�,BA?.14�: andconsiderthenetwork:@]/ / ∆ 5 5�L^@FU d?
D
zG PVtL k U M ) 4 ) @�E d! / m5IVtL mU M ) 4 ) @�E d! / n5IV

Herethelocationsm andn areunknown to @ , i.e. ∆
D
mG and∆

D
nG areundefined.In

addition,d is a resourceat @ for communicatingtrustedlocations.Themigration
from m to @ is not immediatelyallowedsince∆ Ç mY d! / n5 cannotbeinferred;mdoes
not havesufficientauthorityto convince @ thatlocationn is to betrusted.

The move from k to @ , however, is allowed, without dynamictypechecking,
since@ trustsk. After themovementandcommunicationond, theresultingnetwork
is @F/ / ∆ w 5 5 L�@]U P + L mb z L:'VtL mU M ) 4 ) @�E d! / n58V
where∆ w C ∆ � +

m:
( 4�,BA?.14�: . Thus,after communicationwith the agentfrom k, @

trustsm. At this stagethemigrationfrom m to @ is allowed,freeof typechecking,
andmcaninform @ of anothertrustedsite,n. In thiswaythewebof trustcontaining@ growsdynamicallyasthenetwork evolves.

Noteit is crucialthat @ trustk initially; if thiswerenot thecasethentheoriginal
migrationfrom k to @ wouldhavebeenpreventedby dynamictypechecking.There
is no way for a site to “prove its trustworthiness”;thewebof trustcanonly grow
by communicationbetweentrustedsites. �
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EXAMPLE 5.3. Considerthenetwork

mU M ) 4 ) @ 0 E M ) 4 ) @ 1 E M ) 4 ) @ 2 E PVtLK@ i / / ∆i 5 5
wherethereis a webof trustamong@ i ; that is ∆i

D @ j G �F� ( 4�,BA?.14 for all i, j. Suppose
furtherthat∆0

D
mG is undefined,in particularthat @ 0 doesnot trustm.

Themigrationfrom m to @ 0 is allowedonly if the following judgmentcanbe
verified:

∆ Ç mY 0

M ) 4 ) @ 1 E M ) 4 ) @ 1 E M ) 4 ) @ 2 E P
Note that this checksnot only thepotentialbehavior of the incomingagentat the
initial site @ 0 but alsoat theothersites@ 1, @ 2. Soanagentis allowedinto thewebof
trustbetween@ 0, @ 1 and @ 2 only if canbeassurednot to harmany resourcesat any
of the locationsin the web. Moreover this checkis madeagainstthe knowledge
at the incomingsite @ 0. Even if P intendsto respectall the resourcesat @ 2, if it
mentionsa resourceat @ 2 of which ∆0 is unaware,entrywill bebarred.

If thetypecheckagainst∆0 succeedsthenweobtainthenetwork@ 0 U M ) 4 ) @ 1 E M ) 4 ) @ 2 E PVÌLK@ i / / ∆i 5 5
wheretheagentfrom mhasgainedentryto thewebof trust.Thesubsequentmove-
ments,from @ 0 to @ 1 andfrom @ 1 to @ 2, areallowedfreelybecauseof therelationship
of trustbetweenthesesites. If P movesoutsidethewebof trust,however, sayto
m, andthenwishesto returnto some@ i, thenit will be typechecked againbefore
reentry. In Section6.1, wegiveanexamplewhichshowsthatsuchtypecheckingis
necessaryfor agentswhichwish to reentera webof trust. �
EXAMPLE 5.4. As afinal example,supposethatthesetof locationsis staticandall
sitesaremutuallytrusted.In this casewe recover thestandardsemantics(modulo
thepresenceof filters),asgivenin Section2. �

The static typing relation remainsunchangedfrom the previous section,al-
thoughthereis a certainredundancy of typesin thestaticenvironmentsΓ. Since
it is reasonableto supposethatsitestrust themselves,we might wish to limit Γ to
includeonly trustedandbadlocations;however, noneof our resultsrequirethis.

Themainresultsof theprevioussectionextendto thenew setting.

THEOREM 5.5 (SUBJECT REDUCTION). If Γ � N andN o
p N w thenΓ � N w
Proof. SeeAppendixA. �
THEOREM 5.6 (TYPE SAFETY). If Γ � N andΓ

D @ G aC (¬;
=
>
thenN err Yo�Õo�p

Proof. SeeAppendixA. �
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6 Discussion
In this sectionwe discusssomeissueswhich arisein our formalizationof these-
manticsof opensystemsandpoint to somevariationsandextensions.

6.1 Authority

Notethatasanagentmovesaboutthenetwork, it is alwaysreceivedat a sitewith
theauthorityof thelastlocationvisited.ThuswhenmU M ) 4 ) k E M ) 4 ) @�E PV arrivesat @ ,
thethreadP is typecheckedunderauthorityk, ratherthanm. An alternativewould
beto allow agentsto maintaintheirauthorityasthey moveaboutthenetwork. This
alternative approach,however, is not compatiblewith our typing system.To see
this, let us temporarilychangethe syntaxof agentsfrom @FU PV to kY U PV , meaning
that the threadP is running at @ underthe authority of k. Using this extended
syntax,our moverule, from Table5 canbeexpressed:

k
m U M ) 4 ) @�E PVÌL�@]/ / ∆ 5 5¢n o?p mY U PVtL�@]/ / ∆ 5 5 if ∆

D
mG � � ( 4�, A?.I4 or ∆ Ç mY P

Thealternativesemanticswouldbe:

k
m U M ) 4 ) @�E PVÌL^@F/ / ∆ 5 5�n o?p kY U PVtLK@F/ / ∆ 5 5 if ∆

D
k G � � ( 4�,BA?.14 or ∆ Ç kY P

Considerthe following network, whereT C ( )�* �ª,�-�.�/ ;�)�)^( 5 � , typedusingthe envi-
ronmentΓ givenin Section3.2(filtersnot shown):

k
k U M ) 4 ) mE d?

D
z� x� :T G M ) 4 ) @�E b! / z� x� 5IV L m

m U d! / k � a� 51Vn o?p k
m U d?

D
z� x� :T G M ) 4 ) @�E b! / z� x� 58V L m

m U d! / k � a� 51Vn o?p k
m U M ) 4 ) @�E b! / k � a� 5IVn o?p kY U b! / k � a� 5IV

All of thesereductionsare allowed by the alternative semantics,however, Γ Á
kY U b! / k � a� 5¾V . Since @ checksthe incoming agentb! / k � a� 5 underauthority of k, it
believesits assertionthata is a Booleanchannelat k, whereasa is in factaninte-
gerchannel.This exampleformalizesthe intuition thatagentscanbepollutedby
visiting badsites.

6.2 Filter Update

Thereductionsemanticsin Table5 includescertainmechanismsfor updatingfil-
ters.Therules

D ,%Å - 2?-�rÈ, G and
D ,RÅ - 2?-�r ( G arenecessaryto ensurethatrestrictednames

arehandledproperly, in particularto ensurethatwell-formednessandwell-typing
arepreserved by reduction. The rule

D ,RÅ - *7) msm G , however, is just oneof a num-
berof possiblewaysin whichfilterscanactively updatetheirknowledgeof remote
sites.While

D ,%Å - *�) m�m G is simpleandexpressive,it maybeexpensiveto implement.
A morerestrictedapproachwould be to assigna specialchannel,say A J�>]= 41- , for
which

D , Å - *7) msm G applied,whereasall otherchannelswouldusethelessexpensive
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rule
D , - *�) msm G , from thestandardsemantics.Anotherpossibilitywould be to add

analysisto thefilter operation.Thenthemoverule wouldbecome:

k U M ) 4 ) @�E PVÌLK@F/ / ∆ 5 5�n o?pÍ@FU PVtL�@]/ / ∆ � ∆ w 5 5 if ∆ Ç kY P:∆ w
Theideais thatwhile checkinganincomingterm,thefilter couldalsonoteany new
namesthatarereceivedwith authority. Anotherpossibilityis to abandonnon-local
filter updatesaltogether;in this case,to allow a reasonableamountof expressive-
nesswhile preservingtypesafety, onewould have to addfurtherconstructsto the
language,asoutlinedat theendof thenext subsection.

6.3 Progress

While subjectreductionis important, it is purely a safetyproperty; it doesnot
imply thatany reductionsareever performed.Thesemanticsof Section5 enjoys
the propertythat whenever an agentattemptsto move from a site k to a location
that trustsk, themovementis alwayssuccessful.This livenesspropertyrelieson
thefactthatthetargettrustsk, however. It worksbecauseagentsfrom trustedsites
comein with “universalauthority”, i.e. theauthorityto saywhatever they like.

A strongerproperty, which we call progress, is that whenever a well-typed
agentattemptsto move betweentwo goodlocations,themovementis successful.
Supposeweaddthefollowing clauseto thedefinitionof runtimeerrorin Table6:

k U M ) 4 ) @�E PVÌL^@F/ / ∆ 5 5 err Ï k � Y Òo oÓoÔoÓoÂp if k U M ) 4 ) @�E PVÌL�@]/ / ∆ 5 5lo^ÕoÀp
We thensaythatthetypingsystemguaranteesprogressif

Γ � N andΓ
D @ G a�F� (<;
=?>

, Γ
D
k G a�F� (<;
=?>

implies Þ D
N err Ï k � Y Òo oÓoÔoÓoÂp G

Note that this propertyis not dependenton the trust relationbetweensites. Un-
fortunately, this progresspropertydoesnot hold for our semantics,ascanbeseen
from thefollowing example.Let Γ, ∆ andN bedefinedasfollows:

Γ C ¶¸ ¹
k :

( 4�, A?.I4 + a: ,9-7.�/¾032'485�:@ :
( 4�, A?.I4 + c: ,�-�.�/ ( )�* �º,9-�.�/10<2'485 � 5�:

m :
( 4�, A?.I4

» ¼½
∆ C ¤�@ :

( 4�,BA?.14 + b: ,9-7.�/ ( )K* �ª,�-�.�/ ;�)�)^( 5 � 5�:j¦
N C mU M ) 4 ) @�E c! / k � a� 5¾VjL7@F/ / ∆ 5 5

ThenΓ � N, but N o^ÕoÀp . Theproblemhereis that,althoughtheagentat m is well-
typed,thereferenceto a is madewithoutauthority.

In practice,progressmaynotbethatimportant,dependingupontheapplication
andtheunderlyingimplementation.In theexampleabovewherethemovefrom m
to @ is unsuccessful,an implementationof the filter at @ might report to m the
reasonsfor thefailure. It would thenbeup to m to resendtheagent(or somepiece
of it) via k.
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Ontheotherhand,oneway to guaranteeprogresswouldbeto allow anincom-
ing agentto referonly to local valuesor valuesat its authority. It is straightforward
to designastatictypesystemto enforcethisconstraint.4 Howeversuchanapproach
is veryrestrictivewithoutsomeadditionto thelanguage.Onepossibilitywouldbe
to introducethenotionof signedvalues(possiblybasedon[1]) whichwouldallow
certainvaluesin an agentto be received (and typed)undera different authority
thanthatof theagentitself. Evenwithout full progress,signaturescouldbeuseful.
In theexamplesketchedabove,afterm’s agentis refusedentryto @ , m might itself
resendtheagent,ratherthanforwardingit to k, this timecarryingasignedvalueto
prove thatk � a� is of theappropriatetype.

6.4 Anonymous Networks

In [13] we presenteda semanticsfor opensystemin which the authority of in-
coming agentsis not known. We call such systemsanonymousnetworks. In
AppendixB we recastthe semanticsof [13] usingfilters and

(¬;
=
>
. An attractive

propertyof thesemanticsis thatfilter updatingis purelylocal, i.e. nonon-localdata
needbestoredin filters. Howeverbecausetheorigin of incomingagentscannotbe
determinedit is not possibleto incorporatenotionsof trust into this semantics,
which impliesthat incomingagentsmustalwaysbetypechecked. In addition,it is
veryeasyfor goodsitesto developmisconceptionsaboutothergoodsites,frustrat-
ing progress.

6.5 Plugins

Onequickly discoversa limitation of Dπ whentrying to modelmirroring of names
acrossa network. The ideais to createa new resource,saya classname,at one
locationandthento have thatresourcecopied,or mirrored,at otherlocationswith
theappropriatetype. Examplesof suchmirroring arefoundin Java classloading,
“plugins” andotherformsof virtual-machineextension.To modelthis in Dπ, we
would usean operatorwhich transformedthe type of a location from

( )�*�+ _a: _A : ,
say, to

( )K*
+ _a: _A 6 b:B : . In Dπ only the restrictionoperatorperformssucha trans-
formation, but restrictionbinds its argument,whereasmirroring shouldnot; the
equivalence

D
νb:B G P C D

νc:B G P
+ L cb b L: demonstratesthatrestrictionis notasuitable

operationfor mirroring.
Weleavethefull explorationof mirroringto futurework; however, let usbriefly

outlinehow suchanextensionmight bemade.Theideais to introduceanew type
of mirrorableresources,

*�(Î= .I. A, with valuesof theform k E a. Valuesof mirrorable
typesallow theoperation

D ( )F=?>
u:

*
(Î= .8. A G P, with thefollowing typingrules,thefirst

4Onepossibilityis to changethemoverule to read:�
w:Γ � w�¾� u:Γ � u� ��ß

u P

Γ
ß
w à�á�â$á u ã P
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static,theseconddynamic:

Γ � u v:A
Γ � +

w:
( )K*
+

u E v:A :F:�� w P

Γ � w D ( )F=
>
u E v:

*�( = .I. A G P ∆ Ç k
w k E a:

*
(Î= .8. A

We believe that usingindexed namesfor mirrorablevalueswill be crucial to es-
tablishSubjectReductionfor sucha languageunderpartialtyping. Notethatsuch
a namingstrategy hasbeenadoptedby theJava community, althoughperhapsfor
differentreasons,whereclassnamesareof theform

*�) måäº0 ; m¡ä = M ( -�4 .
7 Conclusions
We introducedthenotionof partial typing, which capturestheintuition that“bad”
sitesin a network may harbormaliciousagentswhile “good” sitesmay not. We
demonstratedthat in the presenceof partial typing, someform of dynamictype-
checkingis requiredto ensurethat goodsitesremainuncorrupted.We presented
a semanticsfor Dπ incorporatingsuchdynamictypechecking,showing thatit pre-
ventedtypeviolationsatgoodsites,anddiscussedtheextentto whichit guaranteed
progress.Finally, we addedwebsof trust to the language,reducingthe needfor
dynamictypecheckingwhile retainingtypesafetyat goodsites.

Thepresentationof Dπ givenheredifferssomewhatfrom thatof [12]; for ex-
ample,we have addedbasetypesandmovedsomeof thesemanticrulesfrom the
structuralequivalenceto the reductionrelation. Most of the changesarestylistic
ratherthansubstantive. Two of the changes,however, areessentialfor the treat-
mentof partial typing. First, we have movedthe rule

D , - 2?-�r G from thestructural
equivalenceto thereductionrelation;this is necessaryto allow filter updating.Sec-
ond,wehavesplit thespaceof namesin two, syntacticallydistinguishinglocations
from resources;this is necessaryto preventthefilter updatingrulesfrom producing
nonsenseenvironmentssuchas

+ @ : ( )�*
+ @ : ,�-�.�/�5�:F: .
Several otherdistributedvariantsof the π-calculushave beendefined,and it

is informative to seehow partial typing might beaddedto theselanguages.Syn-
tactically, Dπ is mostsimilar to the languageof AmadioandPrasad[3, 4], which
alsousesa “goto” operatorfor threadmovement,written “ . J
= rÈ2 D @�6 PG ”. However,
in Amadio andPrasad’s language,the setof resourcesavailableto a threaddoes
not vary as the threadmovesaboutthe network. This meansthat an agentat @
canaccessresourcesat a differentlocationk without requiringthreadmovement.
While thismakesthelanguageveryexpressive,it alsofrustratestheuseof filters to
typecheckincomingthreads.To addpartial typing to sucha language,onewould
needto typecheckmessagesdynamically, ratherthan threads,violating the third
principle given in the introduction. In addition, the fact that namesareassigned
uniquelocationsin [4] appearsto beincompatiblewith partial typing, asoutlined
at theendof Section4.1.
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Thejoin calculusof Fournet,Gonthier, Levy, MargangetandRemy[10] shares
many of theseproperties.WhereasAmadio’s languageaddsthreadmovementto
messagemovement,however, thejoin calculusaddslocationmovement.Unfortu-
natelythis doesnot help combatthe problemsoutlinedabove, which result from
the “universalextent” of resourcenamesin both subjectandobjectposition. In
Dπ, thetypesystemensuresthatthe“extent” of resourcenamesin subjectposition
is local, i.e. resourcesmay be referencedat remotesites,but may only be used
locally.

Cardelli andGordon’s ambientcalculus[5], on the otherhand,appearsto be
amenableto partial typing sinceambientmovementis a local operation;thusthe
problemof “universalextent” doesnot arise. The typing systemof Dπ is based
on the original sortingsystemof the π-calculus[16], andthis sortingsystemhas
recentlybeenextendedto theambientcalculus[7]. Whereaslocationsin Dπ havea
straightforwardanalogin implementations— they correspondto addressspaces—
thenotionof “ambient” is moregeneral,addingexpressivenesswhile blurring the
distinctionbetweenagentmovementandagentinteraction.In theambientcalculus
it is the

)^J -
2 operator, ratherthanthe 032 or
) A'4 operators,whichenablesinteraction

betweentwo threads(or threadcollections).Thusa first attemptat partial typing
for the ambientcalculuswould dynamicallytypecheckthreadcollectionswhen-
ever they are

)^J -
2 ed. Sinceeachambienthasonly one“resource”(λ), however,
this impliesthatdynamictypecheckingmustoccurbeforeevery interaction,again
violatingour third principle.To getaroundthis,onemight introduceatypesystem
for ambientswhich distinguishedtwo typesof ambients:thosewhich typecheck
incomingambientsandthosewhich do not. The former would be similar to our
locations,the later, our resources.This disciplinewould openthe possibility of
typing codeduring 032 and

) A'4 operations,ratherthan
)^J -�2 .

Severalstudieshave addressedtheissueof statictyping for languageswith re-
moteresources;somerecentpapersare[20, 6, 22]. Perhapsthework closestto ours
is thatof Knabe[14], whohasimplementedanextensionof Facilewhichsupports
mobile agents.The main extensionsareremotesignaturesandproxy structures,
which recallour locationtypes.Noneof theseworksaddressopensystems,how-
ever. On theotherhand,Necula’s proof carryingcode[19] andrelatedtechniques
[25, 15, 18] addresstheproblemof dynamictypecheckingin opensystems,but do
not considerthesubjectof remoteresources.

Anotherareaof relatedwork hasto do with staticmethodsfor analyzingthe
securityof informationflow [9, 2, 8, 24, 11]. Althoughthisareaof researchshares
ourgeneralaimsthereis very little technicaloverlapwith ourapproachto resource
protectionin opensystems.

Acknowledgments. The ideaspresentedin the paperhave beensharpenedby
discussionwith Alan Jeffrey and by questionsfrom audiencesat NCSU and De
Paul,wherepreliminaryversionsof this work werepresented.
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A Proofs
The SubjectReductionandType Safetyresultsfor Section4 arespecialcasesof
thoseof Section5, in which no trustedtypesappear. We presentonly the more
generalresults.First weestablishProposition5.1.

Theformaldefinitionof subtypingwith
(¬;
=
>

and
( 4�,BA?.14 is:( 4�,BA?.14 + _u: _S6I_v: _T :¨��� ( )K*?+ _u: _S:(<;
=?> ��� ( )K*?+ _u: _S: ( 4�, A?.I4 + _u:_S6I_v: _T :���� ( 4�, A?.I4 + _u: _S:( )�*�+ _u:_S6I_v: _T :���� ( )�*?+ _u: _S:(¬;
=
> ��� (<;
=?>

PROPOSITION (5.1). The set of types,extendedwith
(¬;
=
>

and
( 4�,BA?.14 , under the

subtypingpreorder, hasa partial meetoperator.

Proof. Ignoringresources,themeetoperatorcanbedefinedasfollows:(¬;
=
> ( )�* ( 4�, A?.I4(<;
=?> (¬;
=
> (<;
=?>
undef( )�* (¬;
=
> ( )�* ( 4�, A?.I4( 4�, A?.I4 undef

( 4�,BA?.14 ( 4�, A?.I4
Combining this with the subtypingrules alreadygiven for resources,we have
(omitting symmetriccases):(<;
=?> � (¬;
=
> C (<;
=?>(<;
=?> � ( )K*
+ _v: _T : C (<;
=?>(<;
=?> � ( 4�,BA?.14 + _v: _T :¡C undefined( )�*�+ _u:_S:�� ( )K*
+ _v: _T : C  ( )K*
+ _u: _S W�_v: _T : if � i 6 j :ui C vj impliesSi C Tj(¬;
=
>

otherwise( )�*�+ _u:_S:�� ( 4�,BA?.14 + _v: _T :¡C® ( 4�,BA?.14 + _u: _S W�_v: _T : if � i 6 j :ui C vj impliesSi C Tj

undefined otherwise( 4�, A?.I4 + _u:_S:�� ( 4�,BA?.14 + _v: _T :¡C® ( 4�,BA?.14 + _u: _S W�_v: _T : if � i 6 j :ui C vj impliesSi C Tj

undefined otherwise

Theproof that this definitionmeetstherequirementsof Definition 2.1 follows by
straightforwardcalculations,with a rathertediouscaseanalysisfor eachresult. �

Theproofsof SubjectReductionandTypeSafetyusethefact thatLemma2.3
extendsto thetypesystemwith

(¬;
=
>
and

( 4�,BA?.14 .
THEOREM (5.5). If Γ � N andN o
p N w thenΓ � N w
Proof. Theresultfollows from resultsfor thestructuralcongruenceandreduction
precongruence:

If N d N w thenΓ � N if andonly if Γ � N w
If Γ � N andN n o?p N w thenΓ � N w
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Thefirst resultis provedby inductionon thedefinitionof d , thesecondby induc-
tion on the definition of n o?p . The proofsof both results,andthe accompanying
lemmas,caneasilybederivedfrom thosefoundin [12]; in particularseeLemmas
4.7 andA.2, Proposition4.5 andTheorem5.1 of thatpaper. Theonly substantial
differencesarein therules

D ,%Å - *7) m�m G and
D ,%Å - m )�Q - G , which wediscussbelow.

For themostpart,theproof for
D ,%Å - *7) m�m G follows thatgivenin [12]. Theonly

additionalcomplicationis presenceof filter updating. Supposethat Γ
D
k G aC (<;
=?>

,
Γ � k v:T andΓ �F� ∆. Wemustshow that∆ w�C ∆ � +

kv:T : is definedandthatΓ �F� ∆ w ,
but this follows immediatelyfrom Lemma2.3c andLemma2.3a.

Now let us turn to
D , Å - m )�Q - G . Supposethat Γ � k U M ) 4 ) @�E PVÉL�@F/ / ∆ 5 5 and

k U M ) 4 ) @�E PVæL�@]/ / ∆ 5 5çn o'pè@]U PVæL @F/ / ∆ 5 5 . To establishtheresult,it is sufficient to show
thatΓ �À¿ P. Therearethreecasesto consider:� SupposeΓ

D @ G C (¬;
=
>
. Theresultfollows from

D 4�PF,�- =?> -
;
=
> G .� Supposethat Γ

D @ G aC (<;
=?>
and Γ

D
k G aC (<;
=?>

. The result follows from Γ �
k U M ) 4 ) @�E PV , using

D 4�PF,9- =
> - m )�Q - G .� SupposethatΓ
D @ G aC (¬;
=
>

andΓ
D
k G C (<;
=?>

. Since
D 2?-�4 - Ä ( 41-�,%¯ G requiresΓ �F� ∆

and
(¬;
=
> a��� ( 4�,BA?.14 , it cannotbe that ∆

D
k G ��� ( 4�, A?.I4 . Thereforein order for

reductionto occurit mustbe that∆ Ç kY P. But usingtheproof that∆ Ç kY P, we
canconstructaproof thatΓ � ¿ P. Mostof therules,in fact,areidentical.The
only difficulty is to establishthe validity of the additionrulesfor dynamic
typing givenin Table5. In thesecases,we proceedasfollows:D Q
=F( Å - .I- ( O�f G Let K bea locationtypesuchthat

(<;
=?> � � K. ThenΓ � w k:K, as
required.D Q
=F( Å - .I- ( O$i G For any a andA,

(¬;
=
> �F� ( )K*
+
a:A : ; thusΓ � k a:A.D Q
=F( Å - ,9-�4�AF,B2 G By

D 4�PF,�- =?> -
;
=?> G , Γ � k P; thereforeΓ � w M ) 4 ) k E P. �

THEOREM (5.6). if Γ � N andΓ
D @ G aC (¬;
=
>

thenN err Yo�Õo�p
Proof. Weprovethecontrapositive, i.e. thatN err Yo�o�p andΓ

D @ G aC (<;
=?>
imply Γ Á N.

The proof proceedsby inductionon the derivation of N err Yo�o�p . We presentfour
representativecases:� Supposethat @FU a! / v5 PV�L�@F/ / ∆ 5 5 err Yo]o�p becausefor all T, ∆

D @ G a�F� ( )�*�+
a: ,9-7.�/ T 5�: .

SinceΓ
D @ G aC (<;
=?>

, we have Γ
D @ G C ∆

D @ G , soclearly Γ Á ¿ a: ,9-7.'/ T 5 . Thuswe
have thatΓ Áé@]U a! / v5 PV , asrequired.� Supposethat @FU a! / v5 PVtL�@F/ / ∆ 5 5 err Yo]o�p because∆

D @ G ��� ( )K*
+
a: ,�-�.�/ T 5�: and∆ �+ Y v:T : is undefined.By way of contradiction,supposefurther thatΓ � ¿ v:T.

Using Lemma2.3c andLemma2.3a, we have that ∆ � + Y v:T : is defined,a
contradiction.Thusit mustbethatΓ Áê@FU a! / v5 PV .
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+ Y u:R :

or
+ Y v:R : is undefined. By way of contradiction,supposethat Γ � ¿ 0 O u C

v 4�P?-
2 P - ( .8- Q andthereforefor someS,T wehave:

Γ � ¿ u:S Γ � ¿ v:T Γ � + Y u:T :l� + Y v:S: defined

By Lemma2.3c, therefore,
+ Y u:S: defined and Γ � � + Y u:S: . Hence,

by Lemma2.3b we have that
+ Y u:S:«� + Y u:T : defined. Finally, using

Lemma2.3d we have that
+ Y u:

D
S � T G : defined.Let R C S � T. Symmetri-

cally, wecanconcludethat
+ Y v:R : is alsodefined,leadingto acontradiction.� Finally, supposethat

D
ν Y k:K G N err Yo�o�p becauseN err ko^o�p . If Γ � D

ν Y k:K G N then
(sinceΓ

D @ G aC (<;
=?>
) we have from

D 2?-�4 - 2?-�rz¯ G that K aC (¬;
=
>
, thus we can

applyinductionto concludethatN errko�Õo�p , acontradiction. �
B Anonymous Networks
In this sectionwe describehow the techniquesdevelopedin this papercould be
broughtto bearon the“anonymous”networksof [13]. As astartingplace,we take
thestandardsemanticsof Section2 underthepartialtyping relationof Section3.

As in Section4, we extendthesyntaxof networks to includefilters, although
herethey areof the form k / / K 5 5 , ratherthank / / ∆ 5 5 . Filtersneedrecordonly infor-
mationaboutlocal resources.Thetyping rulesfor filtersare:D 2?-741ë - Ä ( 41-
,�¯ G Γ

D
k G C K

Γ � k / / K 5 5 D 2?-�41ë - Ä ( 41-�, ° G Γ
D
k G C (<;
=?>

Γ � k / / K 5 5
The reductionrules are as in Section2.2, but for

D , - m )�Q - G and
D , - 2?-�r G , which

become:D ,9ë - m )�Q - G @]/ / L 5 5ÌL k U M ) 4 ) @�E PVìno?p @]/ / L 5 5¡L^@FU PV if k C®@ or
+ @ :L :¡� ¿ PD ,9ë - 2?-�rÉ, G k / / K 5 5sL k U D νa:A G PVÉn o?p D

νka:A G�Z k U PVXL k / / K � ( )�*'+
a:A :�5 5�\ if a be fn

D
K GD ,�ë - 2?-�r ( G k U D ν @ :L G PVíno?p D

νk @ :L G�Z k U PVXL�@F/ / L 5 5�\ if @saC k

Thestaticanddynamictypingrelationsarethesame.Therulesarethesameas
thosegivenin Table4, but for therule for agents,whichbecomes:D 2?-�41ë - = M -�2'4 G +

k:Γ
D
k G :¡� k P

Γ � k U PV
In addition,we addthe following threerules,which correspondto the threerules
for dynamictyping addedin Table5:D Q
=]( ë - .I- ( O�f G k be dom

D
Γ G

Γ � w k:K

D Q
=F( ë - .I- ( O$i G k be dom
D
Γ G

Γ � k a:A

D 4�PF,�- =?> ë - ,9-
m ) 41- G k be dom
D
Γ G

Γ � w M ) 4 ) k E P
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Notethatthedefinitionof statictypinghereis muchweakerthanthatpresented
in thebodyof thepaper. For examplethenetwork (6) of Section3.2 is well-typed,
although(8) is not. Using thesedefinitions,onecanestablishSubjectReduction
andaweaker notionof TypeSafety(givenin [13]).

This formulationhascertainadvantagesover thatof [13], suchasthestronger
languageof partial types.Moreover it allowsself movesto go untyped;i.e. reduc-
tionsof theform @FU M ) 4 ) @�E PVXn o?pq@FU PV arealwaysallowed.
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