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ResourceAccessControl in Systemsof Mobile Agents
MATTHEW HENNESSY AND JAMES RIELY

ABSTRACT. We describea typing systemfor a distributedπ-calculuswhich guaranteesthatdis-
tributedagentscannotaccesstheresourcesof a systemwithoutfirst beinggrantedthecapabilityto
do so. The languagestudiedallows agentsto move betweendistributedlocationsandto augment
theirsetof capabilitiesvia communicationwith otheragents.Thetypesystemis basedonthenovel
notionof a location type, which describesthesetof resourcesavailableto anagentat a location.
Resourcesarethemselvesequippedwith capabilities,andthusanagentmaybegivenpermission
to senddataalonga channelat a particularlocationwithout beinggrantedpermissionto readdata
alongthesamechannel.We alsodescribea taggedversionof thelanguage,wherethecapabilities
of agentsaremadeexplicit in thesyntax.Usingthis taggedlanguagewedefineaccessviolationsas
runtimeerrorsandprovethatwell-typedsystemsareincapableof sucherrors.

1 Intr oduction
Mobile computation, whereindependentagentsroamwidely distributednetworks
in searchof resourcesandinformation, is fastbecominga reality. A numberof
programminglanguages,APIsandprotocolshave recentlyemergedwhichseekto
provide high-level supportfor mobile agents.TheseincludeJava [27], Odyssey
[14], Aglets [17], Voyager[22] and the latestrevisions of the Internetprotocol
[23, 2]. In additionto thesecommercialefforts, many prototypelanguageshave
beendevelopedandimplementedwithin theprogramminglanguageresearchcom-
munity — examplesincludeLinda [7, 8], Facile[15], Obliq [6], Infospheres[10],
andthe join calculus[12]. In this paperwe addressthe issueof resourceaccess
controlfor suchlanguages.

Centralto the paradigmof mobile computationare the notionsof agent,re-
sourceand location. Agentsareeffective entitiesthat performcomputationand
interactwith otheragents.Interactionis achievedusingsharedresourcessuchas
memorycells, M-structures,objects(with sharedmethodsandstate)or commu-
nicationchannels.Theuseof the term“mobile” impliesthatagentsareboundto
particularlocationsandthatthisbindingmayvaryover time, i.e. agentscanmove.
Resources,on theotherhand,areoftenfixedto asinglelocation,althoughproxies
andmirrorsmaybesetup in orderto distributetheir contents.

In opendistributedsystems,suchastheinternet,it is unwiseto assumethatall
agentsarebenign,andthusa certainamountof effort mustbespentto ensurethat
vital resourcesareprotectedfrom unauthorizedaccess.This canbeaccomplished
by usingasystemof capabilitiesandby predicatingresourceaccessonpossession
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of theappropriatecapability. It is unreasonable,however, to expectthateveryuse
of every resourcein a systembe thus verified dynamically; sucha requirement
surelywould degradesystemperformanceunacceptably. Thus it is attractive to
developstaticanalyses,or typingsystemsthatguaranteecontrolledaccesstosystem
resources.

We presenta typedlanguagefor mobileagentswhich allows fine controlover
theuseof resourcesin a system.We alsodefinea taggedversionof the language
in which agentsexplicitly carry thesetsof capabilitieswhich they have acquired.
Usingthistaggedlanguage,wecaptureresourceaccessviolationsasruntimeerrors
andshow thatwell-typedtermsareincapableof sucherrors.

Thelanguagestudiedin thispaper, calledDπ,1 is adistributedvariantof theπ-
calculus[21], andthustheresourcesof interestarechannelswhichsupportbinary
communicationbetweenagents.We take agentsto be locatedthreads, which are
simplytermsof theordinarypolyadicπ-calculus[20], extendedwith primitivesfor
movementbetweenlocationsandfor thecreationof new locations.The language
is similar to that studiedby Amadio [3, 1]. Therearetwo major differences:we
ignorelocationfailureandwe restrictcommunicationto be local. Thesecondof
thesedifferencesis moreimportant. In Amadio’s languageandin mostotherdis-
tributedversionsof theπ-calculus[26, 12], therearetwo formsof movement:one
for agentsandanotherfor messages, whichcanbeseenasverysimpleagentscon-
sistingonly of avaluethatis to becommunicatedremotely. Herewelimit mobility
to a singlelanguageconstruct,eliminatingthe possibilityof remotecommunica-
tion without explicit movement.Thelanguageis presentedin Section2. We give
severalexamplesof its usein Section3.

Thetypesystemis basedon thenotionof locationtypesof theform:' ()�*
a1:A1 +-,�,�,.+ an:An /

Here eachai is channelname,and eachA i is a channeltype. The idea is that
the type of a locationembodiesthe setsof capabilitiesthat an agenthasat that
location.If anagentknowsof a location 0 at type

' (1)2*
a:A + b:B / , thentheagenthas

permissionto usechannelsa andb at 0 , but not any otherchannels.Capabilities
arecommunicatedthroughchannels,and thuschanneltypesmay have the form)�3	465�7

L 8 , which is thetypefor channelswhichcommunicatelocationsof typeL.
Agentsmayrestrictaccessto a resourceby controllingthetypeof thechannel

overwhichthenameof theresourceis sent.Thusif anagentsendsthename0 over
a channelof type

)	3	49517:' ()�*
a:A + b:B / 8 , thentherecipientgainsaccessto channels

a andb at 0 . Instead,whenthesamenameis communicatedoverachannelof type)�3	465�7:' ()	*
a:A / 8 , the recipientgainsaccessonly to channela at 0 . Of coursefor

suchcommunicationto besound,thesendermusthave,for thevalueit is sending,
all of thecapabilitiesthat thechannelrequires.Otherwisea sendercould“forge”

1Thelanguageis somewhatdifferentfrom thatof [25], althoughweusethesamename.
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arbitrarycapabilities.To formalizethis requirementwe introducea subtypingre-
lation on types.On locationtypes,thesubtypingrelationis thesameastraditional
recordor objectsubtyping:' ()	*

a1:A1 +-,�,�,.+ ak:Ak /<; ' ()�*
a1:A1 +�,�,$,=+ ak:Ak +�,�,$,$+ an:An /

We develop the typing systemin stages. In Section4, we presenta simple
typing systemin which subtypingappliesto locations,but not channels.Using
this type systemwe setup the major resultsof the paper: subjectreductionand
type-safety. Theseresultsarerepeatedfor subsequenttypingsystemsaswell.

In Section5 weobservethatthesimpletypesystem,while natural,is overly re-
strictive. An importantaspectof mobileagentsis theability to acquirecapabilities
from multiple sources.For example,anagentlocatedat 0 may have a capability
at k which allows it to acquireadditionalcapabilitiesat k. To exercisethis right,
theagentmayspawn a “sub-agent”to go over to k, get thenew capabilities,then
comebackandreport.Thedifficulty is thatwhenthenew capabilitiesarereceived
backat theoriginal agent,they arereceivedwith respectto a separateinstanceof
thenamek. In orderto establishsubjectreduction,thesimpletypesystemmakesit
impossibleto usein concertcapabilitiesacquiredon differentinstancesof a loca-
tion. Someexampleswhichrequirethisextraexpressivenessaregivenin Section3.
To overcomethis limitation, we weakenthesimpletypesystemby allowing capa-
bilities to be merged from different instancesof a locationnameusing a match
(or equality)operator“ > ? z @ k A 32B�5 p”. Crucial to thenew typesystemandto the
proof of its soundnessis thefact that thesubtypingrelationis boundedcomplete,
i.e. whenever two typeshave a commonsubtypethey have a greatestcommon
subtype.

In Section6 we extend the improved type systemto a languagewith chan-
nel subtyping, basedon readandwrite capabilities.Theextendedtypesystemis
basedon thatof PierceandSangiorgi [24], whofirst studiedchannelsubtypingfor
π-calculi. PierceandSangiorgi’s definitionof subtyping,however, is not bounded
complete.To rectify this,weuseatypelanguageandsubtypingrelationwhichgen-
eralizethoseof [24]. In this sectionwe alsoaugmentlocationtypeswith explicit
capabilitiesfor channelcreationandagentmovement.

Thepaperconcludeswith adiscussionof relatedwork andopenissues.
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2 The Language
In this sectionwe describeDπ, definingmany auxiliary notationsthat are used
throughoutthe paper. Beforedescribingthe syntaxandreductionsemantics,we
first presentanexamplewhichgivesanoverview of thefeaturesof thelanguage.

A typicalDπ systemis thefollowing:06C pDFEHG νa:
*
k:A /�I G#06C qDFE k C r D I

Therearethreeagentsrunningin parallel: 06C pD and 06C qD runningat location 0 and
k C r D runningat locationk. Moreoverq andr sharea privatechannela, declaredat
locationk. Supposethat 09C pD hasthefrom:06C b?G xI p1 E c?G Y I p2 D
Thisagentcontainstwo subthreads,whichwhensplit will run in parallel.Thefirst
subthreadawaits input on channelb, whereasthesecondawaits input on channel
c. If agentk C r D hasthe form k C b!

7
d 8 r J.D , onemight expect that communication

couldoccurbetweenp andr on channelb. This is not thecase,however. Thetwo
instancesof b refer to resourcesat differentlocations,even thoughthey have the
samename.

To communicatewith p, r mustfirst move from k to 0 andthenuseb at 0 . We
write suchanagentask CK0 ::b!

7
d 8 r J D . This termcanreduceto 09C b!

7
d 8 r J D , enabling

local communicationbetweenp andr. After thecommunicationthesystemis:09C p1
* E dL x E/ DME106C c?G Y I p2 DMEHG νa:

*
k /2I G#09C qDFE109C r J D I

Theasynchronousform of this idiom (wherer J is 5 > ' ) is usedsofrequentlythat in
Section3 we introducethenotation“ 0 , a!

7
V 8 ” asshorthandfor “ 0 ::a!

7
V 8 5 > ' .”

In orderfor k CK0 ::b!
7
d 8 r J D to bewell-typed,it mustbethatthenamed commu-

nicatedis alsolocatedat 0 . To enablethe communicationof non-localnames,a
differentsyntaxmustbeused. Supposethat 09C qD now wishesto sendthe private
namea (locatedremotelyatk) to theagent06C c?G Y I p2 D . In thiscasewemustwrite09C qD as 06C c!

7
k N aO#8 qJ.D . We motivatethis syntacticdistinctionin our discussionof

typesonpage6.

2.1 Syntax

Thesyntaxof thelanguageis givenin Table1. In definingthesyntax,we presup-
posetheexistenceof a setVar of variables, rangedoverby x-z, anda setNameof
names, rangedover by a-m. Both variablesandnamesaretyped;however, since
we considerdifferenttypesystemsin thecourseof thepaper, we do not reportthe
syntaxof typesin Table1. Thetypesystemusedin Sections 4 and5 is described
on page6. For themoment,suffice it to saythatnamesareassignedatomictypes,
E-G, which maybeeitherchanneltypes, A-C, andlocationtypes, K-M. Variables
mayadditionallybeassignedoneof thecompoundor valuetypes,rangedover by
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Table 1 Syntax

Systems:
P-R :: @ 5 > ' P E QG νa:Λ I PG νm:M I P06C pD

Threads:
p-r :: @ 5 > ' p E qG νa:A I pG νm:M I p

u ::p
u!
7
V 8 p u?G X:ζ I qP p > ? u @ v A 32B	5 p

B�' QRB
q

Ids,Patterns,Values:
u-w :: @ e x
X-Z :: @ x zN SxO SX
U-W :: @ u w N SuO SU

ζ andξ. To improve readabilitywe usuallyusek-m to rangeover namesof loca-
tion typeanda-c for namesof channeltype;weusee-g whenthetypeof anameis
unimportant.Wealsoroutinelydroptypeannotationswhenthey arenotof interest.

Systems,Agentsand Threads. Themainsyntacticcategoryis thatof asystemP.
Intuitively, a systemconsistsof a setof agentsrunningindependentlyin parallel.
An agent 06C pD is a locatedthread, wherea thread is simply a term of the thread
language,describedbelow. Systemsare combinedusing the static combinators
of the π-calculus,namelyparallelcomposition E andrestriction G νeI . We further
discusstheform of therestrictionoperatorbelow, afterdescribingtypes.

Thesyntaxof threadsis similar to thatof thesynchronouspolyadicπ-calculus
[20], with somesmallextensionsto dealwith locations.First, locationsarenames
andthusmany of theusualoperatorsof theπ-calculusapplyto them.In particular,
new locationsmay be createdusing G ν 0 I , locationsmay be comparedusing the
conditional,andlocationsmaybecommunicatedusingthe input andoutputcon-
structs.Second,we introducea moveoperatorthatallows a threadto move from
onelocationto another;for example,thethreadk::p mustmoveto locationk before
continuingto executep. Themoveoperatoris alsostudiedby Amadio[1, 3], who
writes“k ::p” as“spawn G k + pI .”

All of the operatorsbut “move” arewell known from the π-calculus. These
includethestaticcombinatorsE and G νeI , aswell asconstructsfor outputu!

7
V 8 p,

inputu?G X I q, (mis)matching> ? u @ v A 32B	5 q
B�' QTB

r anditeration P p (in theliterature,
iterationis usuallywritten!p). Communicationbetweenagentsoccursalongchan-
nels. As discussedin theexampleat thebeginningof this section,communication
is purely local (unlike [3, 11, 26]) in thatagentscanonly communicatewith other
agentsatthesamelocation,usingchannelsthathavebeenallocatedatthatlocation.

In the concretesyntax,“move” hasgreaterbinding power thancomposition.
Thus 0 :: p E q shouldbe read G#0 :: pI E q. We adoptseveralstandardabbreviations.
For example,we omit trailing occurrencesof

5 > ' andoftendenotetuplesandother
groupsusinga tilde; e.g. we maywrite Sa insteadof G a1 ,�,$, an I and G νSe: SEI p instead
of G νe1:E1 IU,�,$, G νen:En I p. We alsomay write “ > ? u @ v A 32B�5 p” insteadof “ > ? u @
v A 32B	5 p

B�' QTBV5 > ' ” and“ > ? u W@ v A 32B	5 q” insteadof “ > ? u @ v A 32B�5X5 > '�B�' QTB q.”
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Types,Valuesand Patterns. Weview knowledgeof channela at 0 asacapability
to usea at 0 . Thesecapabilitiesarethebasisof simplelocation types, which are
definedasfollows:

K-M :: @ ' ()�* Sa: SA /9+ ai distinct

A locationtype is simply a setof capabilitiesof the form a:A, whereno two ca-
pabilitiesrefer to the samechannel.We identify typesup to reorderingof capa-
bilities anddropemptycapabilitysets,writing “

' (1)
” insteadof “

' ()�* / ”. We also
write “L + a:A” for the extensionof the locationtype L with the new channela at
type A. Thus

' ()�*
a:A + a:A J / is not a valid type, and if L @ ' (1)	*

a:A + b:B / then
L @ ' ()2*

b:B + a:A / andL + c:C @ ' ()�*
a:A + b:B + c:C / .

To ensurethatwell typingis preservedby reduction,wemustensurethatagents
receive dataat thetypeintended.The“intended”typeis negotiatedby typing the
channeluponwhich thedatais communicated:senderandreceiver mustagreeon
thetypeof thecommunicationchannel.Thuschanneltypeshave theform

A-C :: @ )�3	46517
ζ 8

whereζ is thetypeof datatransmittedover thechannel.A typical examplemight
be
)�3	465U7

L + K 8 , thetypeof achannelwhichcantransmitapairof objects,theobjects
having thetypesL andK respectively. We write obj G A I to denotethetransmission
type,or objecttypeusedin thechanneltypeA, i.e. obj G )�3	46517 ζ 8 I @ ζ. For simplic-
ity, wedonotallow recursivetypes(but seeourcommentsin theconclusionof the
paper).

It remainsonly to definethevaluetypesζ. Therearetwo basicformsof values:
channelsand locations. When a channelis communicated,it is assumedto be
local;whenalocationis communicated,nothingis assumedaboutits location(i.e.,
it couldbethecurrentlocationor not). Onechoice,then,wouldbeto allow values
thataretuplesof channelsandlocations,i.e. of type SE, whereE :: @ A K. In many
cases,however, thesetypesarenotsufficiently expressive.

For example,considera remoteprocedurecall in which a threadat 0 sendsa
requestto a procedureat k, thenwaits to receive a reply. Using this typesystem,
theexamplemightbewritten:09C k ::a!

7 028YE r?G X I qD E k C a?G z: ' ()2* r:C /�I z:: r!
7
V 8TD

Herethechannelr is a responsechannelwhich thethreadat k usesto reply to the
request.Note that r mustbe globally known to be availableat 0 . This strategy
breaksdown, however, if therearemany concurrentrequeststo the sameremote
procedure.In thiscase,onewouldliketo beableto createafreshresponsechannel
for eachrequest.Oneattemptis thefollowing:06C�G νr I k ::a!

7 0 + r 8ZE r?G X I qD E k C a?G z: ' (1) + x:B I z::x!
7
V 8RD
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However, herewehaveviolatedtheprinciplethatchannelcommunicationis local;
i.e. channelr, whencommunicatedatk, is not local to k, but ratherto 0 .

The crucial link missingis the dependenceof r on 0 . To expressthis depen-
dence,wewrite thecommunicatedvalueas 06N r O ratherthan G#0 + r I . Theexamplecan
now bewrittenas

06C�G νr I k ::a!
7 06N r O[8YE r?G X I qD E k C a?G zN xO : ' (1) N B O I z::x!

7
V 8RD

In standardterminology, we have introducedexistential types,along with con-
structorsand destructorsfor thosetypes. Thus, one can read “zN xO : ' (1) N B O ” as
“z: \ x , ' ()�* x:B / ”.

In summary, valuetypesareof theform:

ζ :: @ A K N SA O Sζ
Thesyntaxof valuesandpatterns, givenin Table1, follows thestructureof these
types,providing aconstructoranddestructorfor everytype.In valuesandpatterns,
we treatu:L asshorthandfor u NKO :L N#O . We sometimesusethetermexistentialloca-
tion typeto referto typesof theform L N A1 ,$,�, An O , particularlyif n ] 0. By contrast,
thetermsimplelocationtypeis reservedfor typesof theform L (or L N#O ).
Name Creation. Thereare two forms of privatenamecreationin threads,for
channelsandlocationsrespectively. (Weusetheterms“namecreation”and“name
restriction”interchangeably.) Thethread G νa:A I p createsa new privatechannela
of type A, calledthe declaration typeof a, andthenexecutesthe threadp. This
channelcreationis handledin exactly the sameway asnamecreationin the π-
calculus;useof thechannela is restrictedto p, althoughduringexecution,p may
enlarge thescopeof therestrictionby outputtinga. Thecreationof locationnames
is similar. ThethreadG νk:K I p, createsanew locationk with typeK andcontinues
with theexecutionof thecontinuationp.

Thesetwo forms of namecreationarealsoapplicableto systemsin general.
However herewe must recordthe locationof a restrictedchannel. We allow a
generalconstruct G νa:Λ I P that allows the channelnameto be restrictedat many
locationswith different types. To do this we usefinite partial mapsΛ, ϒfrom
locationsto channeltypes(Λ : Loc ^ CType). Theuseof thesemapswill beclear
oncewepresentthestructuralrule

Q
-
52B�_`)

.

Binders and Substitution. We assumethe standardnotion of freeand bound
occurrencesof variablesandnamesin systemsandthreads.Variablesarebound
by the input construct,whereasnamesareboundby namecreation.A term with
nofreevariablesis closed. Wewrite fn G PI for thefunctionwhichreturnsthesetof
freenamesoccurringin P.

Notethatchannelnamescanappearin typesandthereforethey mustbetaken
into accountin the definition of free names.So, for examplethe free namesof
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Table 2 ReductionRelation

GRa - b (�c2B I 06C k ::pDed	f k C pDGga - )h( bib I 09C a!
7
V 8 pDME106C a?G X I qDed	fj09C pDFEU06C q * EVL X E/ DG:a - B�kUl I 06CR> ? e @ e A 32B�5 p

B	' QRB
qDed	fj09C pDG:a - B�k6m I 09CR> ? e @ d A 32B�5 p

B	' QRB
qDed	fj09C qD if e W@ d

G:a - 52B�_ I P d	f PJG νeI P d	f G νeI PJ GRa - Q A�a I P d&f PJ
R E P d&f R E PJ P n Q d2f QJ n PJ

P d	f PJ
c?G X:ζ I p includethenameswhichappearin ζ while thoseof G νa:Λ I P includethe
domainof themapΛ.

We alsoassumethe standardnotionsof alpha-equivalence, n α, andsubstitu-
tion, whereP

* E uL x E/ denotesthe capture-avoiding substitutionof u for x in P. The
notationP

* EVL X E/ generalizesthis in anobviousway asa sequenceof substitutions.
For

* E VL X E/ to be well-defined,it mustbe that the structureof the X matchesthe
structureof V. No specialprovision is necessaryfor locationvaluessuchas 06N SaO ;
in substitutionthesearetreatedassimpletuples,e.g. P

* E oTp aq L zp xq#E/ @ P
* E o L z E/ * E aL x E/ .

We have beencarefulto definelocationtypesover channelnamesratherthan
channelidentifiers, sothatsubstitutionneednot occurin types.This preventsone
from writing, for example,a?G zN xO I b?G w N yO I G ν 0 : ' ()&* x + y /�I . We discussthis further
in theconclusion.

In thesequelwe identify termsup to alpha-equivalence.

2.2 ReductionSemantics

The reductionsemantics,given in Table2, is definedasa reductionrelationbe-
tweensystems;thusjudgmentsareof theform

P d	f PJ
whereP andPJ are(closed)systemterms.Most of therulesarefamiliar from the
π-calculus,with a few changesto accommodatethe fact thatagentsareexplicitly
located.

Themainnew rule is that for codemovement,a - b (�c2B , which allows anagent
to move from one location to another, say from 0 to k. In the semanticsthis is
representedby terminationof the threadat 0 andthe initiation of a new threadat
k: 09C k ::pDrd2f k C pD . Note,however, thatp carrieswith it to k all of thecapabilities
thatwereacquiredby theoriginalagent(via substitutionof namesfor variables).

The rule a - )�( bib for communicationallows two agentsrunningat the same
location 0 to exchangeavalueV alongacommonchannela:

09C a!
7
V 8 pDMEU06C a?G X I qDrd	fj09C pDFE109C q * E VL X E/ D
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Table 3 StructuralEquivalence

G Q - 5 > ' I 09C 5 > ' DXn 5 > 'G Q - Q�s6' > A I 09C p E qD<nt09C pDuEK06C qDG Q - > A�a I 09C P pDXnt09C pDuEK06C P pDG Q - 52B�_`) I 06C�G νa:A I pDXnvG νa:
* 0 :A /RI 06C pDG Q - 52B�_w' I 06C�G νk:K I pDXnvG νk:K I 09C pD if k W@x0G Q - B�y A�a I Q E�G νeI P nvG νeI G Q E PI if e Lz fn G QI

It isworthemphasizingthattheagentsmustbeco-locatedfor communicationtooc-
cur. As discussedat thebeginningof thissection,agentsthatwishto communicate
onaremotechannelmustfirst moveto theremotelocationusingtheasynchronous
“move” operation.If anagentdoesnot wish to move, it mayspawn a new thread
which“splits” from theagentandthenperformsthedesiredmove/communication.
Informationthusacquiredmaybereturnedto theprimaryagentlatervia commu-
nication.Wediscussthis furtherin Example4 of Section3.

Thestructural equivalence[4, 20], definedin Table3, relatesclosedsystems
(P n Q). The purposeof the structuralequivalenceis to abstractfrom the static
structureof terms,i.e. from theirrelevantdetailsof thesyntacticrelationbetween
composition(p E q), restriction( G νeI p) andlocation( 06C pD ). Thestructuralequiva-
lenceis definedto betheleastequivalencerelationthatis closedundercomposition
andrestriction,satisfiesthemonoidlawsfor composition,2 andsatisfiestheaxioms
givenin Table3.3

In addition to the standardaxiom for nameextrusion (
Q
-
B�y A�a ), the structural

equivalenceincludesaxiomsthat allow restrictionand compositionto be lifted
from threadsto systems. The most importantof theseis the rule

Q
-
Q�s6' > A which

allows anagentto split into two independentagents( 09C P E QD`n{09C PD|E�06C QD ). The
rule

Q
-
5 > ' allowsfor garbagecollectionof terminatedagents,whereas

Q
- > A�a provides

a standardinterpretationof iteration. Note thatwhena channelnameis extracted
from athreadusing

Q
-
52B�_`)

( 09C�G νa:A I pD}n~G νa:
* 0 :A /RI 06C pD ) it is necessaryto record

in the“global” restrictionthelocationatwhich thenamewasdefined.

2Themonoidlawsare:P �������g� P, P � Q � Q � P, andP ��� Q � R����� P � Q��� R.
3The structuralequivalencecanbe extendedin variousways,althoughthe given definition is

sufficient for our purposes.It maybe worth mentioningthat the standard“swap” rule for names
( � νf �&� νe� P ��� νe�&� νf � P if e �� f ) is somewhatmorecomplicatedin our setting.If onewishedto
addtheswaprule to thestructuralequivalence,it would look like this:�=� - �#������� � � � ν � :L ��� νk:K � P ��� νk:K �i� ν � :L � P if ���� k�=� - �#�������=��� � νa:Λ ��� νb:ϒ� P ��� νb:ϒ�V� νa:Λ � P if a �� b�=� - �#������� ����� � ν � :L ��� νa:Λ � P �t� νa:Λ �i� ν � :L � P if a �� L and ���� Λ�=� - �#����� � �$� � � ν � :L �2� νa: � Λ ¡=� :A �K� P ��� νa:Λ �&� ν � : � L ¡ a:A �K� P
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3 Examples
In order to simplify the presentationof examples,we will assumea setof basic
datatypessuchasintegersandadopta few notationalconventions. In particular,
wewill definethreadsusingthenotation

X G h + SyI£¢ p

wherethe first parameterh standsfor the initial location,or home, of the thread.
This allows us to write X G#0 + SvI as shorthandfor the agent 06C X G#0 + SvI D , i.e. the
agentwith codeX G#0 + SvI runningat location 0 . We will alsowrite 0 , a!

7
v8 p for the

message-sendingthread 0 :: a!
7
v8 5 > ' E p; note that the “continuation” p is actually

asynchronouswith respectto thesendingof themessage.

Example 1: A Counter. As a first example,we presenta simplecounterwhich
usestheglobalnamesup+ dnandrd:

CountG h + nI¤¢ G νs: > 5 A I s! 7 n8XE P up?G zN yO I s?G xI G s! 7 x ¥ 18eE z, y!
7 8 IE P dn?G zN yO I s?G xI G s! 7 x d 18eE z, y!
7 8 IE P rd?G zN yO I s?G xI G s! 7 x8 E z, y!
7
x8 I

Thisdescribesasimplecounter, runningat locationh, andinitializedto thevaluen.
Thevalueof thecounteris storedusinga privatechannels. Therearethreepublic
channels(or methods):up for incrementingthestoredvalue,dn for decrementing
it, andrd for retrieving it. Thedefinitionof themethodsfollows thestyle typical
of the asynchronousπ-calculus: to invoke a method,a usercreatesa response
channelr, sendsthis responsechannelasargumentto themethodcall, thenawaits
anansweron r. For example,the rd methodexecutesasfollows. Uponreceiving
a rd request,themethodreadsthe local states?G xI (thuslocking theobject),then
re-storesthestate(releasingthe lock) andsendinga responseto theuserwith the
valueread.For themethodsupanddn, novalueis returned,andthustheresponse
simply indicatesthattheoperationis complete.

Supposethat the counteris locatedat locationcnt. Thena typical usermight
becodedasfollows:

U G h + cntI}¢ G νr I cnt, up!
7
h N r O#8

r?G I cnt, up!
7
h N r O#8

r?G I G νt I cnt, rd!
7
h N t O#8

t?G xI out!
7
x8 U J

Theuserincrementsthecountertwice, thenreadsits value,reportingtheresulton
thechannelout locatedath. Wewrite thecombinedsystemas

U G k + cntI E Count G cnt+ 0I
which is shorthandfor:

k C U G k + cntI DME cntC CountG cnt+ 0I D
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After a certainamountof reductionthe useragentof this systemwill be ableto
performtheactionout!

7
28 at locationk.

Example 2: A Counter Server. A counterserver, cS, for generatingnew coun-
terscanbedefinedas

cSG hIV¢ P req?G zN xO I G νcnt:L ¦ I z, x!
7
cnt8wE cnt::CountG cnt+ 0I

whereL ¦Z@ ' (1)	*
up:A §�¨ + dn:A ©�ª + rd:A «¬© / is theappropriatetypefor aCounter. Upon

receiving a request,the server createsa new counterlocation cnt, spawns the
countercodeatthatlocation,initializedto0,andthensendsthenameof thecounter
locationto the user. If the server is at locationserv, thena client would take the
form:

cUi G hIw¢ G νr I serv, req!
7
h N r O#8�E r?G z:L ¦ I Ui G h + zI

Now considertwo clientsrunningin parallelwith theserver:

cU1 G k1 I E cSG servI E cU2 G k2 I
After a requestfrom eachof theclientsto theserver thesystemcanevolve to the
following state:

cSG servI E"G νcnt1 I£ U1 G k1 + cnt1 I E Count G cnt1 + 0I-®E"G νcnt2 I  U2 G k2 + cnt2 I E Count G cnt2 + 0I ® (*)

Hereeachof theclientscUi hasacopy of thecounterrunningata privatelocation
cnti . Notethatit wouldbeanerrorif auser, sayU1, wereof theform:

U1 G h + zI£¢ z, computeprime factors!
7
102038

Such as user should be consideredto be erroneousbecausethe methodcom-
puteprime factors is notdeclaredatthecounter;only callsto thedeclaredmethods
up+ dn+ rd areallowed.

In addition,the useof typesin the languageallow usersto manageaccessto
their privatecounters,e.g. sendingthecounterto otheragentswith only therd ca-
pability. Moreover thesecapabilitiescanbe managedindependentlyby the two
clients. U1, for example,may sendto associatesthe namecnt1 with the only
methodrd, while U2 may, more trustingly, sendcnt2 with both methodsrd and
up. This selective distribution of knowledgeis accomplishedby typedchannels,
i.e. channelsonwhichvaluesof a restrictedtypemaybetransmitted.

To explain this, at leastinformally, supposetherearetwo additionalagentsin
thesystempresentedin (* ). Call theseF1 andF2 asthey are“friends” of U1 and
U2 respectively. In addition,supposethat eachfriend Fi hasa channelai of type)�3	465�7

Li 8 , where:

L1 @ ' ()�*
rd:A «¬© /

L2 @ ' ()�*
rd:A «¬© + up:A §�¨ /
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Thuseachchannelai is constrainedto transmitvaluesof typeLi . Sowhena loca-
tion nameis transmittedona1, only thepermissionto usemethodrd atthatlocation
is granted,whereasa2 alsoconferspermissionto usemethodup. Now considerthe
system

P E F1 G k1 I E F2 G k2 I
whereP is thesystemfrom (*), andusersandtheir friendshave theform:

Ui G h + cntIV¢ ai !
7
cnt8

Fi G hI¤¢ ai?G z:Li I G νr I z, up!
7
h N r O[8

Then,after receiving the counter, F1 shouldbe forbiddenfrom proceeding,as it
attemptsto accesstheupmethodof cnt1 withoutsufficientpermission.F2, instead,
shouldbe allowed to proceed,as its useof up is justified by the permissionsit
receivedfor cnt2.

Thegeneralphilosophyis thatan agentshouldonly usenames,or resources,
in accordancewith thecapabilities/permissionsthat it hasacquiredfor thatname.
In the next sectionwe considertwo methodsfor imposingsuchconstraints.The
first is a typesystemwhichwill rejecttheagentF1 asuntypable.Thesecondis an
augmentedsemanticswhichwill reporta runtimeerror whenF1 attemptsto access
theupmethodof cnt1.

Example 3: A Local Counter Server. It is alsopossiblefor the server to start
thecountercodewithin a locationspecifiedby theuser, ratherthancreatinganew
locationfor this purpose.In this case,however, conflictson theuseof thenames
up, etc. ariseif many countersare createdat the samelocation. To solve this
problem,theservermaycreatefreshnamesfor themethodsof thecell, ratherthan
usingthe commonnamesup+ dn and rd. The following codeimplementssucha
local counterserverandclient:

cSJ G hI£¢ P req?G zN xO I z:: G νu + d + r I Countu ¯ d ¯ r G z+ 0IE x!
7
u + d + r 8

cUJ G hI�¢ G νr I serv, req!
7
h N r O#8E r?G u + d + r I U J G h + u + d + r I

In this implementation,the userreceivesasa responsenot the nameof a freshly
allocatedlocation,but ratherthenamesof threefreshlyallocatedchannels.(As the
namesu, d andr arebound,we have put themasparametersto the definitionof
Count.)Now let usconsiderthesystemconsistingof theserverandtwo co-located
clients.

cUJ G kI E cSJ G servI E cUJ G k I
After servicingrequestsfrom bothclientsthiscanevolveto thefollowing:

cSJ G servI E"G νu1 + d1 + r1 I  U J G k + u1 + d1 + r1 I E Countu1 ¯ d1 ¯ r1
G k + 0I ®E"G νu2 + d2 + r2 I£ U J G k + u2 + d2 + r2 I E Countu2 ¯ d2 ¯ r2
G k + 0I-®
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Hereall of theagents,countersandusers,arelocatedat a singlelocationk. Each
userhasprivateaccessto its counter, however, due to the useof the restriction
operator.

Example 4: RemoteChannel Creation. We now examinean implementation
issue. Dπ asdefinedallows an agentto createnew channelsonly at its current
location.It is oftenuseful,however, to beableto createchannelsremotely, without
having to movebackandforth. Firstweconsiderthespecialcasein whichanagent
createsanew location,andwouldliketo placesomechannelsat thatlocationat the
sametime. Wemight introducea new threadnotationfor this,T G hI£¢ G ν 06N a + bO I p,
whichwe takeasshorthandfor:

T G hI£¢ G ν 0 I 0 :: G νa + bI h ::p

However this is bestviewed as a specification;as an implementationmethodit
involvesthetransmissionof thecontinuationthreadP, whichmaybehuge,around
thenetwork. A moreusefulimplementationwouldbe:

T G hI£¢ G νr I G ν 0 I 0 :: G νa + bI h :: r!
7 09N a + bO#8E r?G zN x + yO I p * E zp x ¯ yq L oTp a ¯ bqKE/

Herethenew location 0 with associatedchannelsarecreated,andthensentbackto
themainagentat h; thesendingof thepotentiallylargecontinuationp acrossthe
network is avoided.

Thisimplementationschemacanalsobeadaptedto thegenerationof new chan-
nelsatanexisting location,say 0 , simplyby removing therestriction G ν 0 I :

T G hI}¢ 0 :: G νa + bI h ::p

Weusethenotation G ν o G a + bI�I p to abbreviatethis idiom. A lightweightimplemen-
tationthenmightbe:

T G hI}¢ G νr I 0 :: G νa + bI h :: r!
7 06N a + bO#8E r?G zN x + yO I > ? z @x0`A 32B�5 p

* E zp x ¯ yq L oTp a ¯ bq#E/
This exampleraisessomeinterestingissuesconcerningthetypesystemwhich are
discussedat lengthin Section5.

Example 5: Routed Forwarding. Finally, we develop a longerprogram. We
write aprogramForwarderG h N in O + d N sO I whichestablishesaconnectionbetweenthe
local channelin andthe (possiblyremote)channels. By “connection”we mean
thatmessagessentinto in shouldeventuallyfind theirway to theservicechannels
atdestinationd. Suchaprogramis trivial to write in Dπ:P in?G xI d ::s!

7
x8
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Theunpleasantpartof theproblemspecificationis thatwe arenot allowedto as-
sumethat thereis a directconnectionfrom thecurrentlocationto d. Instead,the
programmust consultthe local methodrouteG d I which returnsthe nameof the
neighboringlocationthatis closestto d, i.e. somewherebetweenthecurrentloca-
tion andd.

To make theprogramreadable,we assumesomeadditionalsyntacticconven-
tions, including recursive definitions,

' B A -expressionsandthe notationfor remote
channelcreationintroducedin the previous example. Recursive definitionsare
known to be codeableusingiteration(as long asthe numberof definitionsis fi-
nite) [20]; the codingof

' B A -expressionsis straightforward (seee.g. [11]). The
Forwarder canbeimplementedasfollows:

ForwarderG h N inO + d N sO I°¢ > ? h @ d A 32B	5P in?G xI s!
7
x8B�' QTB ' B A n ± routeG d I> 5 G νncI n ::ForwarderG n N cO + d N sO IP in?G xI n ::c!

7
x8B�52² > ?

WhentheForwarder is started,it checksto seeif thedestinationd is thesameas
thecurrentlocationh. If h andd arethesame,thenthereis noneedfor routing,and
theprogramcansimplysetupaforwardingprocessfrom in to s: “ P in?G xI s!

7
x8 ”. If

h andd aredifferent,thenthenameof aneighborn is retrieved,wheren is between
h andd on thenetwork. Thenanew copy of thecodeis startedatn, anda forward
processis setupbetweenin andn.
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4 Types
In this sectionwe definea typing relationfor the languagepresentedin Section2
andshow that it is sound.To prove soundness,onenormallyprovestwo proper-
ties: subjectreductionandtype safety. Subjectreductionsayssimply that well-
typednessis preservedby reduction;i.e. if P is well typedandP d2f PJ thenPJ is
alsowell typed. Intuitively, typesafetyassertsthata well typedterm“doesnoth-
ing bad”; combinedwith subjectreductionit guaranteesthata termcannever do
the “bad” thing. What exactly is “bad” variesfrom onelanguageto another. In
the lambdacalculus,thebadthing maybeto reachanirreducibleform that is not
canonical;thusthetypesafetytheoremstatesthatif atermis well typed,theneither
it is canonicalor it canreduce.

In reactive languageswhich lacksuchcanonicalforms,suchasthepolyadicπ-
calculus,thestatementof typesafetyis moredelicate.Milner [20] describestype
safetyasfreedomfrom arity mismatches. For example,thesystem09C c!

7
a + b8gD�E09C c?G z: ' () I z::qD

gives rise to a runtime error becausethe first threadsendsa pair of channels,
whereasthe secondexpectsa singletonlocation. This definition of type safety
is relatedto thatfor thelambdacalculus:arity matchingis requiredfor substitution
(andthereforethereductionrule a - )h( bib ) to bedefined.

Typesafetyfor π-calculi with capabilitieswasfirst studiedby PierceandSan-
giorgi [24]; wepresentedanalternativeformulationin [25], whichwenow recount.
Thebasicideais thatevery instanceof a nameis taggedwith certaincapabilities
andeachinstancemayonly beusedasits capabilitiesallow; attemptsto useaname
without thepropercapabilityresultin runtimeerror. For thesimpletypelanguage
of Section2.1, only locationsneedbetagged,andeachinstanceof a locationmust
be taggedwith the setof channelnamesavailableto that instance.For example,
thename0&³ a ¯ b́ is aninstanceof location 0 atwhichonly thechannelsa andb may
beused.Thus,theterm 0 ³ a ¯ b́ C c!

7
a8RD wouldproducearuntimeerrorsincec is used

at 0 withoutpermission.
Thekey to sucha taggedsemanticsis therule for taggedcommunication.The

rule mustcapturethe fact thatwhenan instanceof a nameis communicated,the
permissionsit carriesmaybereduced.Thusin thereduction0 ³ ć C c!

7
k³ a ¯ b́ 8TDME10 ³ ć C c?G z: ' ()	* a:A /�I qDrd	fj0 ³ ć C q * E kµ a ¶ L z E/ D

k is receivedwith thecapabilityto useonly channela; i.e. thetaggedvaluek³ á is
substitutedfor z in q. Thetagfor channelb is removedsincethereceiving thread
hasnot explicitly requesteda locationwith capabilityb, but rathera locationz of
type

' ()�*
a:A / . Thus,if q hastheform z:: b!

7
V 8 , thena runtimeerrorwould occur

whenq attemptsto communicateonb.
This form of error is relatedto errorswhich occurin untypedlanguageswith

objector recordtypes: if methodb is requestedof an object instancethat does
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Table 4 SimpleTypes

Types: Subtyping:

LType: K :: @ ' ()�* Sa: SA /9+ ai distinct
' ()	* Sa: SA + Sb: SB /·; ' ()�* Sa: SA /

CType: A :: @ )�3	46517
ζ 8 A ; A

Type: ζ :: @ A Sζ Sζ ; Sξ if ¸ i : ζi ; ξi

K N SA O K N SA O ; L N SA O if K ; L

not provide methodb, a runtimeerror occurs. The taggedsystemis even more
discriminating,however, becauseit may be an error to requestb even at objects
whichdo,in fact,provideb: it is alsoimportantthattheparticularagentrequesting
b have receivedthecapability(or permission)to useb.

The sectionproceedsas follows. First, we describethe subtypingrelation.
Section4.2 thendefinesthe typing relationandpresentssubjectreduction. The
following subsectionpresentsa seriesof examplesdisplayingthe useof types.
Section4.4describesthetaggedlanguageandprovestypesafety. Thetaggedlan-
guageimproveson the one sketchedabove: ratherthan tag instancesof names
with capabilities,wetagagents; thusasagentsroamthesystem,theiraccumulated
capabilitiesareexplicitly recorded.

4.1 Subtyping

Table 4 recallsthe definition of simple typesfrom Section2.1 and presentsthe
definitionof subtypingfor thesetypes(it is theleastrelationthatsatisfiesthefour
rulesgiven). A locationcapability hasthe form a:A, i.e. a channela of type A.
Thenwe saythatL is a supertypeof K if every capabilityof L is alsoa capability
of K. Weusetheobviousnotationa:A z

K to indicatethatlocationtypeK contains
the capabilitya:A. Extendingthis view of locationtypesassetsof capabilities,
subtypingcanbeexpressedsimplyasreverseinclusion:

K ; L if K ¹ L

(Recallthatwe identify locationtypesup to reorderingof capabilities.)As anex-
ample,notethat

' (1)	*
a:A + b:B /�; ' ()2* a:A / . For simplicityof exposition,in thissec-

tion thereis nonon-trivial subtypingonchanneltypes;westudythesein Section6.
Subtypingonvaluesis structural,in anobviousway.

It is easyto show that ; forms a preorderon types(i.e. ; is reflexive and
transitive). Thissubtypingrelationalsohasaninterestingpropertywhichwill play
a crucialrole in Section5: it is finiteboundedcomplete, or FBC .

DEFINITION 4.1. We saythata preorderG S+�ºXI is finite boundedcomplete(FBC)
if for every finite nonemptysubsetS » S, if S hasa lower boundthen S hasa
greatestlower bound. That is, thereexistsa partial meetoperator¼ thatsatisfies
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the following property. Let r z S andS » S, S finite andnonempty;if for every
si
z S, r º si (i.e. r is a lowerboundof S) then ¼ S is definedand:½ ¼ S º si , for all si

z Sand½ r º ¼ S. ¾
To show that a preorderis finite boundedcompleteit sufficesto definea partial
binarymeetoperator¼ thatis commutativeandassociativeandsatisfiesthecondi-
tionsof Definition4.1onpairs.4 Thebinaryoperatorcanthenbelifted tononempty
finite setsin theobviousway:

¼ S @ s1 ¼ s2 ¼ ,$,�, ¼ sn wheresi
z S

DEFINITION 4.2. We definea partialbinaryoperator¼ over thetypesof Table4.
Thedefinitionis by inductionon thestructureof types.' ()�* Sa: SA / ¼ ' ()�* Sb: SB / @j¿ undefined if \ i + j : ai @ bj andAi W@ Bj' (1)	* Sa: SA + Sb: SB / otherwise

A ¼ A @ ASζ ¼ Sξ @ÀG ζ1 ¼ ξ1 +�,$,�,=+ ζn ¼ ξn I
K N ζ O|¼ L N ξ Ou@ÀG K ¼ L I N ζ ¼ ξ O ¾

The only non-trivial casein the definition is that for locationtypes. For channel
typesthemeetis undefinedexceptwhenthetypesareidentical;A ¼ B is undefined
if A W@ B. At other value typesit is simply a homomorphicextension,strict in
undefinedness.Note that the meetis only definedfor typesthat have the same
structureandfor whichall constituentcomponentshavea meet.Thus G A + B I ¼ÁG A I
is undefined,asis

' ()	*
a:A / ¼ ' ()�* a:B / , if A W@ B.

PROPOSITION 4.3. Theoperator ¼ definedaboveis a partial meetoperator.

Proof. By inductionon thestructureof types(andthuson thedefinitionof ¼ ), it
is straightforward to establishthat ¼ is commutative, associative andsatisfiesthe
constraintsof Definition 4.1for all pairsof types. ¾
4.2 A SimpleTypeSystem

Type Envir onments. The primary judgmentsof the type systemwill be of the
form Γ Â P whereΓ is a typeenvironmentandP is a systemterm; the judgment
Γ Â P is read“the termP is well-typedwith respectto environmentΓ.” Thepur-
poseof the type environmentis to provide a type for all of the free identifiersin

4By commutativity, wemean:If ζ Ã ξ is defined,thenξ Ã ζ is definedandζ Ä ξ, whereÄ is the
kernelof Å (ζ Ä ξ if f ζ Å ξ andξ Å ζ). Similarly, by associativity wemean:If � ζ Ã ξ �hÃ η is defined
thenζ Ã¤� ξ Ã η � is definedand � ζ Ã ξ �&Ã η Ä ζ Ã¤� ξ Ã η � .
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P. Sincethe typesystemis staticandthereforemustbedefinedover openterms,
typeenvironmentsmustprovidetypesfor variablesin additionto names.Thetype
environmentthusprovidesa view of every free identifier, wherethe type (indeed
theexistence)of a channelnameor variabledependsuponits location. We allow
variablesto receive valuesotherthansimplenames;soin additionto channeland
locationtypes,avariablemayhaveatupletypeSζ, or anexistentialtypeL N�G A1 ,�,$, An I O
(wheren is greaterthanzero). Giventheseconsiderations,we take typeenviron-
mentsto be mapsfrom identifiersto openlocation types, which have the form' ()�* Su:Sζ / . By contrast,the locationtypesof Section2.1 (

' (1)	* Sa: SA / ) arereferredto
asclosed. As anexample,thefollowing is a typeenvironment:

∆ @tÆ�0 : ' (1)2* a:A + x:B /9+ z: ' ()2* a:A J /�Ç
We write Γ G wI to refer to the typeof the locationw in Γ, andΓ G w + uI to refer

to the typeof the channelor variableu at locationw. So for ∆ asdefinedabove,
∆ G zI @ ' ()�*

a:A J / and∆ G#0 + xI @ B, whereas∆ G z+ xI is undefined.
Weusethesamemetavariables(K-M) to rangeoverbothopenandclosedloca-

tion types.It is importantto remember, however, thatopentypesmayonly appear
in type environments;all typesin termsareclosed. Thus,substitutionof values
into termshasnoeffecton thetypesthatmayappearin thoseterms.

Thesubtypingrelationis extendedin theobviousmannerfrom closedto open
locationtypes,usingopenlocation capabilitiesof the form u:ζ. Both subtyping
andthepartialmeetoperatorextendpointwiseto environments.For subtypingwe
have:

Γ ; ∆ if f ¸ w z domG ∆ I : Γ G wI|; ∆ G wI
Thepartialmeetoperator∆ ¼ Γ is undefinedif ∆ G wI ¼ Γ G wI is undefinedfor some
w z domG ∆ IUÈ domG Γ I , otherwise:

∆ ¼ Γ @ *
w:L E ∆ G wI ¼ Γ G wI @ L /É *
w:L E ∆ G wI @ L andw Lz domG Γ I�/É *
w:L E Γ G wI @ L andw Lz domG ∆ I�/

For example,if K ¼ K J is definedthen:* 0 :L + k:K / ¼MÆ k:K J + m:M Ç @ Æ�0 :L + k:K ¼ K J + m:M Ç
Envir onment Extension. We useΓ + w:K to representthe environmentΓ aug-
mentedby thenew entrywhichmapstheidentifierw to thelocationtypeK; this is
only definedif w is new to Γ, i.e. w is notalreadyin thedomainof Γ.

We usea similar notationfor identifiersat othertypes: Γ + wu:ζ augmentsthe
type of w in Γ with the new capabilityu:ζ; to be definedw mustalreadybe in
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the domainof Γ andu mustbe new to Γ G wI . For example,taking ∆ asdefined
previously, wehave

∆ @ * 0 : ' ()2* a:A + x:B /9+ z: ' ()	* a:A J /6/
∆ + zx:B J @ * 0 : ' ()2* a:A + x:B /9+ z: ' ()	* a:A J + x:B J /6/

whereas∆ + o x:B J is undefined.This notationextendsstructurallyto values.5 For
example,consider∆ asaboveandlet L @ ' ()�*

a:A JÊJ / ; thenwehave:

∆ + z G x + w N yO I : G B J + L NCO I @ * 0 : ' ()2* a:A + x:B /9+ z: ' ()	* a:A J + x:B J /9+ w:
' ()	*

a:A JËJ + y:C /6/
In the new environment,z is augmentedwith the extra capabilityx:B J , andw is
introducedasa new locationwith capabilitiesa:A JËJ andy:C. By way of contrast,
consider:

∆ + z G x + yI : G B J + L NCO I @ * 0 : ' (1)2* a:A + x:B /9+ z: ' ()2* a:A J + x:B J + y:L NCO /6/
Heretheexistentiallocationvaluey of typeL NCO is not fully deconstructed.When
studyingthetypesystem,notethat little canbedonewith identifierssuchasy; in
factthey canonly beusedin outputvalues.

Finally, recall from Section2.1 that channelrestrictionat the systemlevel is
written G νa:Λ I P, whereΛ is apartialfunctionfrom locationsto channeltypes.An
exampleof suchatermis G νa:

* 0 :A + k:A J /�I P, whichsimplydeclaresanew channel
a at locations 0 and k, with the appropriatetypes. In the typing rules, we will
write Γ + Λa to denotetheextensionof Γ with thenamea at thelocationsandtypes
declaredby Λ. For exampleif Λ @ * 0 :A + k:A J / , then:

Γ + Λa @ Γ + o a:A + ka:A J
Notethat in orderfor Γ + Λa to bedefined,all of thelocationsnamedin Λ mustbe
includedin thedomainof Γ.

The Typing System. Thetyping systemis givenin Table5. Thedefinitionuses
auxiliaryjudgmentsfor threads,identifiersandvalues.For threads,judgmentshave
theform Γ Â w p, indicatingthatthethreadp is well-typedto runat locationw, where

5 Formally, thedefinitionis asfollows. Thedefinitionmakesuseof thefactthatwe identify u:K
with u ÌÎÍ :K ÌÎÍ . Thusthefirst casedoesnotapplyif ζ is a simplelocationtypeK.

Γ ¡ wu:ζ � Γ Ã � w: � Ï&Ð � u:ζ
���

if w � dom� Γ � and u �� dom� Γ � w�K�
Γ ¡ w ÑV:Ñζ � Γ ¡ w � V1:ζ1 �g¡KÒÓÒÓÒ¬¡ w � Vn:ζn �

Γ ¡ w � u Ì ÑvÍ :K Ì ÑA Í.� � Γ ¡ u:K ¡ uÑv: ÑA if u �� dom� Γ �
Notethatanenvironmentcannotbeextendedwith a locationthatis alreadydefined.Also notethat
for Γ ¡ wV:ζ to bedefined,w mustalreadybedefinedin Γ. ThusΓ ¡ ww Ì ÑaÍ :K Ì ÑA Í is undefinedfor any
Γ andw.
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w z domG Γ I . This in turnusesjudgmentsof theform Γ Â w:L indicatingthatin Γ,
w hasat leastthecapabilitiesspecifiedby L. Finally, channelsandothervaluesare
typedusingjudgmentsof theform Γ Â w V:ζ, whichindicatesthatthevalueV is well
formedat w andhasat leastthecapabilitiesspecifiedby ζ. Recallthat in values,
we treatu:L asshorthandfor u NKO :L N#O . Locationtypes,bothsimpleandexistential,
areindependentof thelocationw atwhich they aretyped.

The heartof the typing systemarethe rulesfor threads,andin particularthe
rulesfor communicatingterms,A - _�Ô and A - a Ô . For example,to deducethatu!

7
V 8 q

is well-typedto runat locationw

Γ Â w u!
7
V 8 q

it is necessaryto establish½ Γ Â w V:ζ, i.e. V is a well formedvalueat w with capabilitiesspecifiedby
sometypeζ,½ Γ Â w u:

)�3	4657
ζ 8 , i.e. u is a channelat locationw which may communicate

valuesof typeζ, and½ Γ Â w q, i.e. q is well-typedto runatw.

The input constructis similar. To deduceΓ Â w u?G X:ζ I q we must,asbefore,
establishthatu is achannelof type

)	3	49517
ζ 8 at locationw, but in deducingthatq is

well-typedwemayusetheaugmentedenvironmentΓ + wX:ζ.
In the rule for codemovement, A - b (�c2B�Ô , the locationof the threadchanges:

to type Γ Â w u :: p onemustensurethat p is well typedat u, not w; thereforethe
premiseis Γ Â u p. Theremainingrulesfor threadsarestraightforward.Therulesfor
(mis)matchingarestandard.The rulesfor namecreationA - 52B�_w' Ô , A - 52B�_`)�Ô simply
augmentthe typing environmentin the appropriatemanner. The other rulesare
purelystructural.

Theextensionto systemsis alsostraightforward. Theonly interestingrule isA - aÖÕ 5&× for locatedthreads,whichhasthesamestructureas A - b (�c2B�Ô . Theremaining
rulesarestructuralrules,similar to thosefor threads.

Propertiesof Typing. We now sketchsomeresultsrelatedto the typing system
of Table5. Thefollowing propertyis immediatefrom thedefinitionof subtyping.

LEMMA 4.4 (TYPE SPECIALIZATION).
1. If Γ Â w:K andK ; L thenΓ Â w:L.
2. If Γ Â w V:ζ andζ ; ξ thenΓ Â w V:ξ. ¾
Thefollowing Propositionstatesthatwell-typing is preservedwhenthetyping

environmentis augmented;for theproofseeAppendixA.

PROPOSITION 4.5 (WEAKENING). If Γ Â P and∆ ; Γ then∆ Â P.

In LemmaA.2 of AppendixA we show that the type environmentmay alsobe
diminishedby removing identifiersthatdonotoccurfreein thetermbeingtyped.
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Table 5 A TypeSystem

Threads:

GKA - a Ô I Γ Â w u:
)�3	4657

ζ 8 Γ + wX:ζ Â w q

Γ Â w u?G X:ζ I q GKA - _ØÔ I Γ Â w u:
)�3	46517

ζ 8 + V:ζ + p
Γ Â w u!

7
V 8 p

G[A - B�k�' Ô I Γ Â w u:L + v:L + p + q
Γ Â w > ? u @ v A 32B�5 p

B�' QTB
q

G#A - Bhk6)�Ô I Γ Â w u:A + v:A + p + q
Γ Â w > ? u @ v A 32B�5 p

B	' QRB
q

GKA - b (�c2B�Ô I Γ Â w u:
' ()

Γ Â u p

Γ Â w u ::p
GKA - 52B�_<' Ô I Γ + m:M Â w p

Γ Â w G νm:M I p
GKA - Q A�a Ô I Γ Â w p + q

Γ Â w 5 > ' Γ Â w P p Γ Â w p E q GKA - 52B�_|)�Ô I Γ + wa:A Â w p

Γ Â w G νa:A I p
Systems:

GKA - aÖÕ 5&× I Γ Â u:
' ()

Γ Â u p

Γ Â u C pD GKA - 52B�_w' × I Γ + m:M Â P

Γ ÂÙG νm:M I P
G[A - Q A�a × I Γ Â P + Q

Γ Â 5 > ' Γ Â P E Q G[A - 52B�_|)h× I Γ + Λa Â P

Γ ÂÙG νa:Λ I P
IdentifiersandValues:

GKA - Q�' () I Γ G wI|; L

Γ Â w:L
G[A - > ² I Γ G w + uI|; ζ

Γ Â w u:ζ

GKA - B	' () I Γ Â u:L Γ Â u Sv: SA
Γ Â w u N SvO :L N SA O GKA - A�Õ s I ¸ i : Γ Â w Ui :ζi

Γ Â w SU:Sζ
THEOREM 4.6 (SUBJECT REDUCTION).

(a) If P n PJ thenΓ Â P if andonlyif Γ Â PJ .
(b) If Γ Â P andP d	f PJ thenΓ Â PJ .
As is oftenthecase,theproofof subjectreductiondependsheavily onasubsti-

tution lemma.

LEMMA 4.7 (SUBSTITUTION).
If Γ Â w V:ζ andΓ + wX:ζ Â u p thenΓ Â u³ Ú VÛ X Ú´ p

* E VL X E/ .
Thereis noresultfor substitutionin systemssincesubstitutionalwaysoccursat the
level of threads.Theproofsof theseresultsarein AppendixA.
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4.3 Examples
We now considersomesimple type inferences.As a first exampleconsiderthe
singleagent:

P @Ü09C c?G z:K I z::a!
7
V 8:D

At location 0 , P receiveslocationz onchannelc, thenmovesto zandcallsmethod
a. To bewell-typedrelative to Γ it is certainlynecessaryfor Γ G#0 I to have theform' ()�*

c:
)�3	46517R' ()	*

a:AV +�,�,$,./ 8 +�,�,$,./ , whereAV is thetype
)�3	46517

ζV 8 , andζV is thetype
of V. This typingensuresthatP doesnotcausea runtimeerror. For example,let:

Q @ k CK0 ::c!
7
k 8wE a?G X I qD

If Γ G k I hastheform
' ()�*

a:AV +-,�,�,Î/ , thentheagentsP andQ cancommunicatein the
combinedsystemG P E QI . Thefirst sub-agentof Q movesto 0 andcommunicates
with P, thesecondsub-agentof Q waitsatk for theresponse.

Herethereis an a priori agreementbetweenthe two agentsthat any location
transmittedon c will have a publicly availablechannela. It is often desirableto
generatenew channels,asdescribedin Example3. Suchanagentis thefollowing
QJ :

QJ @ k C�G νb:AV I 0 ::c!
7
k N bO[8¤E b?G X I qD

Herea new channelb of theappropriatetypeis generatedandthestructuredvalue
k N bO is transmitted.Thecorrespondingversionof thefirst threadis

PJ @Ü09C c?G zN xO : ' (1) N AV O I z::x!
7
V 8TD

Ratherthancommunicatingover thepublic channela, the threadsusetheprivate
channelb, which is boundto x in the receiver. The useof structuredvalues(or
existentialtypes,if you prefer)is essentialto getPJ to bewell typed;theanalysis
of the threadz:: x!

7
V 8 is performedin anenvironmentin which the identifierz is

known to containthe capabilityx:AV. Note that theseagentsmay even be well
typedin anenvironmentwherek hasnoknown capabilities(i.e. Γ G k I @ ' (1)

).
A mixtureof public andprivatechannelsis possibleby combiningthemecha-

nismsof theprevioustwo examples;for example:

PJÊJ @x06C c?G zN xO :ζzI z:: G x!
7
V 8ÝE a?G yI pI D

QJÊJ @ k C�G νb:AV I 0 ::c!
7
k N bO[8ÞE b?G X I a!

7
X 8 qD

Supposethat ζz @ ' (1)	*
a:AV / N AV O . Again a new channelb is generatedand the

valueV is bouncedbackandforth atk usingb andthepublicchannela.

We finish with someexamplesof systemsthatcannotbe typed. Thesimplest
caseis themisuseof achannel.Thesystem06C c?G xI x::pDuE k CK0 ::c!

7
a + b8 qD
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is not typablein any typing environment. The two agentsmake inconsistentre-
quirementson thetypeof thechannelc at thelocation 0 . Thefirst demandsa type
of theform

)�3	465U7R' () 8 while thesecondrequiresa typeof theform
)�3	46517

ζa + ζb 8 .
A moreinterestingexampleis thefollowing:

09C c?G zN xO I G νaI d!
7
zN x + aO#8RD

Thisagentinputsa locationzwith channelx, thenallocatesachannelat 0 andthen
attemptsto sendz with thechannelsx anda. This termis clearlyunsoundwhena
locationotherthan 0 is sentonc; i.e. channela is notknown to beavailableatz. A
similarproblemoccursin theterm:

06C c?G zN xO I > ? x @ a A 32B	5 qJ D
This term cannotbe typedbecausethe matchingrule A - b 4 A )�3�Ô requiresthat the
two identifiersbeingcompared(x anda) belocatedat 0 , andx is not known to be
locatedat 0 .

Finally, supposeΓ is a type environmentin which Γ G k + cI @ )	3	49517R' (1)2*
a:A / 8 .

Thentheagentk C c?G zI z::b!
7
V 8TD cannotbetypedrelative to Γ. To do soit would

benecessaryto typeb!
7
V 8 at locationz:

' ()	*
a:A / .

4.4 The TaggedLanguageand TypeSafety

We now formalizea suitablenotion of runtimeerror for our languageandprove
that well-typedsystemsarefree of sucherrors. To do so, the languagemustbe
enrichedwith permissions;aruntimeerroroccurs,then,whenanameis usedwith-
out permission.In [25] we definedsuchanenrichedlanguageby placingtagson
every instanceof a name.Herewe take analternative approach.Ratherthantag
every instanceof a name,we tagthreads;thusasa threadevolves,its accumulated
capabilitiesareexplicitly recorded.A runtimeerroroccursif a threadattemptsto
useanamecontraryto thelimitationsimposedby theseexplicit capabilities.

The syntaxandsemanticsof the taggedlanguagearegiven in Table6. The
syntaxof threadsandvaluesis unchangedfrom that of Table1; only the system
level is affected,andhereonly the clausefor agents.Eachagentof the original
language06C pD is taggedwith a closedtype environmentΓ which representsthe
capabilities(or permissions)of theagent.

06C pD ³ o : ß à ¦ ³ a:A ¯ b:B ´-¯ k: ß à ¦ ³ a:A á¬´R´
hasknowledgeof resourcesa andb at 0 and of resourcea at k. In addition to
recordingthe namesof availableresources,the tag also recordsthe permissions
thattheagenthasacquiredfor theuseof that resource(thetypesA, B andA J ). This
additionalinformationallowsfinecontrolin thedefinitionof runtimeerror.

The reductionsemanticsof Section2.2 is adaptedto show how tagsevolve
over time. To avoid confusion,we write P â d2f PJ for taggedreduction.Theonly
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Table 6 TheTaggedLanguage

Syntaxfor Systems(Threads,Ids,PatternsandValuesfrom Table1):

P :: @ã06C pD Γ 5 > ' P E Q G νa:Λ I P G νm:M I P
Reduction(rules a - Q A�a from Table2):G:a Ô - b (�c2B I 06C k ::pD Γ â d2f k C pD ΓG:a Ô - )�( bib I 06C a!

7
V 8 pD Γ E�09C a?G X:ζ I qD ∆ â d2fä09C pD Γ Eh06C q * E VL X E/ D ∆ å ³�æ V:ζ ´Gga Ô - B�kUl I 06CR> ? e @ e A 32B�5 p

B	' QRB
qD Γ â d2fä09C pD ΓGga Ô - B�k6m I 09CR> ? e @ d A 32B�5 p

B	' QRB
qD Γ â d2fä09C qD Γ if e W@ d

Structuralequivalence(rule
Q
-
B�y A�a from Table3):G QgÔ - 5 > ' I 09C 5 > ' D Γ n 5 > 'G Q:Ô - Q�s6' > A I 09C p E qD Γ nt09C pD Γ E#09C qD ΓG QgÔ - > A�a I 06C P pD Γ nt09C pD Γ E#09C P pD ΓG QgÔ - 52B�_`) I 06C�G νa:A I pD Γ nvG νa:

* 0 :A /:I 09C pD Γ ¯ æ a:AG QgÔ - 52B�_w' I 06C�G νk:K I pD Γ nvG νk:K I 06C pD Γ ¯ k:K if k W@x0
Typing relation(all rulesfrom Table5 but A - a�Õ 5&× ):

GKA Ô - aÖÕ 5&× I ∆ Â u:
' (1)

∆ Â u p

Γ çè06C pD ∆ Γ ; ∆

non-trivial changeis to therule a - )�( béb . Beforediscussingit, we briefly describe
the changesto the otherrules. First considerthe structuralequivalencereported
in Table 6. In the rules

QgÔ
-
Q�s6' > A and

QgÔ
- > A�a , note that when an agentsplits, each

of the newly created“child” agentstakesa copy of the capabilitiesprovided by
the “parent”; e.g. 06C p E qD Γ n{09C pD Γ EÖ06C qD Γ. Notealsothatwhena “private” name
becomes“public” (

Q:Ô
-
52B�_`)

and
QgÔ

-
52B�_w'

) theagentis giventhecapabilityto usethe
onceprivatename.

In the reductionrules a Ô - b (�c2B and a Ô - B�k , agentspreserve their capabilitiesas
they reduce. Only in rule a Ô - )h( bib arecapabilitiesmodified. The rule usesthe
notation“

* o V:ζ / ” which definesa typeenvironmentin which thenamesin V are
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assignedthetypesin ζ at 0 . For example:6* o G a + k N bO I : G A + ' (1)	* c:C / N B O I�/ @ * 0 : ' (1)2* a:A /9+ k:
' ()	*

c:C + b:B /6/
In therule a Ô - )�( bib , whichstates

09C a!
7
V 8 pD Γ Eh06C a?G X:ζ I qD ∆ â d2fä06C pD Γ E�09C q * E VL X E/ D ∆ å ³�æ V:ζ ´

therearetwo agentsat 0 : onewilling to sendthevalueV, andtheotherwaiting to
receive a valueinto X. Recallthatobj G A I denotesthetransmissiontype,or object
typeusedin thechanneltypeA, i.e. obj G )�3	46517 ζ 8 I @ ζ. Thecapabilitiesofferedby
the senderaredeterminedby obj G Γ G#0 + aI�I , i.e. the type that the senderassignsto
channela. Thecapabilitiesexpectedby thereceiver aredeterminedby the recep-
tion typeζ, whichmustbeasupertypeof obj G ∆ G#0 + aI�I . If thesenderis unwilling to
sendsufficientcapabilitiesto satisfythereceiver(i.e. obj G Γ G[0 + aI-I}ê ζ), thenarun-
timeerrorwill occur;wediscussthis later. Otherwisethecommunicationproceeds
and,afterreceiving thevalueV, thereceiver’scapabilitysetis augmentedwith the
capabilitiesspecifiedby V andζ at 0 .

As anexample,let ζ @ ' ()2* / NCO in thefollowing taggedsystem:

06C a!
7
k N cO[8 pD�³-ëËëËë ¯ k: ß à ¦ ³ b:B ¯ c:ĆT´ E106C a?G zN xO :ζ I qD�³�ëËëËë ¯ k: ß à ¦ ³ d:D ´T´

After thecommunicationthesystemis:

09C pD ³ ëËëËë ¯ k: ß à ¦ ³ b:B ¯ c:ĆT´ E106C q * E k p cq L zp xqKE/ D ³ ëËë�ë ¯ k: ß à ¦ ³ d:D ¯ c:C ´R´
The receptorhas gainedcapabilitiesthrough this communication,as mediated
throughthereceptiontypeζ.

Thetyping systemis extendedto thetaggedlanguagesimply by changingthe
rule A - aÖÕ 5&× , asshown in Table6. To helpdistinguishtaggedanduntaggedsystems,
we usethe symbol ç when writing typing judgmentsfor taggedsystems. (On
threadsandvaluesthesyntaxandtypingsystemsareidentical.)To infer Γ çì06C pD ∆
it mustbethecasethatΓ ; ∆ and∆ Â æ p. Thefirst requirementsimplyverifiesthat
thetagsareconsistentwith theglobaltypesspecifiedin Γ. Thesecondrequirement

6 Thenotation
�Rí

V:ζ
�

is definedby inductionon V similarly to thedefinitionof Γ ¡ wV:ζ given
onpage19. As there,thefirst caseof thedefinitionappliesonly if ζ is notasimplelocationtypeK.�Rí

u:ζ
� � � � : � Ï�Ð � u:ζ

�h�� í ÑU:Ñζ � � � í U î :ζ î � Ã�ï�ïKï�Ã � í Un:ζn
�� í

w Ì ÑuÍ :K Ì ÑA Í � � � w:K
� Ã � wÑu: ÑA �

Somepropertiesof thisdefinitionarestatedin LemmaA.6 of AppendixA.
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guaranteesthat the agentusesthe resourcesin the systemonly as it is allowed.
Consider:

k C a!
7 8RD ³ ëËëËë ¯ k: ß à ¦ ³ c:ĆT´

Heretheagentis attemptingto usethechannela at k, which it is not permittedto
do. This term cannotbe well-typed,even undera type environmentthat defines
channela atk.

THEOREM 4.8 (TAGGED SUBJECT REDUCTION).
If Γ ç Q andQ â d2f QJ thenΓ ç QJ .

The proof of subjectreductionis similar to the proof for the untaggedlanguage;
thedetailsarein AppendixA.

Beforedescribingruntimeerror, we establishthat taggedanduntaggedreduc-
tion are closely related. To do this, we definea function “tagΓ” which takes a
(closed)systemin theuntaggedlanguageandreturnsthesetof taggedtermswhich
cansafelybe derived from it usingΓ. Throughoutthe restof this discussionwe
will useP to rangeover untaggedtermsandQ to rangeover taggedterms. The
function“tagΓ” is definedon thestructureof systemsasfollows:

tagΓ G 5 > ' I @ *65 > ' /
tagΓ G#09C pD I @ * 09C pD ∆ E Γ ; ∆ and ∆ Â æ p /

tagΓ G P1 E P2 I @ *
Q1 E Q2 E Qi

z tagΓ G Pi I /
tagΓ G�G νm:M I PI @ * G νm:M I Q E Q z tagð Γ ¯m:M ñ G PIX/
tagΓ G�G νa:Λ I PI @ * G νa:Λ I Q E Q z tagð Γ ¯Λa ñ G PIò/

Thedefinitionof tagΓ G PI is adapteddirectly from therulesfor typing taggedsys-
tems,thereforethefollowing Lemmacanbetrivially verified:

LEMMA 4.9.
(a) tagΓ G PI is nonemptyif andonly if Γ Â P.
(b) If Q z tagΓ G PI thenΓ ç Q. ¾
Notethatawell-typedsystemcanberegardedasa taggedsystemin which the

tagson threadscanbe intuitively, andautomatically, inferredfrom the typing. If
we know that thesystemis well-typedwith respectto Γ, thenthefunction“tagΓ”
canbedeterminized,thusproviding amethodfor generatingsuchaterm.To doso,
we needonly simplify therule for agentsto tagΓ G#06C pD I @ * 09C pD Γ / . We will write
“tagΓ G PI ” to referto thisdeterminizedversionof thefunction.

The following Propositionshows that taggedanduntaggedreductioncanbe
consideredinterchangeable.

PROPOSITION 4.10. SupposeQ z tagΓ G PI , then
(a) P d	f PJ implies \ QJ : QJ z tagΓ G PJ I : Q â d2f QJ
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Table 7 RuntimeErrorsG B - B�k�' I 06CR> ? k @ m A 32B	5 p
B�' QTB

qD Γ errâ d£f if k Lz Γ or m Lz ΓG B - B�k6) I 06CR> ? a @ b A 32B	5 p
B�' QTB

qD Γ errâ d£f if a Lz Γ G#0 I or b Lz Γ G[0 IG B - Q�52² I 06C a!
7
V 8 pD Γ errâ d£f if Γ o G V I�ê obj G Γ G#0 + aI�IG B - a )�c I 06C a?G X:ζ I qD ∆ errâ d£f if obj G ∆ G#0 + aI�IHê ζG B - )�( béb I 06C a!

7
V 8 pD Γ EU06C a?G X:ζ I qD ∆ errâ d£f if obj G Γ G[0 + aI-Iuê obj G ∆ G[0 + aI-I

G B - 52B�_ I P errâ d£fG νeI P errâ d£f G B - Q A�a I P errâ dYf
P E R errâ d£f P n Q Q errâ dYf

P errâ d£f
(b) Q â d2f QJ implies \ PJ : QJ z tagΓ G PJ I : P d	f PJ

Proof. In both cases,one must first establisha similar result for the structural
equivalence,usingthesubjectreductionresultsfor thestructuralequivalence.The
main resultscanthenbe verified. The proof is by inductionon the definition of
reduction,usingtheSubjectReductionTheoremsfor thetaggedanduntaggedse-
mantics.Theproof is simpleandtediousandleft to theinterestedreader. ¾
Runtime Err ors. Intuitively, a runtimeerror occurswhenever an agent usesa
namecontrary to thecapabilitiesit hasacquiredfor thatname. This informal idea
is readily formalizedin the taggedlanguage.The definition is given in Table7
asa unarypredicateover taggedsystemsP errâ dYf . We write P errâ d£ód$f for ôwG P errâ d£f I .
For example,the rule

B
-
B�k6)

statesthat it is in an error for an agentto attemptto
comparetwo channelnamesthat do not belongat the currentlocation. Thereis
no rule for the move operator, becausein the currentcontext thereareno errors
associatedwith thatoperator(but seeSection6).

The most interestingaxiomsare for communication.Theseusethe notation
Γ o G V I to denotethe leasttype,if any, which the typing environmentΓ canassign
to thevalueV at 0 . Γ o G V I is definedinductively on thestructureof V:

Γ o G aI @ Γ G#0 + aI
Γ o G k NV O I @ Γ G kI N Γk G V I O

Γ o G�G V1 ,�,�,Vn I�I @ÀG Γ o G V1 I�,�,�, Γ o G Vn I�I
As usual,Γ o G V I is strict in undefinedness;for example,if a Lz domG Γ G#0 I�I , then
Γ o GTG a + bI�I is undefined.Onecaneasilycheckthefollowing Lemma.

LEMMA 4.11. For anyvalueV, if Γ Â æ V:ζ thenΓ o G V I is definedandΓ o G V I`; ζ,
andthereforebyLemma4.4Γ Â æ V:Γ o G V I . ¾

Thesimplestform of communicationerror is anarity mismatch,i.e. the sent
valueV cannotbetypedat thereceptiontypeζ. As discussedin Section4.3, such
errorsin our settingincludesenderswhich communicatevalueswithout sufficient
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permission,or receiversthat attemptto secretly“bump up” the capabilitieson a
receivedname.A simplerule for communicationerrorsis thus:

09C a!
7
V 8 pD Γ E09C a?G X:ζ I qD ∆ errâ d£f if Γ G V I�ê ζ

This rule requiresthatthesenderhaveall of thepermissionsonV thatthereceiver
requests(via ζ). While this rulepreventssendersfrom “makingup” capabilities,it
doesn’t keepreceiversfrom doingso.For example,let

A @ )�3	46517R' ()	*
b:B / 8 C @ )�3	465U7

A 8
andsupposeΓ G#0 + cI @ )�3	465U7

A 8 . Thenusingtheruleproposedabove,thesystem

06C�G νa:A I c!
7
a8 a!

7
k 8:D Γ EU06C c?G x:A I x?G z: ' (1)2* b:B + d:D /�I qD ∆

will not producean error, as long as ∆ G k I actuallyhasthe b andd capabilities.
However, the receiving agenthasclearly gainedmore capabilitiesat k than the
senderintended(indeed,morecapabilitiesthesenderhasitself), namelyaccessto
d. Theproblemhereis thattheintermediaryroleof channela is ignored.Thuswe
areled to therefinedrulesgivenin Table7. Usingtheserules(in particular

B
- a )�c ),

theagent

06C c?G x:A I x?G z: ' (1)2* b:B + d:D /�I qD ∆
will produceanerrorafterits first input.

With this motivation, let us discusseachof the rulesin turn. Therearethree
differentreasonswhy a runtimeerrormightoccurdueto communication.½ The senderattemptsto forge capabilities.Rule

B
-
Q�52²

saysthat V may not
be senton a if a requiresmore capabilitiesthan availableat V. Thus an
error occursif the sender’s view the value to be sentdoesnot satisfy the
requirementsof (thesender’s view) of thecommunicationchannela. Note
thatthis includesthepossibilitythatΓ G[0 + aI is notdefined,i.e. thesenderhas
noa capabilityat 0 .½ Thereceiverattemptsto forgecapabilities.Rule

B
- a )�c saysthatasendermay

not assigna received valuemorecapabilitiesthanareallowed by a. Thus
anerroroccursif thereceiver’s view of thevalueto bereceivedexceedsthe
capabilitiesof (the receiver’s view) of thevaluescommunicatedon channel
a. Again this includesthecasewhen∆ G#0 + aI is undefined.½ Thesenderandreceivercannotagreeontheuseof a. Rule

B
-
)h( béb precludes

this possibility. Thusan error occursif the sender’s view of channela is
incompatiblewith thereceiver’sview.
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The interestedreaderis invited to checkthat the examplesof systemswhich
cannotbe typed,givenat the endof the last section,canall formally give rise to
runtimeerrors.

Takentogether, therulessaythatin orderfor thesystem

06C a!
7
V 8 pD Γ E106C a?G X:ζ I qD ∆

to avoid runtimeerror, eachof thefollowing constraintsmustbesatisfied:

Γ G V I�; obj G Γ G#0 + aI�I}; obj G ∆ G[0 + aI-Iu; ζ

THEOREM 4.12 (TYPE SAFETY). Γ ç Q impliesQ errâ d£ód�f .

Proof. We prove the contrapositive, namelyQ errâ d£f implies that for no Γ canwe
prove Γ ç Q. The proof proceedsby inductionon the definition of Q errâ dYf . For
the rule involving thestructuralequivalence,we theSubjectReductionTheorem,
which statesthat if Q n QJ thenΓ Â Q if f Γ Â QJ . Theothercasesareall straight-
forward.We presenta representativecase,

B
-
Q�52²

. Therulestates:

06C a!
7
V 8 pD Γ errâ d£f if Γ o G V I�ê obj G Γ G#0 + aI�I

By way of contradiction,assumethat ∆ çÜ06C a!
7
V 8 pD Γ. We show that from this

premisewemayconcludeΓ o G V I�; obj G Γ G#0 + aI�I , leadingto acontradiction.
Usingthepremiseandtherule A Ô - aÖÕ 5&× , wehavethatΓ Â æ a!

7
V 8 p. This judgment

canonly beachievedusing A - _�Ô , andthereforewe have thatΓ Â æ a:
)�3	46517

ζ 8 + V:ζ for
someζ. Using Lemma4.11, we thereforemay concludethat Γ o G V Iõ; ζ. Using
similar reasoning,wehave

)	3	49517
ζ 8£@ Γ G#0 + aI , andthusζ @ obj G Γ G#0 + aI�I . Wethere-

foremayconcludethatΓ o G V I�; obj G Γ G#0 + aI�I , asdesired. ¾
TheTypeSafetyandSubjectReductionTheoremsensurethatwell-typedsys-

temsdo not give rise to runtimeerrors. Specificallyif Γ Â P thenwe cantake P
to representthetaggedtermtagΓ G PI . Proposition4.10ensuresthatP andtagΓ G PI
have essentiallythesamereductionsequences.Moreover, if tagΓ G PI â d2f÷ö QJ then
QJ errâ d£ód�f . This laterpropertyfollowsfrom amoregeneralcorollary:

COROLLARY 4.13.
(a) If Γ Â P andP d	f÷ö PJ thentagΓ G PJ I is nonempty.
(b) QJ z tagΓ G PJ I impliesQJ errâ d}ód$f .
(c) If Q z tagΓ G PI andQ â d2f÷ö QJ thenQJ errâ d£ód$f .

Proof. (a) follows from Proposition4.10, since Γ Â P implies that tagΓ G PI is
nonempty. (b) follows from Lemma4.9b and Theorem4.12. (c) follows from
Lemma4.9b, Theorem4.8(usinginductionon â d2f ö ) andTheorem4.12. ¾
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5 An Impr ovedTyping System
Herewe arguethat thetyping systemof theprevioussectionis too restrictive and
suggesta simplemodificationwhich enablesa muchlargerclassof systemsto be
typed.

Considerthefollowing thread:

a?G z1 N x1 O :ζ1 I b?G z2 N x2 O :ζ2 I z1 ::d!
7
x1 + x2 8

This threadcannotbetyped,andreasonablyso,asit caneasilygiveriseto runtime
errors.Thethreadreceiveslocationz1 with privatechannelx1 andlocationz2 with
privatechannelx2. Thevariablesz1 andz2 may, of course,beboundto different
locationsat runtime;nonetheless,the threadattemptsto usex2 asthoughit were
local to z1 providing thepotentialfor a runtimeerror.

If the useof x2 at z1 is guardedby the conditionz1 @ z2, however, no such
runtimeerrorcanoccur:

r
def@ a?G z1 N x1 O :ζ1 I b?G z2 N x2 O :ζ2 I > ? z1 @ z2 A 32B	5 z1 ::d!

7
x1 + x2 8 (*)

Assumingthatfor someEi, thetypesζi satisfytheconstraints

ζ1 ; ' (1)	*
d:
)�3	4657

E1 + E2 8 / N E1 O ζ2 ; ' (1) N E2 O (**)

thenthisterm(moreformally, ataggedversionof it) cannevergiverisetoaruntime
error. Theoutputon d is only ever executedwhenit hasbeenestablishedthat the
two receivedchannelsareat thesamelocation.Nonetheless,our typesystemwill
rejectit. Thereasonis thattherule for matchingtakesnonoticeof amatch:

Γ Â w u:E + v:E + p + q
Γ Â w > ? u @ v A 32B	5 p

B�' QRB
q

To type“ > ? u @ v A 32B�5 p
B�' QTB

q” thesubtermsp andq mustbewell-typedwith respect
to theoriginal typeenvironmentΓ.

Considerthe threadr given in (* ). Supposethat we areattemptingto prove
that ∆ Â æ r, wherethe ζi which appearin r arethe greatesttypesthat satisfy(** )
(i.e., take theinequationsin (** ) to beequations).Thenwhentyping thesubterm
“d!

7
x1 + x2 8 ” of r weareobligedto show

∆ + z1:
' (1)	*

d + x1 /9+ z2:
' (1)	*

x2 / Â z1 d!
7
x1 + x2 8

but thisclearlyis notprovablesincex2 is undefinedatz1.
Therearesafewaysto type suchterms,however. Oneapproachwould be to

augmentthe type environmentwith an equivalencerelationbetweentypes. The
solutionwe adoptextendsthedefinitionof the typing relation(Table5) with one
additionalrule, givenin Table8. We write Γ Â J P to indicatethatP is well-typed



ResourceAccessControlin Systemsof Mobile Agents 31

Table 8 An ImprovedTypeSystem

All rulesfrom Table5 except A - B�k�' Ô .
G#A - B�k�' JÔ I Γ ÂZJ u:K + v:L Γ ÂYJw q Γ ¼ * u:L + v:K / ÂZJw p

Γ Â Jw > ? u @ v A 32B�5 p
B	' QRB

q

usingthisslightly weaker typingsystem;similarly wewrite Γ ç J Q, if Q is tagged.
Whereasthe useof anequivalencerelationin the type systemis somewhatmore
general,ourapproachhastheadvantageof simplicity andis sufficientfor all of the
exampleswehave found.

Thenew typing systemimprovesover theold by replacingA - B�k�' Ô with thenew
rule A - B�k�' JÔ for matchinglocations.In theold typesystem,matchingis “a no-op” in
thesensethatthefactthattwo identifiershave beenfoundto beequalprovidesno
“advantage”to thethreadthatmakesthematch.Thenew ruleallowsthesystemto
typethreadsthatdo takeadvantageof a match.A - B�k�' JÔ statesthatthethread> ? u @ v A 32B�5 p

B	' QRB
q iswell-typedto runatw, relative

to Γ if u andv arelocations,q is well-typedwith respectto Γ andp is well-typed
with respectto theaugmentedenvironmentwhichequatesthecapabilitiesof u and
v. Theweaker requirementon p is reasonablebecauseafterthematchu @ v these
locationsareknown to be identical. Note that locationtypesall have a common
supertype“

' ()
”, andthereforetherule A - Bhk�' JÔ canbeappliedto any matchbetween

locationnamessimply by takingL andK to be
' (1)

, althoughin this casethereis
no advantageto using A - B�k�' JÔ over theold rule A - Bhk�' Ô . We have not addeda rule for
channelsbecausesubtypingon channeltypesis trivial, andthereforethe original
rule A - B�k6)�Ô is sufficient.

The new type systemwould be uselessif it weren’t sound. All of the results
from Section4.2andSection4.4alsoapplyto theimprovedtypesystem.Westate
only subjectreductionandtypesafetybelow. For proofsseeAppendixA.

THEOREM 5.1 (SUBJECT REDUCTION, TYPE SAFETY).
(a) If Γ Â J P andP d	f PJ thenΓ Â J PJ .
(b) If Γ ç�J P andP â d2f PJ thenΓ ç�J PJ .
(c) Γ ç¤J P impliesP errâ d}ód$f .

Examples. Revisiting example(* ), we seethat to derive ∆ Â Jæ r it is sufficient to
establish:

∆ + z1:
' ()�*

d + x1 /9+ z2:
' (1)	*

x2 / Â Jæ > ? z1 @ z2 A 32B�5 z1 ::d!
7
x1 + x2 8

Now usingthenew rule A - Bhk�' JÔ thiscanbereducedto

∆ + z1:
' ()	*

d + x1 + x2 /9+ z2:
' ()�*

d + x1 + x2 / Â Jæ z1 ::d!
7
x1 + x2 8
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which is straightforwardto establish,assumingtheconstraintsof (** ).
Theaugmentedtypesystemis alsoneededin orderto typethe“remotechannel

creation”codereportedin Example4 of Section3. Therewepresentedanencoding
of

T G hI}¢ 0 :: G νa + bI h ::p (†)

as:

T G hI}¢ G νr I 0 :: G νa + bI h :: r!
7 06N a + bO#8E r?G zN x + yO I > ? z @x0`A 32B�5 p

* E zp x ¯ yq L oTp a ¯ bq#E/ (‡)

Usingthetypesystemof Section4.2, thefactthat(†) is well-typeddoesnot guar-
anteethat(‡) is well-typed;using A - B�k�' JÔ , however, thispropertycanbeestablished.
The “routed forwarding” example(Example5) also requiresthe improved type
system.

In fact therearemany casesin which it is useful for an agentto accumulate
knowledgeof thecapabilitiesof a locationascomputationproceeds.This appears
to be essentialfor codingcertaintypesof programsin a languagesuchas ours
whereaccessto distributedresourcesis controlledusingexplicit capabilities.

As a particularlysimpleexample,considera server agentthatprovidesinfor-
mationabouta freshlycreatedlocationpiecemeal:

k C�G νa + b + cI G ν 0 : ' ()�* a + b + c /�I d!
7 09N aO#8 e!

7 06N bO[8 f !
7 06N cO#8RD

Herethe server createsa new location 0 with threelocal methodsa, b andc and
graduallyexportsknowledgeof 0 andits resources,oneat a time, on the public
channelsd, e and f . A client of sucha server, knowing to expect this trickle of
information,might take theform:

k C d?G z1 N x1 O I e?G z2 N x2 O I > ? z1 @ z2 A 32B�5 f ?G z3 N x3 O I > ? z1 @ z3 A 32B�5 qD
As communicationwith theserver agentproceeds,theclient getsmoreandmore
capabilitiesat 0 .

In thiscase,it mightbeniceto haveatypesystemin whichthedynamicchecks
wereunnecessary, i.e. in which thedependency betweenthezi couldbeexpressed
statically. We discussthis furtherin theconclusion.
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6 TypeExtensions
In thissectionweshow how to extendour resultsto arichertypesystemwith non-
trivial subtypingon channeltypes. Following PierceandSangiorgi [24], channel
subtypingis definedusing read andwrite capabilities. Our requirementthat all
typesbe FBC, however, forcesus to follow a moregeneralapproachthanthat of
[24]. Examplesof theuseof theseextendedtypesmaybe foundtowardstheend
of thesection.

Typesand Subtyping. Thedefinitionof extendedpre-typesis givenin Table9,
whereweexplicitly introducesyntacticcategoriesfor locationcapabilitiesκ-λ and
channelcapabilitiesα-β. Wedefinetypesbelow, afterdiscussingsubtyping.

In theextendedlanguagewe will requireexplicit capabilitiesto performoper-
ationson locations;thusthe setof locationcapabilitiesis extendedfrom that of
Section4. Thenew capabilitiesare:½ùøFú�û9ü , theability to moveto thelocation,and½ùý1ü9þ<ÿ , theability to createanew localchannel.

In otherlanguages,suchasthatconsideredin [25] othercapabilitiesmight bede-
fined, suchasthe capability to halt or migrate a locationor the ability to create
sublocations.

Sinceweallow subtypingonchanneltypesthedefinitionof subtypingon loca-
tion typesmustgeneralizethatof previoussections.There,subtypingcorresponded
to reversesubsetinclusionon capabilities.For theextendedtypesystem,we have
that K ; L if for every capabilityλ z

L thereexists a capabilityκ z
K which is

“at leastasgood”, i.e. κ ; λ. Herethelocationcapabilitiesκ andλ arecompared
inductively usingtheassociatedtypes,e.g. a:A ; a:B if A ; B.

Wealsodefinecapabilitiesfor channels,whichmaybeinterpretedasfollows:½ a 7 ζ 8 grantspermissionfor anagentto receive valuesV from a channeland
thento useeachV with at mostthepermissionsspecifiedby ζ; and½ _ 7 ξ 8 grantspermissionfor anagentto sendvaluesV into a channel,aslong
asthatagenthas,oneachV sent,at leastthepermissionsspecifiedby ξ.

Subtypingfor channelsis just asfor locations: A ; B if for every capability
β z B thereexistsacapabilityα z

A suchthatα ; β. But thesubtypingrelationon
channelcapabilitiesis moreinteresting:a 7 ζ 8 ; a 7 ζ J 8 if ζ ; ζ J_ 7

ξ 8 ; _ 7 ξ J=8 if ξ J ; ξ

As oneshouldexpectfrom theintuitivedescriptionsgivenabove,thereadcapabil-
ity is covariant,whereasthewrite capabilityis contravariant. Thusa receiver can
always take fewer capabilitiesthanspecifiedby ζ, whereasa sendercanalways
sendmorecapabilitiesthanspecifiedby ξ.
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Table 9 ExtendedPre-Types

Capabilities: Subtyping:

κ :: @ øFú�û9ü ý1ü6þ<ÿ κ ; κ
a:A a:A ; a:B if A ; B

α :: @ a 7 ζ 8 a 7 ζ 8 ; a 7 ζ J=8 if ζ ; ζ J_ 7
ξ 8 _ 7

ξ 8 ; _ 7 ξ J=8 if ξ J ; ξ
Pre-Types:

K :: @ ' ()�* Sκ / K ; L if ¸ λ z L : \ κ z K : κ ; λ
A :: @ )�3	4656* Sα / A ; B if ¸ β z B : \ α z

A : α ; β
ζ :: @ A Sζ Sζ ; Sξ if ¸ i : ζi ; ξi

K N SA O K N SA O ; L N SB O if K ; L and SA ; SB
DEFINITION 6.1 (EXTENDED TYPES).

(a) A locationpre-typeK is a typeif a:A z
K anda:A J z K imply A @ A J .

(b) A channelpre-typeA is a typeif:a 7 ζ 8 z A and a 7 ζ J 8 z A imply ζ @ ζ J_ 7
ξ 8 z A and

_ 7
ξ J$8 z A imply ξ @ ξ Ja 7 ζ 8 z A and

_ 7
ξ 8 z

A imply ξ ; ζ

(c) Pre-typesof the form Sζ andK N SA O aretypesif their constituentcomponents
aretypes. ¾

As before, location typesare allowed at most one capability for eachchannel.
Channeltype arealsoconstrainedto have at mostonereadandonewrite capa-
bility. Thefinal constrainton channeltypesis a consistency requirement.It pre-
ventsagentsfrom “f abricating” capabilities. For example, it preventsan agent
from sendinga valueat type

' (1)2*
a:A / andthenreceiving the samevalueat type' ()�*

a:A + b:B / . We discussthis furtherafterpresentingtheSoundnessTheoremfor
thetypingsystem.

Note that
' ()�* / is a supertypeof every simple locationtype and

)�3	4656* / is a
supertypeof everychanneltype.

Simple and “PS” Types. Theextendedtypesincludethe“simple” typesstudied
in Sections 4 and5. The simplechanneltype

)	3	49517
ζ 8 is hereidentifiedwith the

type
)	3	4956* a 7 ζ 8 + _�7 ζ 8 / . On simpletypes,thesubtypingrelationof Table9 degen-

eratesto that of Table4. To establish
)�3	4656* a 7 ζ 8 + _ 7 ζ 8 / ; )�3	4659* a 7 ξ 8 + _X7 ξ 8 / , it is

requiredthatbothζ ; ξ andξ ; ζ; thereforeζ andξ mustbeidentical.
Readersthatarefamiliarwith [24] will noticethatPierceandSangiorgi’schan-

nel types— “PS” types— are also representablein our type system(ignoring
recursion).ThePSreadtype N ζ O « is identifiedwith

)	3	4956* a 7 ζ 8 / , thePSwrite type
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N ζ O � is identifiedwith
)	3	4956*�_�7

ζ 8 / , andthe PSread/writetype N ζ O « � is identified
with

)�3	4659* a 7 ζ 8 + _X7 ζ 8 / . For thesePStypes,our definitionof subtypingcoincides
with thatof PierceandSangiorgi.

Our channeltypesincludemany typesthatarenot definableusingthesystem
of PierceandSangiorgi, however. For example,thetype

C @ )	3	4956* a 7R' ()�* a:A / 8 + _X7R' (1)2* a:A + b:B / 8 /
is not expressibleas a PS type. Nonetheless,it is easyto seehow suchtypes
arisewhenagentsaregranteddifferentpermissionson thenamesin a system.Say
that agentP hasa channelc at type C. The type of the channelallows P to use
channela at locationsthat it readsfrom c. Otheragents,however, mayhave been
grantedadditionalpermissionsonc. For example,agentQ maybeableto useboth
channelsa andb at locationsreadfrom c. Thus,if P wishesto senda locationk
onc, it is required thatP know thatbotha andb aredefinedatk; thusP musthave
permissionsfor botha andb at k. This is trueeventhoughP itself cannotreadk
from c into avariablez andthenimmediatelyusechannelb atz.

Finite BoundedCompleteness. Beforewe canadaptthetyping rulesof Table8
to thisnew languagefor typesor describethetaggedlanguage,wemustfirst define
a partialmeetoperator¼ andthusprove thatthesubtyperelationis FBC. Because
thetypesystemhasa contravariantoperator, thedefinitionof meet ¼ requiresthat
thetypelanguagealsohavea join

�
.

Thedefinitionsof thepartialmeetandjoin operatorsaregivenin Table10. To
make thedefinitionsmorereadable,we write typessimply assetsof capabilities,
droppingthe

)�3	465
and

' (1)
. We alsowrite “a:– Lz K” asshorthandfor “thereexists

no A suchthat a:A z
K.” Similarly, “ a 7 –8 Lz A” is shorthandfor “there exists no

ζ suchthat a 7 ζ 8 z A.” Also, let γ rangeover the set
* øÁú�û9ü + ý1ü9þ<ÿ / of primitive

capabilities.
The definition is long, but it is not complicated,simply rathertedious. Intu-

itively, the meetof two typestakes the union of their capabilities,whereasthe
join takes the intersection. In the casethat two typeshave conflicting capabili-
ties,themeetis undefined.On theotherhand,the join simply ignoresconflicting
capabilities,leaving themout. For example,supposethatwearelookingat two in-
compatiblechanneltypes,oneof whichhasacapabilityto readpairsandtheother
whichhasacapabilityto readtriples.Themeetis undefined;it is notpossiblehave
a channelthat canreadboth pairsandtriples. The join is defined,but doesnot
includea readcapability.
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Table 10PartialMeetandJoinOperatorsfor ExtendedTypes

For locationtypes,K ¼ K J is undefinedif thereexists ana suchthat a:A z
K and

a:A J z K J andA ¼ A J is undefined.Otherwise:

K ¼ K J @ *
γ E γ z K or γ z K J /É *

a:A E a:A z
K anda:– Lz K J /É *

a:A J E a:– Lz K and a:A J z K J /É *
a:A J�JØE a:A z

K and a:A J z K J and A JËJ�@ A ¼ A J /
For channeltypes,A ¼ A J is undefinedif any of thefollowing hold:a 7 ζ 8 z A and a 7 ζ J 8 z A J andζ ¼ ζ J undefined_ 7

ξ 8 z A and
_ 7

ξ J 8 z A J andξ � ξ J undefineda 7 ζ 8 z A and
_ 7

ξ J 8 z A J andξ J ê ζ_ 7
ξ 8 z A and a 7 ζ J$8 z A J andξ ê ζ J

Otherwisethedefinitionis:

A ¼ A J @ * a 7 ζ 8 E a 7 ζ 8 z A and a 7 –8 Lz A J /É * a 7 ζ J 8 EÙa 7 –8 Lz A and a 7 ζ J 8 z A J /É * a 7 ζ JÊJ$8 E a 7 ζ 8 z A and a 7 ζ J$8 z A J and ζ JËJ6@ ζ ¼ ζ J /É *�_ 7
ξ 8 E _ 7 ξ 8 z A and

_ 7
–8 Lz A J /É *�_�7

ξ J 8 E _ 7 –8 Lz A and
_ 7

ξ J 8 z A J /É *�_ 7
ξ JÊJ 8 E _ 7 ξ 8 z A and

_ 7
ξ J 8 z A J and ξ JËJ @ ξ � ξ J /

Thejoin onlocationtypes(K
�

K J ) andonchanneltypes(A
�

A J ) is alwaysdefined:

K
�

K J @ *
γ E γ z K and γ z K J /É *

a:A JÊJ E a:A z
K and a:A J z K J and A JËJ�@ A

�
A J /

A
�

A J�@ * a 7 ζ JÊJ$8eE a 7 ζ 8 z A and a 7 ζ J=8 z A J and ζ JÊJ�@ ζ � ζ J /É *`_ 7
ξ JÊJ 8eE _�7 ξ 8 z A and

_ 7
ξ J 8 z A J and ξ JÊJ @ ξ ¼ ξ J /

For other types, ¼ and
�

are definedby strict homomorphicextensionas in
Definition 4.2. (Both meetandjoin areundefinedon typesthat structurallydis-
similar.)
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Onchannels,in orderfor
* a 7 ζ 8 + _ 7 ξ 8 / ¼ * a 7 ζ J$8 + _ 7 ξ J=8 / to bedefined,thetypes

mustsatisfythe following constraints.(In thefigure,arrows indicateinclusionin
thesubtyperelation,i.e. “ξ f ζ” means“ξ ; ζ.”)

ξ ξ Jζ ζ J� � � � ���		
��������� � � � � � �

As anexampleof theuseof theseoperators,considerthefollowing:

L @ ' (1)2* øÁú�û9ü + a:A + b:B / A @ )	3	4956*�_ 7R' (1)	*
d:D + e:E / 8 + a 7R' (1)2* d:D / 8 /

K @ ' (1)2* øÁú�û9ü + a:A J + c:C / A J @ )	3	4956*�_ 7R' (1)	*
d:D + f :F / 8 /

Thenwehave:

L ¼ K @ ' ()�* øÁú�û9ü + a: G A ¼ A J Ih+ b:B + c:C /
L
�

K @ ' ()�* øÁú�û9ü + a: G A �
A J I�/

A ¼ A J @ )�3	4656*�_ 7R' (1)2*
d:D / 8 + a 7R' ()2* d:D / 8 /

A
�

A J @ )�3	4656*�_ 7R' (1)2*
d:D + e:E + f :F/ 8 /

PROPOSITION 6.2. Theoperator ¼ definedin Table10 is a partial meetoperator.

Proof. By inductiononthedefinitionof ¼ onecanestablishthat ¼ and
�

arecom-
mutativeandassociative. Therefore,to establishtheresultweneedonly show that
for every typeζ, ξ, η:

(a) η ; ζ andη ; ξ imply ζ ¼ ξ definedand η ; ζ ¼ ξ
(b) ζ ; η andξ ; η imply ζ � ξ definedandζ � ξ ; η
(c) ζ ¼ ξ defined implies ζ ¼ ξ ; ζ
(d) ζ � ξ defined implies ζ ; ζ � ξ

First note that ; , ¼ and
�

are only definedfor structurallysimilar types. The
properties(a)-(d) maythereforebeestablishedusingstructuralinduction. (a) and
(b) mustbeprovedtogetherasa singleinductionhypothesis;likewise(c) and(d).
Themostinterestingcaseis for channels.Wedescribethiscasefor eachof thefour
properties.

(a) SupposethatA JËJ ; A andA JËJ ; A J . We mustshow thatA ¼ A J is definedand
thatA JËJ ; A ¼ A J . Theproof proceedsby caseanalysison thecapabilitiesin
A andA J . We treatthe mostdifficult case,in which A andA J eachcontain
bothreadandwrite capabilities;theothercasescanimmediatelybederived
from thisone.Let:

A @ )�3	4656* a 7 ζ 8 + _�7 ξ 8 /
A J @ )�3	4656* a 7 ζ J 8 + _ 7 ξ J 8 /
A JÊJY@ )�3	4656* a 7 ζ JÊJ$8 + _ 7 ξ JÊJ$8 /
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Usingtheassumption(A JËJ9f A andA JËJ6f A J ), theinductionhypothesisand
thefactthatA JËJ is a type,wehave:

ξ � ξ J ζ ¼ ζ J
ξ ζ

ξ J ζ J
ξ JÊJ ζ J�Jinduction ��

assumption��������
����

assumption

� �����������
A á á a type�� induction ��

assumption
� �����������

assumption ��������
���� (*)

Onecaneasilycheckthat theconditionsfor definednessof meetat channel
types(Table10) aresatisfiedfor A ¼ A J , andthus:

A ¼ A J @ )�3	4656* a 7 ζ ¼ ζ J 8 + _ 7 ξ � ξ J 8 /
From(*) it follows that a 7 ζ JËJ 8 ; a 7 ζ ¼ ζ J 8 and

_�7
ξ 8 ; _�7 ξ � ξ J 8 . ThusA JÊJ ;

A ¼ A J , asrequired.

(b) Assumethat A ; A JËJ and A J ; A JÊJ . We must show that A
�

A J ; A JËJ ; i.e.
if α z

A J�J thenthereexists a β z
A
�

A J suchthat β ; α. Supposethat A JËJ
containsa readcapability a 7 ζ JËJ 8 . Thenby the assumptionwe have that for
someζ andζ J : a 7 ζ 8 z

A ζ ; ζ J�Ja 7 ζ J 8 z A J ζ J ; ζ J�J
By induction,ζ � ζ J is definedandζ � ζ J ; ζ JËJ . Thereforea 7 ζ � ζ J 8 z A

�
A J .

Usingthedefinitionof capabilitysubtyping,we alsohave a 7 ζ � ζ J 8 ; a 7 ζ JÊJ 8 ,
asrequired.

Theargumentis similarwhenA JÊJ containsawrite capability
_�7

ξ JÊJ 8 .
(c) Supposethat A ¼ A J is defined. We show that A ¼ A J ; A. Supposethat_ 7

ξ 8 z A; wemustshow thatA ¼ A J hasawritecapabilitydominatedby
_ 7

ξ 8 .
Therearetwo possibilitiesto consider. (1) First,supposethatA J containsno
write capability(

_�7
–8 Lz A J ). Then,by definition

_ 7
ξ 8 z A ¼ A J , andtheproof

is done.(2) Otherwiseit mustbethat for someξ J , _ 7 ξ J 8 z A J . SinceA ¼ A J
is defined,it mustbethatξ � ξ J is defined,andtherefore

_�7
ξ � ξ J 8 z A ¼ B.

By induction,ξ ; ξ � ξ J andthus
_ 7

ξ � ξ J$8 ; _�7 ξ 8 , asrequired.

Theargumentis similarwhenA containsa readcapability a 7 ξ 8 .
(d) Supposethat A

�
A J is defined. We show that A ; A

�
A J . Supposethat_ 7

ξ JÊJ 8 z A
�

A J . Thereforeit mustbethatfor someξ, ξ JÊJ :
ξ JÊJ @ ξ � ξ J _�7

ξ 8 z A
_ 7

ξ J 8 z A J
By induction,ξ � ξ J ; ξ. Thus,

_ 7
ξ 8 ; _ 7 ξ � ξ J 8 , asrequired.

Theargumentis similarwhenA
�

A J containsa readcapability a 7 ζ JÊJ 8 . ¾
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Wenow demonstratethatnopartialmeetoperatorexistsfor PStypes.To make
thecounterexamplereadable,let ususethefollowing abbreviations:a 7 ζ 8£@ )�3	4656* a 7 ζ 8 / _ 7

ζ 8}@ )	3	4956*�_ 7
ζ 8 / a _ 7 ζ 8}@ )	3	4956* a 7 ζ 8 + _X7 ζ 8 /

TherearethreePStypesof theform io
7 8 , whereio is an“i/o tag” (io :: @{a _ a _ ).

Theseareorderedby subtypingasfollows,wherewedropthefinal emptybrackets,
writing “ io” insteadof “ io

7 8 ”:
a _a _�� � � � ������

Next, considertypesof theform io
7
io J 7 8-8 :

a 7#_ 8 a 7 a _ 8 a
7 a#8 _�7 a�8

_ 7 a _ 8_ 7#_ 8a _�7 a#8a _ 7 a _ 8a _�7#_ 8
������� � �

����� �� � �
�� � � ��������  �!

"# � � �

$ %

Already herewe canseethat the type systemis not FBC. For examplethe typesa 7 a�8 and
_�7 a _ 8 have lower bounds,but they have no greatestlower bound: a _ 7 a#8

and a _�7 a _ 8 areincomparable.

The Typing System. The typing relationΓ Â J�J P is definedin Table 11. The
new typing systemhasexactly the samerules for values(andmostof the same
rules for systems)as Table 5. The new rules for input, output, movementand
channelcreationarestrongerthanthe old rules: they requireexplicit capabilities
for eachof theseactions.Becauserestrictionis treatedstructurally, we mustalso
strengthentherule for channelcreationat thesystemlevel. (Without thestronger
rule, subjectreductionfails for thestructuralequivalence.)Therule for matching
locationnamesis asin theprevioussection.This approachis extendedto channel
namesin the obvious way (rule A - B�k6) J�J× ); the rule is useful sincechannelnames
supportnon-trivial subtyping,unlike theprevioussection.

The extendedtyping systemhasa correspondingnotion of extendedruntime
error, presentedin Table12. Herewe usethepartial functions“robj” and“wobj”
which,givenachanneltype,returnthetypesof theobjectsthatmayreador written
on thechannel,if thesecapabilitiesaredefined:

robj G A I def@ ζ + if a 7 ζ 8 z A wobj G A I def@ ξ + if
_ 7

ξ 8 z A

Finally, to definetagged reductionwe mustalsomake a small changeto the
structuralequivalenceon taggedterms,in line with thechangeto thetyping rules
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Table 11ExtendedTypingSystem

Threads(rules A - Q A�a Ô and A - 52B�_w' Ô from Table5):

G#A - a JËJÔ I Γ Â JÊJw u:
)�3	465�* a 7 ζ 8 / Γ + wX:ζ Â JËJw q

Γ Â JÊJw u?G X:ζ I q G#A - _ JËJÔ I Γ Â JÊJw u:
)�3	465�*�_ 7

ζ 8 /9+ V:ζ + p
Γ Â JËJw u!

7
V 8 p

G#A - Bhk�' JËJÔ I Γ Â JÊJ u:K + v:L Γ Â JÊJw q Γ ¼ * u:L + v:K / Â JÊJw p

Γ ÂZJÊJw > ? u @ v A 32B�5 p
B	' QRB

q

G#A - Bhk6) JËJÔ I Γ Â JËJw u:A + v:B Γ Â J�Jw q Γ ¼ w:
*
u:B + v:A / Â J�Jw p

Γ Â JÊJw > ? u @ v A 32B�5 p
B	' QRB

q

G#A - b (�c2B JÊJÔ I Γ ÂZJÊJ u:
' (1)	* øFú�û9ü / Γ ÂZJÊJu p

Γ Â JÊJw u ::p

G#A - 52B�_`) J�JÔ I Γ Â JÊJ w:
' ()�* ý1ü6þ<ÿ / Γ + wa:A Â JÊJw p

Γ Â JÊJw G νa:A I p
Systems(rules A - aÖÕ 5&× , A - Q A�a × and A - 52B�_w' × from Table5):

GKA - 52B�_`) J�J× I ¸ w z domG Λ I : Γ Â JÊJ w:
' ()�* ý1ü6þ<ÿ / Γ + Λa Â JËJ P

Γ Â JËJ G νa:Λ I P
IdentifiersandValuesasin Table5.

for systems.(No changesarerequiredto thedefinitionof reductionfor untagged
terms.) Theagent06C�G νa:A I pD Γ is only allowedto createa at 0 if it hasthe ý1ü6þXÿ
permissionat 0 ; therefore,the rule

Q
-
52B�_|)

is replacedwith the following version
which includesthis requirementasasidecondition:G Q - )�3	465 JÊJ I 06C�G νa:A I pD Γ nvG νa:

* 0 :A /RI 09C pD Γ ¯ æ a:A if Γ G#0 I�; ' (1)	* ý1ü9þ<ÿ /
Usingthesedefinitionswehave thestandardsubjectreductionandtypesafetythe-
orems,whichareprovedin AppendixA.

THEOREM 6.3 (SOUNDNESS).
(a) If Γ Â JËJ P andP d2f PJ thenΓ Â JËJ PJ .
(b) If Γ ç JÊJ Q andQ â d2f QJ thenΓ ç JËJ QJ .
(c) Γ ç JËJ Q impliesQ err á áâ deód&f .

The requirementthat readandwrite capabilitieson a channelmustnot con-
flict (if both are defined)is essentialfor the validity of the theorem. Suppose
two agentssharea channelc at 0 with type C @ )�3	4656* a 7 A « � 8 + _X7 A � 8 / , where
A « � @ )	3	4956* a 7 ζ 8 + _�7 ζ 8 / andA � @ )	3	4956*�_ 7

ζ 8 / for someζ. Note that this is not
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Table 12ExtendedRuntimeErrors
Rules

B
-
B�k�'

,
B
-
Bhk6)

and
B
-
Q A�a from Table7.G B - b (�c2B JËJ I 06C k ::pD Γ err á áâ d�d�f if Γ G k I|ê ' (1)	* øFú�û9ü /G B - Q Õ'& ) JËJ I 06C�G νaI pD Γ err á áâ d�d�f if Γ G k I|ê ' (1)	* ý1ü9þ<ÿ /G B - Q�52² J�J I 06C a!

7
V 8 qD Γ err á áâ d�d�f if Γ o G V I�ê wobj G Γ G#0 + aI�IG B - a )�c J�J I 06C a?G X:ζ I pD ∆ err á áâ d�d�f if robj G ∆ G#0 + aI�Iuê ζG B - )�( bibwJËJ I 06C a!

7
V 8 pD Γ E106C a?G X:ζ I qD ∆ err á áâ d�d�f if wobj G Γ G#0 + aI�IHê robj G ∆ G[0 + aI-I

a valid type (andthusarenot allowed by our type system)becausethe readand
write capabilitiesconflict (A « � ; A � ). If we did allow suchtypes,however, then
wecouldfind Γ, Y andq suchthat:

Γ Â JËJ 09C c! G aI D ³ ëËëËë ¯ o : ß à ¦ ³ c:C ¯ a:A (¯ ëËëËë ´R´ E106C c?G x:A « � I x?G Y I qD ³ ëËë�ë ¯ o : ß à ¦ ³ c:C ´R´
But it is easyto seethat this taggedterm leadsto a runtime error due to ruleB
-
)h( bibwJËJ ; thetypeof thesentvalueandthetypeof thereceivedvaluedonotmatch.

It is appropriatethatanerrorshouldoccurhere.Theresultof thecommunication,09C a?G Y I qD ³ ë�ëËë ¯ o : ß à ¦ ³ c:C ¯ a:A ) (6´R´ , is clearly undesirable,sincethe readcapabilityon a
hasbeenfabricated.Notethat if Γ G aI @ A � , thensubjectreductionalsofails asa
resultof thiscommunication.

Example. As anexampleof theuseof theseextendedtypes,consideraserver for
read/write(get/put)cellssimilar to thecounterserver from Section3.

SG hIV¢ P req?G zN yO I G νcell:L ¦+* ß ß I z, y!
7
cell8¤E cell::Cell G cell + 0I

Here“Cell” representsthecodefor thecell, for example:

Cell G h + nI£¢ G νs: > 5 A I s! 7 n8XE P g?G zN yO I s?G xI G s! 7 x8�E z, y!
7
x8 IE P p?G zN yO + vI s?G xI G s! 7 v8�E z, y!
7 8 I

Let us usethe abbreviationsfor PStypesintroducedabove. The allocation type
L ¦,* ß ß of thecell locationcell canthenbewritten:

L ¦+* ß ß @ ' ()	* øÁú�û9ü + ý1ü6þXÿ + g: a _ 7 ζ -28 + p: a _�7 ζ ¨�8 /
ζ - @ ' ()	* øÁú�û9ü / N _ 7 > 5 AT8RO
ζ ¨�@ÀG ' ()	* øÁú�û9ü / N _ 7 8RO + > 5 A I

Location cell must be given at least the type L ¦,* ß ß in order for the cell codeto
typecheck(it mayalsobegivenasubtype).Notethatthechannelsg andp mustbe
declaredwith bothreadandwrite capabilitiesastheserver readsfrom themanda
usermustbeableto write to them. Thecell requiresonly thewrite capabilityon
theresponsechannelsit receivesonp andg.
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Theuser’s capabilitieson thecell aredeterminedby thetransmissiontypeζ « *,.
of channelreq(whichmusthave type a _�7 ζ « *+.&8 ). If onetakes

ζ « *,.e@ ' (1)	* øFú�û9ü / N _X7 L J ¦+* ß ß 8RO
L J ¦+* ß ß @ ' (1)	* øFú�û9ü + g:

_X7
ζ -&8 + p:

_�7
ζ ¨�8 /

then this type ensuresthat a cell usercannot“redefine” the methodsp or g (by
interceptingmessagessentonthesechannels),norcanit createnew channelsat the
cell location.

To emphasizethispointconsiderthefollowing user:

U G hI£¢ G νr I serv, req!
7
h N r O#8ÞE r?G zI U J G h + zI

U requestsacell usingtheresponsechannelr. ThenthesystemSG servI E U G k I can
reduceto

SG servI E}G νcell:L ¦+* ß ß I U J G k + cellI E Cell G cellI
If ζ « *+. is as above, then one can be surethat the agentU G k + cellI hasrestricted
accessto cell in thissystem.For example,if U J hastheform

U J G h + cellI£¢ cell::p?G X IU,�,$,
thenU G k I will beuntypable.Viewedasataggedsystem,onecanseethisdefinition
of U J will alsocausea runtimeerror. After receiving thecell, thetaggeduseris of
theform

k C cell::p?G X IU,�,$, D ³ ëËëËë ¯ cell: ß à ¦ ³0/2143 ¯ g: �65 ζ 798K¯ p: �65 ζ :;8[´R´
Clearlythisagentwill producea runtimeerrorwhenit attemptto readonp.

Weshouldpointout thatthis typingalsoaffordssomelevel of protectionto the
user. Theresponsechannelr is sentto theserver with write capabilityonly; thus
theservermaynot interceptothermessagesthattheusermaywish to receiveon r.
Perhapsmoreimportant,theuser’s locationis sentwithout theprivilegeto create
new channelsthere,keepingthe server from performingany computationat the
userslocation.
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7 Conclusions

Summary. Wehavepresentedatypingsystemfor controllingtheuseof resources
in languagesthatdescribemobileagents.The typing systemhasbeendeveloped
for a distributedversionof theπ-calculusin which agentsarelocatedtermsof the
ordinaryπ-calculusandresourcesarechannelswhich agentsuseto communicate.
A centralassumptionof thetypesystemis thatevery resourceis fixedto a partic-
ular location,whereasagentsarefreeto move from onelocationto another. This
assumptionhasleadusto definethenotionsof locationtypeandlocationsubtyping
whichwebelieveto benovel.

We have developedthetypingsystemin stages.Thefirst typingsystemuseda
languageof simpletypesin which the only non-trivial typeswerelocations.The
secondtypingsystemwasalsodefinedoversimpletypes,but wasmorepermissive
than the first, allowing agentsto usesimultaneouslycapabilitiesacquiredfrom
disparatesources.Thethirdandfinal typingsystemusedanextendedtypelanguage
whichsupportedsubtypingonresourcetypes(akachanneltypes).

Crucial in the developmentof the typing systemshasbeenthe presenceof a
partial meetoperatorat all types. The needfor suchan operatorforced us to
abandonthe notion of resourcetypesproposedby Pierceand Sangiorgi [24] in
favor of moregeneraltypes.

Theusefulnessof thetyping systemshasbeenshown by introducinga tagged
languagein which agentsareannotatedwith their capabilitysets.Thetaggedlan-
guageandtheassociatedreductionrelationappearto benovel.

RelatedWork. Therearenumerouslanguagesnow in theliteraturefor describing
distributedsystems;Dπ is perhapsclosestin spirit to [12, 3, 26, 5] whichalsotake
astheir point of departuretheπ-calculus,althoughwith eachtherearesignificant
differences.For examplein the join calculus[12] messagerouting is automatic
asthe restrictedsyntaxensuresthat all channelshave a uniquelocationat which
they areserviced.In Dπ, to senda messageto a remotelocation,an agentmust
first spawn a sub-agentwhich movesto thatlocation;locationsaremorevisible in
Dπ. In addition,severalof theselanguages[12, 26, 5] adoptlocationmovementas
themechanismfor agentmobility. We describethis furtherwhenwe discussopen
issues,below.

Many channel-basedtyping systemsfor π-calculi andrelatedlanguageshave
beenproposed.For examplein [24], discussedat lengthin Section6, Pierceand
Sangiorgi definea typesystemfor theπ-calculuswith readandwrite capabilities
on channels.Sewell [26] generalizesthe type systemof [24] to distinguishbe-
tweenlocal communication,which canbeefficiently implemented,andnon-local
communication.Fournetetal. [13] havedevelopedanML-styletypingsystemfor
the join calculuswherechannelsarealloweda certainamountof polymorphism.
Amadio [3] haspresenteda type systemthat guaranteesthat channelnamesare
definedat exactly onelocation,whereasthe typesystemof Kobayashiet al. [19]
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ensuresthatsomechannelsareusedlinearly.
Thework closestto oursis that of de Nicola, FerrariandPugliese[9]. Their

goalsarethe sameasours,but the specificsof their solutionarequite different.
They work with a variantof Linda [8] with multiple “tuple spaces”.Tuplespaces
correspondto locationsin our setting,andtuples(nameddata)correspondto re-
sources. The type systemof [9] controlsaccessto tuple spaces,ratherthan to
specifictuples,andthusprovidescoarser-grainedcontrol of resourceaccessthan
thatprovidedby our typingsystem.

Staticanalysesfor proving varioussecuritypropertiesof programshave also
beenproposedby severalauthors;two recentreferencesare[18, 16].

OpenIssues

Partially-T yped Systems. The π-calculus[21] itself is a languagefor resource
accesscontrol, usingthe mechanismsof restrictionandscopeextrusionto regu-
latetheavailability of resources.Distributedπ-calculi suchasDπ inherit thesame
mechanisms,so onemight wonderwhy locationtypesareneededat all. Theul-
timategoalof our work is to provide a semanticsfor “partially-typed”systemsin
which locationsneedonly considerlocal resourceswhentype-checkingincoming
agents.Obviously, to definesucha system,the notionof local resource mustbe
clearlyunderstood,leadingus to definelocationtypes. In this paper, we have at-
temptedto fully explorethepropertiesof locationtypesusingvarioustypesystems
andexamples.Althoughwehavenotheredefineda typingsystemthatfully meets
ourgoals,wehave laid thefoundationfor one.

Recursive Types. To simplify the definitionsandresultsof paper, we have not
includedrecursivetypesin any of thetypingsystemswehavepresented.Wespec-
ulatethattheextensionto recursive types,however, will besmooth.To do so,one
would needto replaceevery instanceof typeequalityin thepaperwith a weaker
relationsuchasbisimilarity [28] or equalityupto unfolding[26]. Wedonotexpect
thattheproofsof subjectreductionandtypesafetywouldbemucheffectedby this
change;nor do we foreseeany difficulty in extendingtheproof of finite bounded
completeness.Notethatwithout recursive types,many interestingsystemscannot
beexpressed.Theseincludeencodingsof recursive datastructures,suchaslists,
andencodingsof othercalculi,suchastheλ-calculus[24]; a toy exampleis a!

7
a8 .

Linear Types. At the endof Section5, we describeda server which createsa
locationwith threechannelsandthencommunicatesthenamesof thesechannels,
one at a time. In order for a client to usethesechannelsin concert,matching
is requiredto guaranteethat all of the channelsreceived are locatedat a single
site. In many cases,it maybepossibleto establishthis requirementstatically, thus
makingthedynamicmatchingredundant;however, ourtypesystemis notpowerful
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enoughto doso.Supposethatweextendthelanguagewith a typefor “channelsat
w”: @w

)�3	4656*
ζ / . Considerthethreads:

p @ a?G z: ' () I b?G x:@z
)�3	465 I

q @ G ν 09N cO I a!
7 0&8 b!

7
c8

The threadq createsa location 0 with channelc, sends0 andthensendsc. The
threadp, instead,waitsto receive a locationz andthento receive a channelx at z.
Thiscodecanbestaticallycheckedto guaranteethatwhenx is received,x is indeed
locatedatz (i.e. 0 ). However, if we have two copiesof p runningin parallelwith q
andanotherthread,r,

r @ÀG νk N dO I a!
7
k 8 b!

7
d 8

thenit is no longerguaranteedthateachcopy of p will receiveamatchinglocation
andchannel. To eliminatesuchproblems,onemight adoptthe notion of linear
channels[19] andrequirethatchannelssuchasa andb haveatmostonesender.

Type Extrusion. Onelimitation of our languageis thatnamescanbeextruded,
but typescannot.To show this we studya modificationof the counterserver de-
scribedin Example2 of Section3. The counterserver cS relieson the fact that
the namesup, dn and rd are public. It is also possibleto restrict thesenames,
ensuringthat they arefresh. In this caseit is necessaryto export the namesbe-
fore they canbeusedoutsidethe scopeof the restriction. For example,onemay
wish to export thesenamesso that a remotelocation,outsidethe restriction,can
also createcounters. Recall that countersare representedas locationsof type
L ¦Y@ ' (1)2*

up:A §�¨ + dn:A ©�ª + rd:A «¬© / . Themodifiedserversupportstwo methods:creq
for counterrequestsandsreq for server requests.Themethodsreq respondswith
namesup, dnandrd. Usingthese,ausercansetup its own counterserverandthus
createits own counters.

cSG hI£¢ G νup+ dn+ rd I P creq?G zN xO I G νcnt:L ¦ I z, x!
7
cnt8wE cnt::CountG cnt+ 0IE P sreq?G zN xO I z, x!

7
up+ dn+ rd 8

We would thenhopeto write auseras:

U G hI£¢ G νr I serv, sreq! G h N r O I
r?G up+ dn+ rd IG νreqI P req?G zN xO I G νcnt:L ¦ I�,�,�,E�G νsI req!

7
h N sO#8 ,�,$,

This user, however, is not a term in our language. The problem is the termG νcnt:L ¦ IU,$,�, wheretheusercreatesits own counter. In this occurrenceof thetype
L ¦ , the identifiersup, dn and rd arevariablesratherthannames,andthis is not
allowed by our syntax;we requireall typesto be closed. We might hopefor a
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cleverersolution,suchasthefollowing,wheretheoriginalserversendsa threadto
theclient thatcancreatenew counters.

cSG hIV¢ G νup+ dn+ rd I P creq?G zN xO I ,�,$,E P sreq?G zN reqO I z:: P req?G zN xO I ,�,$,
U G hI¤¢ G νreqI serv, sreq! G h N reqO IE"G νsI req!

7
h N sO#8 ,�,�,

However, this solution is also problematic. The value returnedon the response
channels is a counter, and thus the type L ¦ must be usedin the type of s (and
thereforein the typeof therequestchannelreq). However, this useris not within
the scopeof the original server’s restrictionon up, dn and rd, andtherefore,the
rulesof restrictionguaranteethatthisserverandusercannotbetypedtogether(the
namesup, dnandrd in theserverwill bealpha-converted).

Therearevariouswaysof rewriting the codeso that type-checkingfails in a
differentplace,but the basicproblemis alwaysthe same.To addressthis short-
coming, one might relax the restriction that types be closed. This cannotbe
donenaively, however, without losing subjectreduction. For example,the term
a?G zN xO I b?G w N yO I G ν 0 : ' (1)&* x:A + y:B /�I p might reduceto G ν 0 : ' (1)&* a:A + a:B /�I p, which
is not a well-formedterm in our languageif A W@ B. A suitablerestrictionmight
be thatall variablesin a typebeco-located. An alternative approachwould beto
allow communicationof types.

Location Movement. Finally, thereaderwill havenoticedthat“locations”,aswe
have presentedthem,areratherabstractentities,which arenot meantto represent
physicalmachines.Thisismostapparentwhenconsideringtherestrictionoperator,
by whichanagentcandynamicallycreateanarbitrarynumberof new, independent
locations.In this respectthe languageis similar to Obliq [6], were“sites” arenot
directly representedin the languageandinsteadarediscussedasan auxiliary or
“meta” concept.

A moresatisfyingaccountof physicaldistribution is obtainedusinga hierar-
chical representationof locality asin the join calculus[12], theambientcalculus
[5] andsomedistributedπ-calculi [25, 26]. In a hierarchicalmodel,machinescan
beviewedaslocationswhichcontainobjects(whicharelocations),whichcontain
sub-objects,andsoon. In suchlanguages,it is locationswhich move, ratherthan
threads, andthusagentsareidentifiedwith locations,ratherthanthreads.Thishas
the advantagethatagentsmaybemulti-threaded,andthusagentsthatmaymove
“at any time” areeasierto express.

While locationmovementis in somesensemoregeneralthancodemovement
(at leastif thelanguageis enrichedwith otheroperatorsof sufficientpower[5]), we
havechosento concentrateoncodemovementbecauseit is supportsacleardistinc-
tion betweenresourceandagent which is well understoodfrom decadesof work
in concurrency theory;it is alsoa “specialcase”of extremepracticalimportance.
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Thelanguageof thispapercanbeconsidered“minimal” in thesensethatthere
is only oneform of movement: codemovement. We arealso interestedin type
systemsfor languagesin which theonly form of movementis locationmovement.
However, locationmovement,in a simple languagesuchasDπ, is not powerful
enoughto expressinteractionbetweenagents.This is becauseall interactionoc-
curswithin a location,andthereforeinteractionbetweenlocationsis not possible
withoutsomeextensionto thelanguage.In variantsof thedistributedjoin calculus
[12, 26, 25], in additionto locationmovement,codemovementis allowed,often
in the restrictedform of message movement— i.e. the move operatoris of the
form 0 :: a!

7
V 8 ratherthan 0 :: p.7 In theambientcalculus[5], anopenoperatoris

introduced:openG#0 I dissolveslocation 0 (or, if you prefer, the boundaryaround
location 0 ) causingall of thethreadsin 0 to move to 0 ’s parent.Thuscodemove-
mentis “hidden” insidetheopenoperator. Usingtheopenoperatorin conjunction
with locationmovement,onecanencodechannelsandotherformsof (non-local)
interaction.

It is not clearhow a usefultypesystemfor staticresourceaccesscontrolcould
bedevelopedfor thejoin or ambientcalculi. While resourcesarelocatedin thejoin
calculus,thelocationof a resourceis only significantfor messagemovement,not
for locationmovement.Thuslocationtypesin thejoin calculuswouldonly beuse-
ful for reasoningaboutthemovementof messages,whicharetoofine-grainedto be
thoughtof asagents.Ontheotherhandtheubiquityof thepowerful openoperator
in theambientcalculusmakesstatictyping untenablewithout the introductionof
additionalstructureto thelanguage.Thedefinitionof ausefultypedlanguagewith
hierarchicallocationmovementremainsaninterestingandopenproblem.
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A Proofs
A.1 Proofsfr om Section4.2

We first prove the WeakeningLemma. The resultfor systems,statedin the text,
reliesonsimilar resultsfor threadsandvalues.

PROPOSITION (4.5).
(a) If Γ Â P and ∆ ; Γ then ∆ Â P.
(b) If Γ Â w p and ∆ ; Γ then ∆ Â w p.
(c) If Γ Â w V:ζ and ∆ ; Γ then ∆ Â w V:ζ.

Proof. All threeresultsareproved, in a straightforwardmanner, by judgmentin-
duction(i.e. by inductiononthelengthof thetypeinference).Wegiveoneexample
for eachresult.

(a) ( A - a�Õ 5&× ) SupposeΓ ÂÝ06C pD becauseΓ Â·0 : ' () andΓ Â æ p. Usingtheauxiliary
resultsweobtain∆ Â 0 : ' () and∆ Â æ p. Using A - aÖÕ 5&× , wehave∆ Â�06C pD .

(b) ( A - a Ô ) SupposeΓ Â w u?G X:ζ I p because:

Γ Â w u:
)	3	4957

ζ 8 and Γ + wX:ζ Â w p

Sincewe identify termsup to alpha-equivalence,thevariablesin X canalso
be chosento be new to ∆, in which case∆ + wX:ζ is well-defined,andit is
easyto seethat G ∆ + wX:ζ Iõ; G Γ + wX:ζ I . So we may apply inductionto the
above two statementsto obtain:

∆ Â w u:
)	3	4957

ζ 8 and ∆ + wX:ζ Â w p

Therule A - a Ô maynow beemployedto infer ∆ Â w u?G X:ζ I p asrequired.

(c) ( A - > ² ) SupposeΓ Â w u:ζ becauseΓ G w + uI£; ζ. Since∆ ; Γ thenby transitivity
wehave ∆ G w + uI�; ζ. Using A - > ² , onecantheinfer ∆ Â w u:ζ, asrequired. ¾

As corollarieswe immediatelyhave thefollowing:

COROLLARY A.1. (a) If Γ Â P thenΓ + wV:ζ Â P.
(b) If Γ + wV:ξ Â P andζ ; ξ thenΓ + wV:ζ Â P. ¾
Proposition4.5 statesthat well-typing is preserved whenthe typing environ-

mentis augmented.It is alsopreservedwhenthetyping environmentis decreased
by omittingall occurrencesof identifiersthatdonotoccurfreein thesystembeing
typed. Let Γ > u denotetheresultof eliminatingu from Γ, i.e. G Γ > uI G uI is unde-
fined and G Γ > uI G w + uI is undefinedfor every w. For any syntacticelementt, let
“fid G t I ” returnthefreeidentifiersin t.
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LEMMA A.2 (RESTRICTION).
(a) If Γ Â P andu Lz fid G PI thenΓ > u Â P.
(b) If Γ Â w p andu Lz fid G pI É * w / thenΓ > u Â w p.
(c) If Γ Â w U:ξ andu Lz fid G U I É * w / thenΓ > u Â w U:ξ.

Proof. In eachcasetheresultfollowsby astraightforwardjudgmentinduction.We
leave thedetailsto theinterestedreader. ¾

As acorollarywehave thattyping is preservedby scopeextrusion:

COROLLARY A.3. Supposee doesnot appearfreein Q. ThenΓ ÂìG νeI G Q E PI if
andonly if Γ Â Q E�G νeI P
Proof. We examinethecasewhene is a channel;thecasein which e is a location
is similar. SupposeΓ Â G νa:Λ I G Q E PI . Thenusing A - 52B�_`)h× and A - Q A�a × , we have
thatΓ + Λa Â Q andΓ + Λa Â P. Applying LemmaA.2 to thefirst of thesewe obtainG Γ + Λa I > a Â Q, i.e. Γ Â Q sincea is new to Γ. Applying A - 52B�_`)�× to the second
statementweobtainΓ Â G νa:Λ I andthereforeA - Q A�a × givesΓ Â Q E�G νa:Λ I P.

Theconverseusesthesamearguments,in thereversedirection. ¾
As asteptowardprovingsubjectreduction,notethatclosedtermsarepreserved

by reduction.

LEMMA A.4. If P is closedandP d	f PJ thenPJ is closed.

Proof. By inductionon thejudgmentP d	f PJ . ¾
The proof of subjectreductionfor the typing systemdepends,asis often the

case,onasubstitutionlemma.However in thiscasebeforetheappropriateversion
canbeprovedweneedthefollowing technicalLemma.

LEMMA A.5.

(a) If Γ Â k:K and Γ + z:K + zX:ζ Â w p then Γ + kX:ζ Â w ³ Ú kÛ z Ú´ p
* E kL z E/ .

(b) If Γ Â k:K and Γ + z:K + zX:ζ Â w U:ξ then Γ + kX:ζ Â w³ Ú kÛ z Ú´ U
* E kL z E/ :ξ.

Proof. For both resultstheproof is similar. Informally theproof proceeds,in the
caseof threads,by takinga derivationof the judgmentΓ + z:K + zX:ζ Â w p, substitut-
ing k for z throughoutandtherebyobtaininga derivationof Γ + kX:ζ Â w ³ Ú kÛ z Ú´ p

* E kL z E/ .
Formally it is a straightforwardinductionon typejudgments.We omit thedetails.¾
Proof of the Substitution Lemma

We presentthe proof for the extendedtype systemof Section6. For this proof
only, we write Â asshorthandfor Â JËJ . The proofsfor the othertype systemsare
somewhatsimpler.

LEMMA (4.7). For anyclosedvalueV:



ResourceAccessControlin Systemsof Mobile Agents 50

(a) If Γ Â v V:ζ and Γ + vX:ζ Â w p then Γ Â w³ Ú VÛ X Ú´ p
* EVL X E/ .

(b) If Γ Â v V:ζ and Γ + vX:ζ Â w U:ξ then Γ Â w³ ÚVÛ X Ú´ U
* E VL X E/ :ξ.

Note that there is no correspondingsubstitutionresult for systems,because
valuesmustbetypedataspecificlocation.

Throughouttheproofweuseprimesto indicatetermsin whichthesubstitution
hasbeenperformed;i.e. for t an elementof any syntacticcategory, t J denotes
t
* EVL X E/ .

Wefirst provetheresult(b) for values.Theproofproceedsby inductionon the
structureof X. Therearefour cases:X maybew, X maybesomeidentifierother
thanw, or X mayhave thetheform SX or zN SxO .

First,supposethatX @ w. BecauseX @ w it mustbethatwJ @ V @ k for some
k. Weproceedby inductiononU to show thatΓ Â k U J :ξ.½ Supposethat U @ w andthereforeU J @ V @ k. The secondpremisemay

bewritten Γ + vw:ζ Â w w:ξ. Herewe know thatζ ; ξ andthereforetheresult
followsby applyingweakeningto thefirst premise(Γ Â k:ζ).½ SupposethatU @ u W@ w. ThesecondpremisemaybewrittenΓ + vw:ζ Â w u:ξ.
Therearetwo possibilities.If ξ is alocationtype,wemusthavethatΓ G uIY; ξ
andthusΓ Â k u:ξ. Otherwiseζ mustbeof theform

' ()2*
u:ξ J +-,�,�,./ whereξ J ; ξ.

SinceΓ Â v k:ζ wecanthereforeconcludethatΓ Â k u:ξ.½ In theothercases,U @ SU:Sξ andU @{06N bO :L N SB O , the resultfollows usingthe
innermostinduction.

Suppose,instead,thatX @ x W@ w. In thiscaseit mustbethatwJ @ w. Againwe
proceedby inductiononU to show thatΓ Â w U J :ξ.½ SupposethatU @ x andthereforeU J @ V. Eitherξ is a locationtypeandso

by thefirst premiseΓ Â V:ξ, or ξ is anothertypeandsov mustbeequalto w
andagainthefirst premisegive therequiredresultΓ Â w V:ξ.½ SupposethatU @ u W@ x. Theresultis immediateby applyingtheRestriction
Lemma(LemmaA.2) to thesecondpremise.½ Again,theothercasesfollow by straightforwardinduction.

SupposeX @ SX:Sζ. ThereforeV musthave the form SV andby assumptionwe
have that:

Γ Â v SV:Sζ and Γ + v SX:Sζ Â w U:ξ

We canrewrite thisas:

Γ Â v V1:ζ1 +�,$,�,.+ Vn:ζn and Γ + vX1:ζ1 +�,�,$,.+ vXn:ζn Â w U:ξ
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Usinginductionwehave:

Γ + vX1:ζ1 +-,�,�,=+ v G Xn ? 1:ζn ? 1 I Â w ³ Ú VnÛ Xn Ú´ U
* E VnL Xn E/ :ξ

Repeatingthisprocessn timesyieldsΓ Â wá U J :ξ, asdesired.
Finally, supposeX @ zN SxO :K N SA O . ThereforeV musthave the form k N SaO andby

assumptionwehave that:

Γ Â v k N SaO :K N SaO and Γ + vk N SaO :K N SaO|Â w U:ξ

We canrewrite thisas:

Γ Â k:K and Γ Â k Sa: SA and Γ + z:K + zSx: SA Â w U:ξ

UsingLemmaA.5 wehave:

Γ + kSx: SA Â w³ Ú kÛ z Ú´ U
* E kL z E/ :ξ

Applying inductionyieldsΓ Â wá U J :ξ, asdesired.

Having establishedtheresultfor values,wenow provetheresult(a)for threads:

Γ Â v V:ζ and Γ + vX:ζ Â w p imply Γ Â wá pJ
Again we proceedby induction on the structureof X. The inductive casesare
asbefore,so we only presentthe basecasewhereX is an identifierx. This case
is establishedby a secondaryinductionon thejudgmentΓ + vX:ζ Â w p. Most of the
casesin thesecondaryinductionarestraightforward,theexceptionsbeingthecases
for inputandchannelrestriction.We show thesetwo cases.

Firstconsiderthecasefor A - a JËJÔ . Ourproofobligationis to show:

Γ Â v V:ζ and Γ + vx:ζ Â w u?G Y:ξ I q imply Γ Â wá uJ ?G Y:ξ I qJ (*)

Therearetwo casesto consider, x @ w andx W@ w. Firstsupposethatx @ w. Hereζ
mustbea locationtype,sayK andthereforeV mustbealocationname,sayk. The
premisesin (* ) maythereforebewritten:

Γ Â k:K and Γ + w:K Â w u?G Y:ξ I q
From A - a JËJÔ wehave:

Γ + w:K Â w u:
)�3	4656* a 7 ξ 8 / and Γ + w:K + wY:ξ Â w q

UsingLemmaA.5 twice,weobtain:

Γ Â k uJ : )�3	4656* a 7 ξ 8 / and Γ + kY:ξ Â k qJ
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Finally, A - a�JËJÔ canbeappliedto arriveat thedesiredconclusion,Γ Â k uJ ?G Y:ξ I qJ .
Continuingthecasefor A - a�J�JÔ , supposex W@ w. Thiscaseis astandardapplication

of induction.Thedetailsareasfollows. Usingthesecondpremiseof (* ) and A - a JËJÔ ,
wecanconcludethat:

Γ + vx:ζ Â w u:
)�3	4656* a 7 ξ 8 / and Γ + vx:ζ + wY:ξ Â w q

Notethatsincew W@ x, wemayrewrite theaboveas:

Γ + vx:ζ Â w u:
)�3	4656* a 7 ξ 8 / and Γ + wY:ξ + vx:ζ Â w q

Now we mayusetheinnerinductionto conclude:

Γ Â w uJ : )�3	4656* a 7 ξ 8 / and Γ + wY:ξ Â w qJ
Thereforeusing A - a JËJÔ wehave,asdesired,Γ Â w uJ ?G Y:ξ I qJ .

Now considerthe casefor channelrestriction A - 52B�_`) J�JÔ . In this casethe proof
obligationis:

Γ Â v V:ζ and Γ + vx:ζ Â w G νa:A I q imply Γ Â wá G νa:A I qJ (**)

Usingthesecondpremiseof (** ) and A - 52B�_|) J�JÔ , wecanconcludethat:

Γ + vx:ζ + wa:A Â w q (***)

At thispointwemustconsidertwo cases,eitherx W@ w or x @ w. Firstsupposethat
x W@ w. Then(*** ) canberewrittenasΓ + wa:A + vx:ζ Â w q andwecanapplyinduction
to getΓ + wa:A Â wá qJ andthen A - 52B�_`) J¬JÔ to getΓ Â wá G νa:A I qJ , asrequired.

Ontheotherhandif x @ w, thenwemustuseLemmaA.5. Sincex @ w, it must
be that V is a locationnameandthusV @ k andζ @ K for somek, K. We can
thereforerewrite thefirst premiseof (** ) andthestatement(*** ) as:

Γ Â k:K and Γ + w:K + wa:A Â w q

Thesecanbeappliedto LemmaA.5 to yield Γ + ka:A Â k qJ andthus,using A - 52B�_|) J�JÔ ,
Γ Â k G νa:A I qJ , asrequired.

Proof of the SubjectReductionTheorem
THEOREM (4.6).

(a) If P n PJ thenΓ Â P if andonly if Γ Â PJ .
(b) If P d	f PJ thenΓ Â P impliesΓ Â PJ .

The first statementis proved by inductionon the proof of P n PJ . The main
axiom,scopeextrusion

Q
-
B�y A�a , is coveredby theCorollaryA.3. Theotheraxioms

andrulesarestraightforwardcalculationsleft to theinterestedreader.
The secondstatementis proved by inductionon the proof of P d2f PJ . The

rule a - Q A�a follows from thefirst parttheremainingrulesare,again,straightforward
calculations.Wegive two examples.
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½ a - b (�c2B states06C u ::pD�d2f k C pD . By suppositionΓ Â�09C u ::pD . Then usingA - aÖÕ 5&× we have Γ Â æ u :: p. Thenusing A - b (�c2B�Ô , Γ Â k p andthereforeby A - aÖÕ 5&×
Γ Â k C pD .½ a - )h( bib states06C a!

7
V 8 pD�E 06C a?G X:ζ I qDõd	fä09C pD�E�09C q * E VL X E/ D . SupposeΓ Â09C a!

7
V 8 pD Er06C a?G X:ζ I qD . To satisfy the proof obligation, it is sufficient

to show that Γ Â æ p andΓ Â æ q
* E VL X E/ . The first is easyto establishfrom the

hypothesis,whichentailsΓ Â æ a!
7
V 8 p. Usingthehypothesisandtherulesfor

typing it mustalsobethat:

Γ Â æ V:ζ Γ Â æ a:
)�3	46517

ζ 8 Γ Â æ a:
)�3	46517

ζ 8 Γ + o X:ζ Â æ q
NoteherethatV is a closedvalue.We canapplytheSubstitutionLemmato
obtainΓ Â æ q

* E VL X E/ , asrequired.

A.2 Proofsfr om Section4.4

In this subsectionwe prove the SubjectReductionTheoremfor the taggedlan-
guage. We first presenta lemmacharacterizingthe definition

* o V:ζ / given on
page25.

LEMMA A.6.
(a)

* o V:ζ / Â æ V:ζ
(b) Ξ Â æ V:ζ impliesΞ ; * o V:ζ / .

Proof. By inductionon V, usingthedefinitionof typing for valuesandthedefini-
tion of thenotation“

* o V:ζ / ” givenonpage25. ¾
THEOREM (4.8). For all taggedsystems

(a) If P n PJ thenΓ ç P if andonly if Γ ç PJ .
(b) If P â d2f PJ thenΓ ç P impliesΓ ç PJ .

As in Theorem4.6, theproofof (a)is straightforwardby inductiononthederivation
of P n PJ . Weshow theargumentfor therule

Q:Ô
-
52B�_`)

, whichstates

09C�G νa:A I pD ∆ n°G νa:
* 0 :A /RI 06C pD ∆ ¯ æ a:A

SupposeΓ ç{09C�G νa:A I pD ∆, and thereforeΓ ; ∆ and ∆ ç æ G νa:A I p. Then usingA - 52B�_|)�Ô ∆ + o a:A ç æ p. Fromwhichwe obtainfrom A - aÖÕ 5�Ô that∆ + o a:A ç 06C pD . Since
Γ + o a:A ; ∆ + o a:A we canapply thenew typing rule for taggedagents,A Ô - aÖÕ 5&× , to
obtainΓ + o a:A çx09C pD ∆ ¯ æ a:A andan applicationof A - 52B�_|)h× givesthe requiredΓ çG νa:

* 0 :A /RI 06C pD ∆ ¯ æ a:A. Theargumentin theotherdirectionis muchthesame.
Theproof of (b) is by inductionon why P â d2f PJ . Theonly non-trivial caseis

thecommunicationrule for taggedthreads,a Ô - )�( béb . Sosuppose

Ξ çè06C a!
7
V 8 pD Γ EU09C a?G X:ζ I qD ∆ +
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thatis, Γ ç æ a!
7
V 8 p, ∆ ç æ a?G X:ζ I q andΞ ; Γ + Ξ ; ∆. Wemustshow

Ξ çè06C pD Γ EU06C q * EVL X E/ D ∆ á
where∆ J denotes∆ ¼ * o V:ζ / . Thusour proof obligationsarethree:we mustshow
thatΓ ç æ p, ∆ J�ç æ q * E VL X E/ andΞ ; ∆ J .

Most of the requiredwork hasalreadybeencarriedout in Theorem4.6. The
proofof Γ Â æ p is identical,thussatisfyingthefirst obligation.

SinceΞ ; Γ andΞ ; ∆ it follows thatΓ G#0 + aI and∆ G[0 + aI mustcoincideat the
type

)�3	46517
ζ 8 (becausethereis no subtypingon channels). Using LemmaA.6b

we have
* o V:ζ / Â æ V:ζ, and therefore∆ J Â æ V:ζ, by weakening (Proposition4.5).

The hypothesisalso implies ∆ + o X:ζ Â æ q and thus, againby weakening we have
∆ J + o X:ζ Â æ q. Wecannow usetheSubstitutionLemmato obtainthesecondobliga-
tion, ∆ J Â æ q * E VL X E/ .

UsingthepremiseandtyperuleswehaveΓ Â æ V:ζ; thusby weakeningwehave
Ξ Â æ V:ζ andthereforeΞ ; * o V:ζ / , by LemmaA.6a. Using this andthe fact that
Ξ ; ∆ weobtainthethird obligation,Ξ ; ∆ J
A.3 Proofsfr om Section5

The proofs of the following resultsextend immediatelyto the improved type
rules: typespecialization(Lemma4.4), weakening(Proposition4.5), substitution
(Lemma4.7, andtagged/untaggedreduction(Proposition4.10).

THEOREM (5.1).
(a) If Γ Â J P andP d	f PJ thenΓ Â J PJ .
(b) If Γ ç J P andP â d2f PJ thenΓ ç J PJ .
(c) Γ ç J P impliesP errâ d}ód$f .

Proof. Thenew typerulesdo not affect termsthatcanbeshown to bestructurally
equivalent and thereforethe resultsfor the structuralequivalencesfollow from
Theorem4.6 andTheorem4.8. The proof of (c) is alsounchangedfrom that of
Theorem4.12.

Both (a) and(b) follow by inductionon thedefinitionof reduction.Theargu-
mentis muchasin Theorem4.6 andTheorem4.8. Theonly casewhich changes
is that for successfulmatchinglocationnames.We treat the untaggedcase;the
taggedcaseis similar. Thereductionrule a - B�kUl states:

06CR> ? k @ k A 32B	5 p
B�' QTB

qDØd	fä06C pD
So supposeΓ ÂZJU06CR> ? k @ k A 32B	5 p

B�' QRB
qD . This must be typed using A - B�k�' JÔ , thus

we have that for someK i , Γ ÂYJ k:K1, Γ ÂYJ k:K2 and Γ ¼ * k:K1 + k:K2 / ÂZJæ p. This
mustmeanthat Γ G kIr; K2 andΓ G k Ir; K1; thusΓ G k Ir; K1 ¼ K2. It follows from
weakening(Proposition4.5) thatΓ Â J 09C pD . ¾



ResourceAccessControlin Systemsof Mobile Agents 55

A.4 Proofsfr om Section6

Theproofsof the following resultsextendimmediatelyto theextendedtypesys-
tem: type specialization(Lemma4.4), weakening(Proposition4.5), substitution
(Lemma4.7, andtagged/untaggedreduction(Proposition4.10).

THEOREM (THEOREM 6.3).
(a) If Γ Â JËJ P andP d2f PJ thenΓ Â JËJ PJ .
(b) If Γ ç JÊJ Q andQ â d2f QJ thenΓ ç JËJ QJ .
(c) Γ ç JËJ Q impliesQ err á áâ deód&f .

Proof. Theproofof theresultfor thestructuralcongruencein Theorem4.6extends
directly to boththetaggedanduntaggedlanguage.

Theproofsof (a)and(b) are,asusual,by inductionon thedefinitionof reduc-
tion. We discussthe untaggedcase.The only interestingcaseis a - )h( béb , which
states:

06C a!
7
V 8 pDME106C a?G X:ζ I qDrd&fä06C pDME106C q * EVL X E/ D

SupposeΓ Â JÊJ 06C a!
7
V 8 pD E"06C a?G X:ζ I qD . To satisfytheproof obligation,it is suf-

ficient to show that Γ Â JËJæ p andΓ Â JÊJæ q
* E VL X E/ . Thefirst is easyto establishfrom the

supposition,which entailsΓ ÂZJ�Jæ a!
7
V 8 p. Usingthesuppositionit mustalsobethat

for someξ:

Γ Â JÊJæ V:ξ Γ Â JÊJæ a:
)�3	4656*�_ 7

ξ 8 / Γ Â JÊJæ a:
)	3	495�* a 7 ζ 8 / Γ + o X:ζ Â JËJæ q

By the ruleson valid typesit mustbe that ξ ; ζ. And thereforeby weakening,
Γ Â JËJæ V:ζ. We can now apply the SubstitutionLemmato obtain Γ Â JÊJæ q

* E VL X E/ , as
required.

To prove (c), we proceedasin Theorem4.12, proving thecontrapositive (that
Q err á áâ d�d	f implies for no Γ canwe prove Γ ç�JËJ Q) by inductionon the definitionof
Q err á áâ d�d	f . As beforeeachof the casesis straightforward, the new rulesin Table7
presentingnoadditionaldifficulty. We omit thedetails. ¾
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